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Abstract

We presentthesHypehypervisorsecurityarchitecture and
examinein detail its mandatoryaccesscontrol facilities.
While existing hypervisorsecurity approaches aiming at
high assurancehavebeenprovenusefulfor high-security
environmentsthat prioritize securityover performanceand
code reuse, our approach aims at commercial security
where near-zero performanceoverhead,non-intrusiveim-
plementation,and usability are of paramountimportance.
sHypeenforcesstrong isolationat thegranularity of a vir-
tual machine, thusproviding a robust foundationon which
highersoftware layerscanenact�ner -grainedcontrols. We
providetherationalebehindthesHypedesignanddescribe
and evaluateour implementationfor the Xenopen-source
hypervisor.

1 Intr oduction

As workstation-andserver-classcomputersystemshave
increasedin processingpower anddecreasedin cost,it has
becomefeasibleto aggregatethe functionality of multiple
standalonesystemsonto a single hardwareplatform. For
example,a businessthathasbeenprocessingcustomeror-
dersusingthreecomputersystems–awebserver front-end,
a databaseserver back-end,and an applicationserver in
the middle—canincreasehardwareutilization and reduce
its hardwarecosts,con�guration complexity, management
complexity, physical space,and energy consumptionby
runningall threeworkloadsonasinglesystem.

Virtualization technologyis quickly gainingpopularity
asa way to achieve thesebene�ts. With this technology,
a softwarelayercalleda virtual machinemonitor (VMM),
or hypervisor, createsmultiple virtual machinesout of
onephysicalmachine,andmultiplexesmultiple virtual re-
sourcesonto a single physicalresource. Virtualization is
facilitatedby recentdevelopmentin termsof broadavail-
ability of fully virtualizableCPUs[2, 15]. Theseadvances

make possibleef�cient aggregationof multiple virtual ma-
chineson a singlephysicalmachine,with eachvirtual ma-
chine(VM) runningits own operatingsystem(OS).

Although co-locating multiple operatingsystemsand
theirworkloadson thesamehardwareplatformoffersgreat
bene�ts, it also raisesthe specterof undesirableinterac-
tionsbetweenthoseentities.Mutually distrustedpartiesre-
quirethatthedataandexecutionenvironmentof oneparty's
applicationsare securelyisolatedfrom thoseof a second
party's applications. As a result, virtualization environ-
mentsby default do not giveVMs directaccessto physical
resources.Instead,physicalresources(e.g.,memory, CPU)
arevirtualizedby thehypervisorlayerandcanbeaccessed
by a VM only throughtheir virtualizedcounterparts(e.g.,
virtual memory, virtual CPU). The hypervisoris strongly
protectedagainstsoftware running in VMs, and enforces
isolationof VMs andresources.

However, total isolationis not desirablebecausetoday's
increasinglyinterconnectedorganizationsrequirecommu-
nication betweenapplication workloads. Consequently,
thereis a needfor secureresourcesharingby enforcingac-
cesscontrolbetweenrelatedgroupsof virtual machines.

Themainfocusof thispaperis on thecontrolledsharing
of resources.In currenthypervisorsystems,suchsharingis
not controlledby any formal policy. This lack of formality
makesit dif�cult to reasonaboutthe effectivenessof iso-
lation betweenVMs. Furthermore,currentapproachesdo
not scalewell to largecollectionsof systemsbecausethey
rely on humanoversightof complex con�gurationsto en-
surethatsecuritypoliciesarebeingenforced.They alsodo
not supportworkloadbalancingthroughVM migrationbe-
tweenmachineswell becausethepolicy representationsare
machine-dependent.

This paperexploresthe designand implementationof
sHype, a security architecturefor virtualization environ-
mentsthat controls the sharingof resourcesamongVMs
accordingto formal securitypolicies. sHypegoalsinclude
(i) near-zerooverheadon theperformance-criticalpath,(ii)



non-intrusivenesswith regardto existing VMM code,(iii)
scalability of systemmanagementto many machinesvia
simple policies, and (iv) support for VM migration via
machine-independentpolicies.

Thesegoalsarederived from the requirementsof com-
mercial environments. Hypervisor security approaches
aimedathighassurancehaveprovenusefulin environments
that give security the highestpriority. Theseapproaches
controlbothexplicit andimplicit communicationchannels
betweenVMs. We believe that controlling explicit data
�o ws andminimizing, but not entirely eliminating,covert
channelsvia careful resourcemanagementis suf�cient in
commercialenvironments.

We implementedthesHypearchitecturein theXen hy-
pervisor[3], whereit controlsall inter-VM communication
accordingto formal securitypolicies. The architectureis
designedto achieve mediumassurance(CommonCriteria
EAL4 [8]) for hypervisorimplementations.Our modi�ca-
tions to the Xen hypervisoraresmall, addingabout2000
linesof code.Our hypervisorsecurityenhancementsincur
lessthan1%overheadon theperformance-criticalpathand
theXenparavirtualizationoverheadis between0%-9%[3].
While this paperdescribesan sHypeimplementationtai-
lored to the Xen hypervisor, the sHypearchitectureis not
speci�c to any one hypervisor. It was originally imple-
mentedin the rHype researchhypervisor[14] and is also
beingimplementedin thePHYP[13] commercialhypervi-
sor.

Section2 introducestheXen hypervisorenvironmentin
which we have implementedour genericsecurityarchitec-
ture.Mutually suspiciousworkloadtypesserveasanexam-
ple to illustraterequirementsandtheuseof our hypervisor
securityarchitecture.We describethedesignof thesHype
hypervisorsecurityarchitecturein Section3, and its Xen
implementationin Section4. Section5 evaluatesour archi-
tectureandimplementation,andSection6 discussesrelated
work.

2 Background

2.1 The Xen Hyp ervisor

We usetheXen [3] open-sourcehypervisorasanexam-
pleof avirtual machinemonitorthroughoutthispaper. Fig-
ure 1 illustratesa basicXen con�guration. The hypervi-
sorconsistsof a smallsoftwarelayeron topof thephysical
hardware. It implementsvirtual resources(e.g.,vMemory,
vCPU,eventchannels,andsharedmemory)andit controls
accessto I/O devices.

Virtual machines,also known as domainsin Xen, are
built on top of the Xen hypervisor. A specialVM, called
Dom0 (domainzero) is created�rst. It serves to manage
otherVMs (create,destroy, migrate,save,restore)andcon-
trols theassignmentof I/O devicesto VMs.

VMs startedby Dom0arecalledDomUs(userdomains).
They can run any para-virtualized[3] operatingsystem,
e.g., Linux. GuestOSs running on Xen are minimally
changed,for example by replacingprivileged operations
with calls to the hypervisor. Such operationscannotbe
calleddirectly by the guestOS becausethey cancompro-
mise the hypervisor. In general,calls to the hypervisor
have threecharacteristics:(1) they offer accessto virtual
resources;(2) they speedup critical path operationssuch
aspagetablemanagement;and(3) they emulateprivileged
operationsthatarerestrictedto thehypervisorbut might be
necessaryin guestoperatingsystemsaswell.
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Figure 1. Xen hyper visor architecture

Xen offers just two sharedvirtual resourceson top of
which all inter-VM communicationandcooperationis im-
plemented:

� Eventchannels:An event-channelhypervisorcall enables
aVM to setupapoint-to-pointsynchronizationchannelto
anotherVM.

� Sharedmemory: A grant-tablehypervisorcall enablesa
VM to allow anotherVM accessto virtual memorypages
it owns.Eventchannelsareusedto synchronizeaccessto
suchsharedmemory.

Sharedvirtual resources,suchasvirtual network adapters
andvirtual blockdevices,areimplementedasdevicedrivers
insidethe GuestOS.Non-sharedvirtual resourcesinclude
virtual memoryandvirtual CPU.

Physicalresourcesdiffer from virtualized resourcesin
a coupleof key ways: (1) Input/OutputMemory Manage-
mentUnits (IO-MMUs) areneededto restrictDirect Mem-
ory Access(DMA) to andfrom a VMM' s memoryspace.
(2) Performanceis bestif the devicesareco-locatedwith
thecodeusingthemin thesameVM, andconsequentlythe
optimalcaseis a physicalresourceperVM, whichmaynot
be practicallyfeasible. (3) Driver codeis too complex for
inclusionin thehypervisor, soadeviceto besharedby mul-
tiple VMs needsto bemanagedby a devicedomain,which
thenmakesthis device availablethroughinter-VM sharing

2



to otherVMs. In Xen, a SCSIdisk or Ethernetdevice, for
example,canbeownedby adevicedomainandaccessedby
otherVMs throughvirtual disk or Ethernetdrivers,which
communicatewith thedevice domainusingeventchannels
andsharedmemoryprovidedby thehypervisor.

2.2 Coalitions of VMs

In the near future, we believe that VM systemswill
evolve from a setof isolatedVMs into setsof VM coali-
tions.Dueto hardwareimprovementsenablingreliableiso-
lation,we believe thatsomecontrolnow donein operating
systemswill bedelegatedto hypervisors.Weaimfor hyper-
visorsto provide isolationbetweencoalitionsandprovide
limited sharingwithin coalitionsasde�ned by aMandatory
AccessControl(MAC) policy.

Considera customerorder system. The web services
anddatabaseinfrastructurethatprocessesordersmusthave
high integrity in order to protectthe integrity of the busi-
ness.However, browsingandcollectingpossibleitemsto be
purchasedneednot beashigh integrity. At thesametime,
anOEM's softwareadvertisinga productthat thecompany
distributesmay be run asanotherworkloadthat shouldbe
isolatedfrom the orderworkloads(web service,database,
browsing).

In thecustomerorderexample,we mergetheVMs per-
forming customerordersinto the Order coalition andpro-
tect themfrom the other VMs on the system. The Order
VMs maycommunicate,sharesomememory, network,and
disk resources.Thus, they are as a coalition con�ned by
the hypervisor. Within the Ordercoalition, the hypervisor
controlssharingusinga MAC policy thatpermitsinter-VM
communication,sharingof network resourcesanddisk re-
sources,andsharingof memory. All this sharingmustbe
veri�ed to protectsecurityof the ordersystem. However,
theMAC policy alsoenablesthehypervisoranddevicedo-
mainsto protecttheorderdatabasefrom beingsharedwith
otherVMs outsidetheOrdercoalition.

2.3 Problem Statemen t

The problemwe addressin this paperis the designof
a VMM referencemonitor that enforcescomprehensive,
mandatoryaccesscontrolpolicieson inter-VM operations.
A referencemonitor is designedto ensuremediationof all
security-sensitiveoperations,which enablesa policy to au-
thorizeall suchoperations[16]. A MAC policy is de�ned
by systemadministratorsto ensurethatsystem(i.e.,VMM)
securitygoalsareachievedregardlessof systemuser(i.e.,
VM) actions. This contrastswith a discretionaryaccess
control (DAC) policy which enablesusers(and their pro-
grams)to grantrightsto theobjectsthatthey own.

We applythereferencemonitorto controlall references
to sharedvirtual resourcesby VMs. This allows coalitions

of workloadsto communicateor shareresourceswithin a
coalition,while isolatingworkloadsof differentcoalitions.

Figure2 showsanexampleof VM coalitions.Domain0
hasstarted5 userdomains(VMs), which aredistinguished
insidethehypervisorby their domainID (VM-id in Fig. 2).
Domains2 and3 arerunningorderworkloads.Domain6 is
runninganadvertisingworkload,anddomain8 is running
anunrelatedgenericcomputingworkload. Finally, domain
1 runsthevirtual blockdevicedriverthatofferstwo isolated
virtual disks,vDiskOrder andvDiskAds, to theOrder and
Advertisingcoalitions. In this example,we want to enable
ef�cient communicationandsharingamongVMs of theOr-
dercoalitionbut containcommunicationof VMs insidethis
coalition.For example,noVM runninganOrder workload
is allowed to communicateor shareinformationwith any
VM runningComputingor Advertisingworkloads,andvice
versa.
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Figure 2. VM coalitions and payloads in Xen

While thehypervisorcontrolstheability of theVMs to
connectto thedevice domain,thedevice domainis trusted
to keepdataof differentvirtual diskssecurelyisolatedin-
sideits VM andon the real disk. This is a reasonablere-
quirementsincedevicedomainsarenotapplication-speci�c
andcanrun minimizedrun-timeenvironments.Device do-
mainsthusform partof theTrustedComputingBase(TCB).

3 sHypeDesign

Figure3 illustratesthe overall sHypesecurityarchitec-
tureandits integrationinto theXenVMM system.sHypeis
designedto supporta setof securityfunctions:secureser-
vices, resourcemonitoring, accesscontrol betweenVMs,
isolationof virtual resources,andTPM-basedattestation.

sHype supports interaction with secure services in
custom-designed,minimized, and carefully engineered
VMs. An exampleis the policy managementVM, which
weuseto establishandmanagethesecuritypoliciesfor the
Xen hypervisor. Resourceaccountingprovidescontrol of
resourceusage.This enablesenforcementof servicelevel
agreementsandaddressesdenialof serviceattackson hy-
pervisoror VM resources.The mandatoryaccesscontrol
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Figure 3. sHype architecture

enforcesa formal securitypolicy on information �o w be-
tweenVMs.

sHype leveragesexisting isolation betweenvirtual re-
sourcesand extendsit with MAC features. TPM-based
attestation [28] provides the ability to generateand re-
port runtimeintegrity measurementson thehypervisorand
VMs. This enablesremotesystemsto infer the integrity
propertiesof therunningsystem.

The restof this paperfocuseson the sHypemandatory
accesscontrol architecture,consistingof: (1) the policy
manager maintaining the security policy; (2) the access
control module(ACM) delivering authorizationdecisions
accordingto the policy; and(3) andmediationhookscon-
trolling accessof VMs to sharedvirtual resourcesbasedon
decisionsreturnedby theACM.

3.1 Design Decisions

Threemajordecisionsshapethedesignof sHype:
(1) By building onexistingisolationpropertiesof virtual

resources, sHypeinheritsthemediumassuranceof existing
hypervisorisolationwhile requiringminimal codechanges
in thevirtualizationlayer(hypervisor).

(2) By usingbind-timeauthorizationandcontrollingac-
cessto spontaneouslysharedresourcesonly on �rst-time
accessanduponpolicy changes,sHypeincursverylow per-
formanceoverheadon thecritical path.

(3) By enforcingformalsecuritypolicies, sHypeenables
reasoningaboutthe effectivenessof speci�c policies,pro-
vides the basisfor effective defenseagainstdenialof ser-
viceattacks(throughresourcepolicy enforcement),anden-
ablesServiceLevel Agreement-stylesecurity guarantees
(throughTPM-basedattestationof systemproperties).

3.2 Access Con trol Arc hitecture

Thekey componentof theaccesscontrolarchitectureis
the referencemonitor, which in sHypeisolatesvirtual ma-
chinesby default and allows sharingof resourcesamong

virtual machinesonly when allowed by a mandatoryac-
cesscontrol (MAC) policy. To supportvariousbusiness
requirements,sHypesupportsvariouskinds of MAC poli-
cies: Biba [5], Bell-LaPadula[4], Caernarvon [30], Type
Enforcement[6], aswell asChineseWall [7] policies.

The classical de�nition of a referencemonitor [16]
statesthat it possessesthreeproperties:(1) it mediatesall
security-criticaloperations;(2) it can protect itself from
modi�cation; and(3) it is assimpleaspossibleto enable
validationof its correctimplementation.We examinethe
�rst requirementin moredetail. The secondandthird re-
quirementarecoveredby generichypervisorproperties:it
is protectedagainsttheVMs andconsistsof a thin software
layer.

Mediating security-critical operations. A security-
criticaloperationis onethatrequiresMACpolicy authoriza-
tion. If suchanoperationis notauthorizedagainsttheMAC
policy, thesystemsecurityguaranteescanbecircumvented.
For example,if themappingof memoryamongVMs is not
authorized,thena VM in onecoalitioncanleak its datato
otherVMs.

We identify security-criticaloperationsin termsof re-
sourceswhoseusemust be controlled in order to imple-
mentMAC policies. We also identify the location of the
mediationpoints for theseresources.The combinationof
resourcesto becontrolledandtheir mediationpointsforms
the referencemonitor interface. We discussonly virtual
resources,becausereal resourcescanonly be usedexclu-
sively by oneVM or sharedin theform of virtual resources.
Thefollowing resourcesmustbecontrolledin atypicalXen
VMM environment:

� Sharingof virtual resourcesbetweenVMs controlledby
theXenhypervisor(e.g.,eventchannels,sharedmemory,
anddomainoperations).

� Sharingof localvirtual resourcesbetweenlocalVMs con-
trolled by MAC domains(e.g. local vLANs andvirtual
disks).

� Sharingof distributedvirtual resourcesbetweenVMs in
multiplehypervisorsystemscontrolledby MAC-bridging
domains(e.g.,vLANs spanningmultiple hypervisorsys-
tems).

The hypervisorreferencemonitor enforcesaccesscontrol
and isolation on virtual resourcesin the Xen hypervisor.
While sHypeenforcesmandatoryaccesscontrol on MAC
domainsregardingtheirparticipationin multiplecoalitions,
it relies on MAC domainsto isolate the different virtual
resourcesfrom eachother and allow accessto virtual re-
sourcesonly to domainsthat belongto the samecoalition
asthevirtual resource.A goodexampleof a MAC domain
is the device domainin Fig. 2, which participatesin both
the Order and the Advertising coalition. MAC do-
mainsbecomepart of theTrustedComputingBase(TCB)
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andshouldthereforebeof minimalsize(e.g.,securemicro-
kerneldesign).SinceMAC domainsaregeneric,thecostof
makingthemsecurewill amortizeasthey areusedin many
applicationenvironments.Wesketchtheimplementationof
MAC domainsin Section4.4.

If coalitionsare distributed over multiple systems,we
needMAC-bridging domainsto control their interaction.
Thevirtual resourcethatenablesco-operationamongVMs
onmultiplesystemsis typically avLAN. Mac-bridgingdo-
mainsbuild bridgesbetweentheir hypervisorsystemsover
untrustedterrainto connectvLANs onmultiplesystems.To
doso,they �rst establishtrustinto requiredsecurityproper-
tiesof thepeerMACBridgingdomainsandtheirunderlying
virtualizationinfrastructure(e.g.,usingTPM-basedattesta-
tion). Afterwards,they build securetunnelsbetweeneach
other, andcanfrom now onbeconsideredasformingasin-
gle (distributed)MAC domainspanningmultiple systems.
Requirementson theresultingdistributedMAC domainare
akin the requirementsdescribedabove for local MAC do-
mains. MAC Bridging domainsbecomepart of the TCB,
similarly to MAC domains.

4 Implementation

In this section,we �rst de�ne simple policies tailored
to theXen hypervisorenvironmentbasedon the workload
typesandresourcesthat mustbe controlled. Thenwe de-
scribethe managementof the policiesand the labelingof
VMs andresources.Finally, we introducethe accesscon-
trol enforcementin thehypervisor, which guardsaccessof
VMs to resourcesbasedon thepolicies.

4.1 Securit y Policies

We implementedtwo formal securitypolicies for Xen:
(i) a ChineseWall policy, (ii) a simpleType Enforcement
(TE) policy. Both policieswork on their own setof types
(CW- or TE-types),which areassignedto VMs asa func-
tion of theworkloadsthey canrun. TheCW- andTE-types
de�ne the granularityuponwhich VMs andresourcescan
bedistinguished.Theassignmentof typesto VMs andre-
sourcesis an administrative task(i.e., part of policy man-
agement).

ChineseWall policy: The �rst policy enablesadmin-
istratorsto ensurethat certain VMs (and their supported
workloadtypes)cannotrun on thesamehypervisorsystem
at thesametime. This is usefulto mitigatecovert channels
or to meetother requirementsregardingcertainworkload
types(e.g., workload typesof competitors)that shall not
runon thesamephysicalsystemat thesametime.

TheChineseWall policy de�nesasetChinesewall types
(CW-types),andtheseareassignedto a VM accordingto
the workloadsit can run. It also de�nes con�ict setsus-
ing theseCW-typesandensuresthatVMs thatareassigned

CW-typesin thesamecon�ict setneverrunatthesametime
on thesamesystem.

Type Enforcementpolicy: Thesecondpolicy speci�es
which runningVMs canshareresourcesandwhich cannot.
It supportsthecoalitionsintroducedin Section2.2by map-
pingcoalitionmembershipontoTE types.

The TE policy de�nes the set of TE-types(coalitions)
andassignsTE typesto VMs (coalitionmembership).The
TE policy rules enforcethat VMs only sharevirtual re-
sourcesif they have a TE type in common,i.e., they are
memberof at leastonecommoncoalition.

4.2 Policy Managemen t

The policy managementfunction is responsiblefor of-
fering meansto createand maintainpolicy instantiations
for the ChineseWall and Type Enforcementpolicies. To
minimizecodecomplexity insidethehypervisor, thepolicy
managementtranslatesan XML-basedpolicy representa-
tion into a binarypolicy representationthat is bothsystem-
independentandef�cient to useby thehypervisorlayer.

Thebinarypolicy createdby thePolicy Managementin-
cludestheassignmentof VMs to CW-typesandTE-types,
aswell asthecon�ict setsto beenforcedon theCW-types.
No otherinformationis neededby thehypervisorto enforce
thepolicies. The accessclassof a VM assHypeseesit is
exactly a setof CW-typesandTE-types.Accessclassesof
virtual resourcessuchas virtual disks compriseonly TE-
types,typically a singleTE-type.

Policy managementcan either run in a dedicateddo-
main on the managedsystem(the currentXen approach),
or it canrun on a separatespecial-purposesystem,suchas
theHardwareManagementConsole(HMC) usedby PHYP
andothercommercialvirtualizationsolutions. The policy
managementis neededto changeor validatea policy; it is
notnecessaryto run thesystemandenforcetheinstantiated
policies.

4.3 Policy Enforcemen t

Mandatoryaccesscontrol is implementedasa reference
monitor. The mediationof referencesof VMs to shared
virtual resourcesis implementedby insertingsecurityen-
forcementhooksinto the codepath inside the hypervisor
whereVMs sharevirtual resources.Hookscall into theac-
cesscontrolmodule(ACM) for decisionsandenforcethem
locally at thehook. Isolationof individualvirtual resources
is inheritedfrom Xen sinceit is a generaldesignissuefor
hypervisorsratherthanasecurity-speci�crequirement.

4.3.1 ReferenceMonitor

sHypestrictly separatesaccesscontrol enforcementfrom
theaccesscontrolpolicy, asin theFlask[33] architecture.
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Figure 4. sHype security reference monitor

Wedescribethecontrolarchitecturein thecontext of the
hypervisor, but it will also be usedin the MAC domains.
Figure4 showsthesHypeaccesscontrolarchitectureaspart
of thecorehypervisoranddepictstherelationshipsbetween
its threemajor designcomponents.Securityenforcement
hooksare carefully insertedinto the core hypervisorand
cover referencesof VMs to virtual resources.Enforcement
hooksretrieveaccesscontroldecisionsfrom theaccesscon-
trol module(ACM).

TheACM authorizesaccessof VMs to resourcesbased
on thepolicy rulesandthesecuritylabelsattachedto VMs
(CW-types,TE-types)andresources(TE-types). The for-
mal securitypolicy de�nes theseaccessrulesaswell asthe
structureandinterpretationof securitylabelsfor VMs and
resources.Finally, a hypervisorinterfaceenablestrusted
policy-managementVMs to managetheACM securitypol-
icy.

4.3.2 AccessControl Hooks

A security enforcementhook is a specializedaccessen-
forcementfunction thatguardsaccessto a virtual resource
by VMs. It enforcesinformation�o w constraintsbetween
VMs accordingto the securitypolicy. Eachsecurityhook
adheresto the following generalpattern:(1) gatheraccess
control information(determineVM labels,virtual resource
labels,andaccessoperationtype);(2) determineaccessde-
cision by calling the ACM; and(3) enforceaccesscontrol
decision.Hooksarefunctionallytransparentif theaccessis
allowed,andthey returnanerrorcodeotherwise.

Usingsecurityhooks,sHypeminimizestheinterference
with the corehypervisorwhile enforcingthe securitypol-
icy on accessto virtual resources.We have placedsecu-
rity enforcementhooksat the following placesinside the
hypervisorin order to enforcethe ChineseWall andType
Enforcementpolicies.

� Domainmanagementoperations:Thishookcallsinto the
ACM reportingthesecurityreferenceof thedomainorig-
inatingtheoperationandof thedomainthat is beingcre-

ated,destroyed,saved,restored,migrated,etc.Callsfrom
thesehooksareusedby the ACM (1) to assignsecurity
labelsto createddomainsandto free labelsof destroyed
domains;(2) to checkChineseWall con�ict setsbefore
creating,resuming,or migrating-indomains;and(3) to
adjustthesetof runningCW-typeswhendestroying, sus-
pending,or migrating-outdomains.

� Eventchanneloperations: Event-channelhooksmediate
the creationand destructionof event channelsbetween
domains. The ACM usescalls from thesehooksto de-
cidewhetherthetwo domainssettingupaneventchannel
aremembersof a commoncoalition. If theACM returns
a permitteddecision,the event channelsetupcontinues
beyondthehook. Thesubsequentsendingandreceiving
of eventsqvia the connectedchanneldo not needto be
mediatedbecausethey would yield the sameresult (un-
lessthepolicy changes,seebelow). If thehookreceivesa
deny decision,theeventchannelsetupis abortedandthe
hypervisorcall returnswith anerror.

� Sharedmemoryhook: Grant-tablehypervisorcallsallow
one VM to grant accessto someif its memory pages
to anotherVM. This mechanism(synchronizedvia event
channels)enablesef�cient communicationbetweenVMs
runningon the samehypervisor. Sincethesharedmem-
ory mayin somecasesbeestablisheddynamicallyduring
the communication(e.g.,sendingandreceiving network
packetsor readingandwriting from virtual disks),these-
curity hookguardingthisoperationmaybeon theperfor-
mancecritical path.

Decisioncaching. Sinceneithertheeventchannelnor the
sharedmemoryhook calls induceany statechangein the
ACM, we usecaching of accesscontroldecisionsto mini-
mizetheoverheadintroducedby thesecurityhookscalling
into theACM andtheACM authorizingaccess.

We cacheaccesscontrol decisionslocally in the data
structuresinvolved in a grant-tableor event-channeloper-
ation the �rst time an accesscontrol decisionis required
betweentwo VMs. The decisioncacheis not usedfor do-
main operationhooksbecausethe ACM mustbe awareof
thesecalls to updateits securitystate.We areexperiment-
ing with multiple cachelayoutsto �nd the best trade-off
betweenmemoryrequirementsandlookupspeed.

Decision cachingachieves near-zero overheadon the
critical pathat thecostof additionalmanagementandcom-
plexity. When a VM is destroyed or migrated,all cache
entriesregardingthisVM mustbecleared.Theoverheadof
clearingthesecachesis very low.

Policy Changes. Whenthe policy changes,we mustex-
plicitly revoke a sharedresourcefrom a VM that is no
longerauthorizedto useit. Sinceweuseextensivecaching,
we must propagateaccessauthorizationchangesinto the
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cachesof VMs. Additionally, we de�ne a re-evaluation
function for both event-channelandgrant-tablehooksbe-
causethesehookscheckpermissionsonly whenan event-
channelor a sharedmemoryareais setup,andnot whenit
is used.Wheninvokedby theACM, there-evaluationfunc-
tion (1) re-evaluatesthe original accesscontrol decision,
and(2) revokessharedresourcesin casethe authorization
is no longergiven.

Revocation of event-channelsfrom inside Xen is
straightforward.VMs trying to userevokedevent-channels
will receive error codeswhich mustbe handledregardless
of accesscontrol. Memory sharedbetweenVMs will typ-
ically not be directly handedover by the GuestOS to ap-
plicationsbut ratherusedexclusively insidedevice drivers.
Consequently, device driversmight run into a memoryac-
cessfault whentrying to senda requestvia sharedmemory
to which their accesswasrevoked. We arecurrentlywork-
ing on a call-backmechanism,initiated by thehypervisor,
sothat revokedsharedmemorycanbereportedto affected
VMs andhandledtherein an morecontrolledfashion,al-
lowing for moregracefulfailure.

4.3.3 AccessControl Module (ACM)

The ACM maintainspolicy state,makes policy decisions
basedon thecurrentpolicy, interactswith thepolicy man-
agerVM to establishasecuritypolicy, andtriggerscallback
functionsto re-evaluateaccesscontroldecisionsin thehy-
pervisorwhenthepolicy changes.

The ACM storesall securitypolicy informationlocally
in thehypervisor, andsupportspolicy managementthrough
a privileged hypervisor call interface. This interface is
access-controlledby a specializedhook and will only be
accessibleby policy-management-privilegeddomains.

Duringdomainoperations,theACM is calledby security
hooksandallocatesandde-allocatessecuritylabelsfor cre-
atedanddestroyeddomainsaccordingto thepolicy. These
labelsareusedfor accesscontroldecisions.Thevirtual ma-
chine con�guration includesreferencesfor the ACM that
areusedto determinethelabelfor a newly createddomain.
In our example,sucha label consistsof a setof TE-types
anda setof CW-types,asdescribedin Section4.1.

The ACM maintainsthe policy stateneededto enforce
theChineseWall policy. For this purpose,theACM main-
tainsa RunningCW Typesarray indexed by the CW-type
andcontaininga referencecountthatdescribesthenumber
of running domainsthat have this CW-type. Whenever a
domainis started,the ACM determinesthosecon�ict sets
with which this domainsharesa CW-type. Thenit veri�es
if any of theotherCW-typesof thesecon�ict setsis running.
If any of theseCW-types' referencecountis non-zero,then
we have a ChineseWall con�ict andthecurrentdomainis
notpermittedto start.Otherwise,thecurrentdomainis per-

mittedto startandtheRunningCWTypes' referencecounts
areincrementedfor thoseCW typesthatareassignedto the
starteddomain. If a domainis destroyed,theRunningCW
Types' referencecountsof this virtual machine'sCW-types
aredecremented.

Accesscontroldecisionsfor theTypeEnforcementpol-
icy are simple. The ACM looks up the Coalition set of
thosedomainsthat are trying to establishan event chan-
nelor sharedmemory. If bothdomainsshareacommonTE
type (coalition), thentheaccessis permitted.Otherwiseit
is denied. It canbe implementedasan n-bit AND opera-
tion over theTE-typevectorsof thedomainswheren is the
numberof known TE types(coalitions).

4.4 MA C domains

MAC domainsenablemultiple coalitionsto sharea real
resourceby creatingisolatedvirtual resourcesbasedon the
realresource(recallthevdisk devicedomainin Figure2).
If suf�cient hardwareresourcesareavailableandcoalitions
don't needto cooperateonhigherlayers,MAC domainsare
notnecessarybecausehardwarecanbeexclusivelyassigned
to asinglecoalitionandnoVM needsto participatein mul-
tiple coalitions. We sketchbrie�y how we envision MAC
domainsto work. They mustoffer thefollowing guarantees
in orderto conformto referencemonitorrequirements:

1. Isolateexportedvirtual resources(e.g., the two virtual
disks for the Order and the Advertisingcoalition) inside
theMAC domainat leastaswell asthehypervisorisolates
its virtual resources.

2. Controlaccessof VMs to thoseresourcesaccordingto
the Type EnforcementPolicy (i.e., only allow VMs that
aremembersof thecoalitionto which thevirtual resource
is assignedto accesstheresource).

Theisolationpropertycanbeachievedusingmandatoryac-
cesscontrolinsidetheMAC domain,e.g.,usingSELinux.

The accesscontrol propertyrequiresa MAC domainto
discover the coalition membership(TE types) of the re-
questingdomain. For this reason,sHypeoffers to MAC
domainsahypervisorcall thatreturnsthecoalitionmember-
shipinformationof aconnecteddomainusingtheprotected
policy informationof theACM. Thehypervisorwill return
thosecoalitions(TE types)of whichboththeMAC domain
andthe requestingVM aremembers.Basedon this infor-
mation,theMAC domainpermitsaccessof the requesting
VM only to virtual resourcesthatsharemembershipin the
samecoalition(s).

Multi-coalition VMs, besidesimplementingthe shar-
ing of hardwareresourcesamongcoalitions,alsoform the
naturalenvironmentin which controlledsharingbetween
coalitionson higher layersand with �ner granularitycan
be implemented(e.g., with �le and operationgranularity
basedonOS-levelMAC policiessuchasSELinuxpolicies).
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While sHypeformsisolatedcoalitionsandrestrictssharing
to multi-coalitionVMs, theseVMs canovercomethis isola-
tion in carefullydesignedandtrustworthy environmentsto
ful�ll applicationrequirements.

5 Evaluation

5.1 sHyp e-Covered Resources

Figure5 shows thevirtualizedresourcessortedaccord-
ing to wherethey areimplemented.The TCBcoverage
columnshows how well their isolationandmandatoryac-
cesscontrolis coveredby thesHypereferencemonitor. We
distinguishwhetherthe implementingentity is servinga
single coalition or multiple coalitionssincethe lat-
ter requiresMAC control.
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Figure 5. Current resour ce coverage in Xen

If event channels,sharedmemory, virtual disks, vir-
tual TTY, or vLANs are sharedwithin a single coalition,
sHype fully covers the TCB for sharingbetweencoali-
tions. While the sHypearchitectureis comprehensive and
its policy enforcementcoversthe communicationbetween
domains,sHyperelieson MAC domainsto correctly iso-
latevirtual devicesfrom eachother(seeSection4.4). Such
multi-coalitionMAC domainsarenecessaryif realperiph-
eralsmustbesharedbetweenmultiplecoalitionsor if differ-
entcoalitionsshallbeableto co-operateusing�ltering and
�ne-granularaccesscontrolimplementedinsideaMAC do-
main.

If virtual resources(e.g. vLANs) are distributed over
multiple hypervisorsystemsandcommunicateover a net-
work, sHyperelieson thedomainsbridging thosesystems
(MAC bridgingdomains)to securelyisolatethevLAN traf-
�c from othertraf�c on theconnectingnetwork andto con-
trol accessof VMs on theconnectedsystemsto thevLAN.
In consequence,sHypecontrolswhich domainsareableto
connectto MAC-bridgingdomainsbut defersisolationand
MAC guaranteesfor vLAN traf�c to theseMAC-bridging
domains.

5.2 Co de Impact

The sHype accesscontrol architecturefor Xen com-
prises2600linesof code.We insertedthreeMAC security
hooksinto Xen hypervisor�les to control domainopera-
tions,eventchannelsetup,andsharedmemorysetup.Two
out of three hooks are off the performancecritical path.
Onehook(sharedmemorysetup)canbeon or off thecrit-
ical path dependingon how sharedmemoryis usedby a
domain. We implementeda genericinterface(akin to the
Linux SecurityModulesinterfacebut muchsimpler)upon
whichvariouspoliciescanbeimplemented.Wehaveimple-
mentedthe ChineseWall andthe Type Enforcementpoli-
cies for Xen as well as the cachingof event-channeland
grant-tableaccessdecisions.MaintainingsHypewithin the
evolving Xen hypervisorcodebasehasproveneasy.

5.3 Performance

By performingauthorizationonly at bind time and by
cachingthosedecisions,sHypeaimsto introduceminimal
overheadon theperformance-criticalpath. Policy changes
happenrarely andthereforethe relatedoverheadis not on
thecritical path.Similarly, sinceChineseWall hooksarein-
vokedonly duringdomainoperations(e.g,create),they are
alsonotonthecritical path.Weranexperimentsto measure
the overheadof Type Enforcementhooksthat are invoked
when VMs communicatethrough the Xen event channel
andgranttablemechanisms.

In our experiments,we ran the managementdomain
(Dom0) and one userdomain(DomU), both with Fedora
Core4 Linux installations,on a currentuniprocessordesk-
top system. We assignedcommonType Enforcementand
ChineseWall types to Dom0 and DomU. We assigned
DomU a physicaldisk partition (hda7 ) that is managed
by Dom0 andmountedby DomU throughthe Xen virtual
block interface. The experimentmade10 transfersof 108

disk blocks from Dom0 through the virtual block inter-
face to DomU (dd if=/dev/hda7 of=/dev/null
count=10000000 ). Shared-memorygrant tableswere
dynamicallysetup betweenDom0andDomU whentrans-
ferring the disk blocks. Whenwe activatedthe Type En-
forcementpolicy, the 10 transfersinvoked the grant-table
hookapproximately12� 106 times,andtookbetween1196
and1198secondsto complete.

Using this time-to-completionmetric, we did not ob-
serveany overhead.Theperformancewasidenticalfor con-
�gurations thatdid not invoke any hooks(null policy) and
for con�gurationsthatdid invokehooks(TE policy).

6 RelatedWork

While therehave beeninstancesof highly secureoper-
ating systemsthat have beensuccessfullycommercialized
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–e.g.,GEMSOS[32, 29], KSOS[24], or Multics [4, 18]–
theirwidespreadusehasnot comeabout.Thehugedesign,
development,andevaluationcostproved justi�ed only for
specializedapplicationdomainswith veryhigh securityre-
quirements.Accesscontrolwith processand�le granular-
ity in general-purposeOSs,while possible,is verycomplex
asillustratedby SELinux[26] policies.Expressinganden-
forcingasimpleTCB modelin general-purposeOSsis very
dif�cult dueto interdependenciesbetweenprocesses[17].
VMMs can supplementOS securityand provide con�ne-
mentin caseOSsecuritycontrolsfail [23].

Goldetal. [11] demonstratedthatvirtualizationof asin-
gle hardware platform enabledthe executionof multiple
virtual systems,eachrunningat a singlesecuritylevel, so
that thosevirtual systemswerestronglyisolatedfrom each
other. The prevalentapproachto creatingmultiple virtual
machineson a single real hardware platform is to usea
VMM. [12].

Basedon VMs, a singlesystemcanimplementa multi-
level securesystemby dividing it into multiple single-level
virtual systems,guaranteeingsecureseparation. Separa-
tion KernelsareVMMs thatcompletelyisolatevirtual ma-
chines. Rushby[27] proved that completeisolation and
separationof VMs is possible. Basedon Rushby's work,
Kelem et al. [21] derived a formal model for Separation
VMMs. One exampleof a more recentseparationkernel
designbasedon virtualizationis NetTop [25]. NetTop im-
plementsvirtual systemsthat are isolatedfrom eachother
on a singlehardwareplatform to allow processingof data
belongingto multiplesensitivity levelsona singlesystem.

Recognizingthat strictly separatedVMs do not map
well into cooperatingdistributed applications,some re-
searchhas examinedkernelsthat enabledsecuresharing
betweenVMs. However, thesesecure-sharingVMM ap-
proaches[19, 11] tend to suffer from high performance
overheadas well as large trustedcomputingbasesdue to
necessaryI/O emulationinsidethehypervisorlayer. Karger
etal. [20] reportfor theKVM approacha50-90%overhead
(limited performancetuning)ascomparedto VM/370 plus
theeffort of rewriting 50% of the VMM code;andfor the
VaxVMM approacha 10-70%overhead(no performance
tuning, including virtualization overhead)as comparedto
the native VMS operatingsystemplus writing the entire
VMM code(no retro�t).

Our sHypehypervisorsecurityarchitectureis motivated
by theseprior secureVMM systemsto adequatelyaddress
performanceoverheadissuesandto strive for minimal de-
sign/ codemodi�cationsin modernhypervisorsthataretar-
getedfor the medium-assurancecommercialenvironment.
Experiencewith initial sHypeprototypesin multiplehyper-
visorsis verypromisingin this regard,but will requirevet-
ting againstenterpriseworkloadsusingstandardizedbench-
marksastheseinitiativesandour architecturemature.

Today, a numberof virtualization technologiesare de-
ployed successfullyin the commercialdomain, such as
PHYP [13] and VMWare [34]. There are also several
promisingresearchVMMs, suchasTerra[10], Xen[3], and
theIBM ResearchHypervisor[14]. All of theseoffer a ba-
sis for broadapplicationof sHype,while nonewerebuilt
for thehighestlevelsof assurance,nordoany usetheKVM
or VaxVMM approaches.

Micro-kernel systemarchitecturesalso struggledwith
theproblemof determininghow to controlaccessto system
resources.Somesystemsfocuson minimality, forgoingall
but themostbasicsecurity. Othersconcentratesystem-wide
securityfeaturesin the kernel. Notableexamplesinclude
EROS[31], L4 [22], andExokernel[9].

In summary, thesHypeapproach–targetingthecommer-
cial hypervisorspace–is supplementaryto existing secure
operatingsystemapproachesandorthogonalto existingse-
curehypervisorapproaches.

7 Conclusion

We presenteda securehypervisorarchitecture,sHype,
that we have successfullyimplementedin the Xen open-
sourcehypervisor. It canbedownloadedaspartof theXen
distribution [35]. We showedhow accesscontrol in thehy-
pervisorcan be implementedin a way that hasvery low
impactonVM performanceandis non-intrusiveto existing
VMM code.

Thehypervisorlayeris becominga standardcomponent
in systemsoftware. With its coarse-grainedresourceman-
agement,protectionagainstworkloads,andrelatively small
footprint, a hypervisorproved the ideal vehiclefor imple-
mentinga �e xible securityframework thatsupportsa range
of securitypolicies.

Currently, we areextendingour securityarchitectureto
covermultiplehardwareplatforms– involvingpolicy agree-
mentsandtheprotectionof information�o wsthatleavethe
control of the local hypervisor. We needto establishtrust
into the semanticsandenforcementof the securitypolicy
governingtheremotehypervisorsystembeforeallowing in-
formation�o w to andfrom sucha system.To this end,we
areexperimentingwith establishingthis trustbasedon the
TrustedComputingGroup's TrustedPlatformModule [1]
andtherelatedIntegrity MeasurementArchitecture[28].

While Xen separatesdevice drivers and management
functionsfrom Dom0into theirown domains,weareexper-
imentingwith MAC domainsfor sharinglimited physical
resources,e.g.,in themid-rangeserver anddesktopspace.
Futurework includesthe accurateaccountingof resource
use, and generatingaudit trails appropriatefor medium-
assuranceCommonCriteriaevaluationtargets.
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