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Abstract

We presentthe sHypehypervisorsecurityarchitectue and

examinein detail its mandatoryaccesscontrol facilities.

While existing hypervisor security approaches aiming at

high assuancehave beenproven usefulfor high-security
ervironmentghat prioritize securityover performanceand

code reuse our appmad aims at commecial security
wheee nearzeo performanceoverhead,non-intrusiveim-

plementationand usability are of paramountimportance
sHypeenforcesstrongisolation at the granularity of a vir-

tual madine thusproviding a robustfoundationon which

highersoftwae layers canenact ner-grainedcontmols. We

providetherationalebehindthe sHypedesignanddescribe
and evaluateour implementatiorfor the Xenopen-souce
hypervisor

1 Intr oduction

As workstation-andsener-classcomputersystemsave
increasedn processingpower anddecreaseth cost,it has
becomefeasibleto aggreyatethe functionality of multiple
standalonesystemsonto a single hardware platform. For
example,a businesghat hasbeenprocessingustomeror-
dersusingthreecomputersystems—aveb sener front-end,
a databasesener back-end,and an applicationsener in
the middle—canincreasehardware utilization and reduce
its hardware costs,con guration compleity, management
compleity, physical space,and enegy consumptionby
runningall threeworkloadson a singlesystem.

Virtualization technologyis quickly gaining popularity
asa way to achiese thesebene ts. With this technology
a softwarelayer calleda virtual machinemonitor (VMM),
or hypervisor createsmultiple virtual machinesout of
onephysicalmachine and multiplexesmultiple virtual re-
sourcesonto a single physicalresource. Virtualization is
facilitatedby recentdevelopmentin termsof broadavail-
ability of fully virtualizableCPUs[2, 15]. Theseadvances

malke possibleef cient aggregationof multiple virtual ma-
chineson a singlephysicalmachine with eachvirtual ma-
chine(VM) runningits own operatingsystem(OS).

Although co-locating multiple operatingsystemsand
theirworkloadson the samehardwareplatformoffersgreat
bene ts, it also raisesthe specterof undesirablenterac-
tionsbetweernthoseentities.Mutually distrustedpartiesre-
quirethatthedataandexecutionervironmentof oneparty's
applicationsare securelyisolatedfrom thoseof a second
party's applications. As a result, virtualization environ-
mentsby default do not give VMs directaccesdo physical
resourceslnstead physicalresourcege.g.,memory CPU)
arevirtualizedby the hypervisodayerandcanbe accessed
by a VM only throughtheir virtualized counterpartge.g.,
virtual memory virtual CPU). The hypervisoris strongly
protectedagainstsoftware runningin VMs, and enforces
isolationof VMs andresources.

However, total isolationis not desirablebecausdoday's
increasinglyinterconnectearganizationsequire commu-
nication betweenapplication workloads. Consequently
thereis aneedfor secureresourcesharingby enforcingac-
cesscontrolbetweerrelatedgroupsof virtual machines.

Themainfocusof this paperis onthe controlledsharing
of resourcesln currenthypervisorsystemssuchsharingis
not controlledby any formal policy. This lack of formality
malesit dif cult to reasonaboutthe effectivenesf iso-
lation betweenVMs. Furthermorecurrentapproacheslo
not scalewell to large collectionsof systemshecausehey
rely on humanoversightof complex con gurationsto en-
surethatsecuritypoliciesarebeingenforced.They alsodo
not supportworkloadbalancingthroughVM migrationbe-
tweenmachinesvell becausé¢hepolicy representationare
machine-dependent.

This paperexploresthe designand implementationof
sHype, a security architecturefor virtualization ernviron-
mentsthat controlsthe sharingof resourcesamongVMs
accordingto formal securitypolicies. sHypegoalsinclude
(i) nearzerooverheacdbn the performance-criticabath, (ii)



non-intrusveneswith regardto existing VMM code, (iii)
scalability of systemmanagemento mary machinesvia
simple policies, and (iv) supportfor VM migration via
machine-independepblicies.

Thesegoalsarederived from the requirement®f com-
mercial ervironments. Hypervisor security approaches
aimedathighassuranchave provenusefulin environments
that give securitythe highestpriority. Theseapproaches
control both explicit andimplicit communicatiorchannels
betweenVMs. We believe that controlling explicit data
0 ws and minimizing, but not entirely eliminating, covert
channelsvia careful resourcemanagemenis sufcient in
commerciakrvironments.

We implementedhe sHypearchitecturan the Xen hy-
pervisor[3], whereit controlsall inte-rVM communication
accordingto formal security policies. The architectureis
designedo achieve mediumassurancéCommoncCriteria
EAL4 [8]) for hypervisorimplementationsOur modi ca-
tions to the Xen hypervisorare small, addingabout2000
linesof code. Our hypervisorsecurityenhancementscur
lessthan1% overheadn the performance-criticgbathand
the Xen paravirtualizationoverheads betweer0%-9%]3].
While this paperdescribesan sHype implementationtai-
lored to the Xen hypervisor the sHypearchitectures not
speci ¢ to ary one hypervisor It was originally imple-
mentedin the rHype researchhypervisor[14] andis also
beingimplementedn the PHYP[13] commerciahypervi-
sor.

Section2 introduceghe Xen hypervisorervironmentin
which we have implementedbur genericsecurityarchitec-
ture. Mutually suspiciousvorkloadtypessene asanexam-
ple to illustraterequirement@andthe useof our hypervisor
securityarchitecture.We describethe designof the sHype
hypervisorsecurityarchitecturein Section3, andits Xen
implementationn Sectiond. Section5 evaluatesour archi-
tectureandimplementationandSection6 discusseselated
work.

2 Background
2.1 The Xen Hyp ervisor

We usethe Xen [3] open-sourcéypervisorasanexam-
ple of avirtual machinemonitorthroughouthis paper Fig-
ure 1 illustratesa basic Xen con guration. The hypervi-
sorconsistof a smallsoftwarelayeron top of the physical
hardware. It implementsvirtual resourcege.g.,vMemory,
vCPU, eventchannelsandsharedmemory)andit controls
accesdo I/O devices.

Virtual machines,also known as domainsin Xen, are
built on top of the Xen hypervisor A specialVM, called
Dom0 (domainzero)is createdrst. It senesto manage
otherVMs (createdestry, migrate,save, restore)andcon-
trolsthe assignmenof /0 devicesto VMs.

VMs startecby DomOarecalledDomUs(userdomains).
They canrun ary para-virtualized[3] operatingsystem,
e.g., Linux. GuestOSsrunning on Xen are minimally
changed,for example by replacing privileged operations
with calls to the hypervisor Such operationscannotbe
calleddirectly by the guestOS becausghey cancompro-
mise the hypervisor In general,calls to the hypervisor
have three characteristicsi(1) they offer accesgo virtual
resourcesy2) they speedup critical path operationssuch
aspagetablemanagementand(3) they emulateprivileged
operationghatarerestrictecto the hypervisorbut might be
necessarn guestoperatingsystemsaswell.

Dom0

DomuU DomuU DomuU
VM
Management .
& Guest Guest Guest
l[e} os 0os os

Management

| Xen Hypervisor (vMem, vCPU, EventChannels, SharedMemory) |

| System Hardware (Real Machine = CPU, MEM, Devices) |

Figure 1. Xen hypervisor architecture

Xen offers just two sharedvirtual resourceson top of
which all interVM communicatiorand cooperatioris im-
plemented:

EventchannelsAn event-channehypervisorcall enables
aVM to setupapoint-to-pointsynchronizatiorthanneto
anothe®VM.

Sharedmemory: A grant-tablehypervisorcall enablesa

VM to allow anothe?VM accesgo virtual memorypages
it owns. Eventchannelsareusedto synchronizeaccesso

suchsharedmemory

Sharedvirtual resourcessuchasvirtual network adapters
andvirtual blockdevices,areimplementecsdevicedrivers
inside the GuestOS. Non-sharedsirtual resourcesnclude
virtual memoryandvirtual CPU.

Physicalresourcediffer from virtualized resourcesn
a coupleof key ways: (1) Input/OutputMemory Manage-
mentUnits (I0-MMUs) areneededo restrictDirect Mem-
ory Access(DMA) to andfrom a VMM' s memoryspace.
(2) Performancas bestif the devicesare co-locatedwith
the codeusingthemin thesameVM, andconsequentlyhe
optimalcaseis a physicalresourceper VM, which maynot
be practicallyfeasible. (3) Driver codeis too complex for
inclusionin thehypervisorsoadeviceto besharedy mul-
tiple VMs needgo be managedy a device domain,which
thenmalkesthis device availablethroughinteVM sharing



to otherVMs. In Xen, a SCSldisk or Ethernetdevice, for
example canbeownedby adevice domainandaccessety
otherVMs throughvirtual disk or Ethernetdrivers,which
communicatewith the device domainusingeventchannels
andsharednemoryprovidedby the hypervisor

2.2 Coalitions of VMs

In the near future, we believe that VM systemswill
evolve from a setof isolatedVMs into setsof VM coali-
tions. Dueto hardwareimprovementenablingreliableiso-
lation, we believe that somecontrolnow donein operating
systemwwill bedelegatedo hypervisorsWe aimfor hyper
visorsto provide isolation betweencoalitionsand provide
limited sharingwithin coalitionsasde ned by aMandatory
AccessControl (MAC) policy.

Considera customerorder system. The web services
anddatabaseinfrastructurahatprocessesrdersmusthave
high integrity in orderto protectthe integrity of the busi-
ness.However, browsingandcollectingpossiblatemsto be
purchasedheednot be ashigh integrity. At the sametime,
anOEM's softwareadvertisinga productthatthe compaly
distributesmay be run asanothermworkloadthat shouldbe
isolatedfrom the orderworkloads(web service,database,
browsing).

In the customerorderexample,we megethe VMs per
forming customerordersinto the Order coalition and pro-
tect them from the other VMs on the system. The Order
VMs maycommunicatesharesomememory network, and
disk resources.Thus, they are asa coalition con ned by
the hypervisor Within the Order coalition, the hypervisor
controlssharingusinga MAC policy thatpermitsinterVM
communicationsharingof network resourceanddisk re-
sourcesand sharingof memory All this sharingmustbe
veri ed to protectsecurityof the order system. However,
the MAC policy alsoenableghe hypervisoranddevice do-
mainsto protectthe orderdatabasdérom beingsharedwith
otherVMs outsidethe Order coalition.

2.3 Problem Statemen t

The problemwe addressn this paperis the designof
a VMM refeence monitor that enforcescomprehensie,
mandatoryaccesgontrol policieson inter-VM operations.
A referencemonitoris designedo ensuremediationof all
security-sensitie operationswhich enablesa policy to au-
thorizeall suchoperationg16]. A MAC policy is de ned
by systemadministratorgo ensurehatsystem(i.e., VMM)
securitygoalsare achieved regardlessof systemuser(i.e.,
VM) actions. This contrastswith a discretionaryaccess
control (DAC) policy which enablesusers(and their pro-
grams)to grantrightsto the objectsthatthey own.

We applythereferencamonitorto controlall references
to sharedvirtual resourcedy VMs. This allows coalitions

of workloadsto communicateor shareresourcewithin a
coalition,while isolatingworkloadsof differentcoalitions.

Figure2 shavs anexampleof VM coalitions.Domain0
hasstarteds userdomains(VMs), which aredistinguished
insidethe hypervisorby theirdomainIiD (VM-id in Fig. 2).
Domains2 and3 arerunningorder workloads.Domain6 is
runningan advertisingworkload,anddomain8 is running
anunrelatedyenericcomputingworkload. Finally, domain
1 runsthevirtual block device driverthatofferstwo isolated
virtual disks,vDisk Order andvDisk Ads to the Order and
Advertisingcoalitions. In this example,we wantto enable
ef cient communicatiorandsharingamongVMs of the Or-
der coalitionbut containcommunicatiorof VMs insidethis
coalition. For example,no VM runningan Order workload
is allowed to communicateor shareinformationwith ary
VM runningComputingor Advertisingworkloadsandvice
versa.
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Figure 2. VM coalitions and payloads in Xen

While the hypervisorcontrolsthe ability of the VMs to
connecto the device domain,the device domainis trusted
to keepdataof differentvirtual disks securelyisolatedin-
sideits VM andon thereal disk. This is a reasonablee-
guiremensincedevice domainsarenotapplication-speci ¢
andcanrun minimizedrun-timeervironments.Device do-
mainsthusform partof the TrustedComputingBase(TCB).

3 sHypeDesign

Figure 3 illustratesthe overall sHypesecurityarchitec-
tureandits integrationinto the Xen VMM system.sHypeis
designedo supporta setof securityfunctions: secureser
vices, resourcemonitoring, accesscontrol betweenVMs,
isolationof virtual resourcesand TPM-basedattestation.

sHype supports interaction with secure services in
custom-designedminimized, and carefully engineered
VMs. An exampleis the policy managemen¥M, which
we useto establistandmanagehe securitypoliciesfor the
Xen hypervisor Resourceaccountingprovides control of
resourceusage. This enablesenforcemenbdf servicelevel
agreementaindaddressesenial of serviceattackson hy-
pervisoror VM resources.The mandatoryaccessontrol
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Figure 3. sHype architecture

enforcesa formal security policy on information o w be-
tweenVMs.

sHype leveragesexisting isolation betweenvirtual re-
sourcesand extendsit with MAC features. TPM-based
attestation [28] provides the ability to generateand re-
port runtimeintegrity measurementsn the hypervisorand
VMs. This enablesremotesystemsto infer the integrity
propertief therunningsystem.

The restof this paperfocuseson the sHypemandatory
accesscontrol architecture,consistingof: (1) the policy
manaer maintainingthe security policy; (2) the access
control module(ACM) delivering authorizationdecisions
accordingto the policy; and(3) andmediationhookscon-
trolling acces®f VMs to sharedvirtual resourcedasedn
decisiongeturnedby the ACM.

3.1 Design Decisions

Threemajordecisionsshapethe designof sHype:

(1) By building onexistingisolationpropertiesof virtual
resouces sHypeinheritsthemediumassurancef existing
hypervisorisolationwhile requiringminimal codechanges
in thevirtualizationlayer (hypervisor).

(2) By usingbind-timeauthorizationandcontrollingac-
cessto spontaneouslgharedresourceonly on rst-time
accessanduponpolicy changessHypeincursverylow per
formanceoverheadn thecritical path.

(3) By enforcingformal securitypolicies sHypeenables
reasoningaboutthe effectivenessof speci ¢ policies, pro-
videsthe basisfor effective defenseagainstdenial of ser
vice attackg(throughresourcepolicy enforcement)anden-
ables Service Level Agreement-stylesecurity guarantees
(throughTPM-basedttestatiorof systemproperties).

3.2 Access Control Arc hitecture

The key componenbf the accessontrol architecturds
the referencemonitor, which in sHypeisolatesvirtual ma-
chinesby default and allows sharingof resourcesamong

virtual machinesonly when allowed by a mandatoryac-

cesscontrol (MAC) policy. To supportvarious business
requirementssHypesupportsvariouskinds of MAC poli-

cies: Biba [5], Bell-LaPadula[4], Caernaren [30], Type
Enforcemeni6], aswell asChineséwall [7] policies.

The classical de nition of a referencemonitor [16]
statesthatit possessethreeproperties:(1) it mediatesall
security-critical operations;(2) it can protectitself from
modi cation; and(3) it is assimple aspossibleto enable
validation of its correctimplementation.We examinethe
rst requiremenin more detail. The secondandthird re-
guirementare coveredby generichypervisorproperties:it
is protectedagainsthe VMs andconsistof athin software
layer.

Mediating security-critical operations. A security-
critical operationis onethatrequiresMA C policy authoriza-
tion. If suchanoperations notauthorizedagainsthe MAC
policy, thesystemsecurityguaranteesanbecircumvented.
For example,if themappingof memoryamongVMs is not
authorizedthena VM in onecoalition canleakits datato
otherVMs.

We identify security-criticaloperationsin termsof re-
sourceswhoseuse must be controlledin orderto imple-
mentMAC policies. We alsoidentify the location of the
mediationpointsfor theseresources.The combinationof
resourceso be controlledandtheir mediationpointsforms
the referencemonitor interface. We discussonly virtual
resourcesbecauseeal resourcesanonly be usedexclu-
sively by oneVM or sharedn theform of virtual resources.
Thefollowing resourcesnustbecontrolledin atypical Xen
VMM ervironment:

Sharingof virtual resourcedbetweenvVMs controlledby
the Xen hypervisor(e.g.,eventchannelssharednemory
anddomainoperations).

Sharingof localvirtual resourcebetweenocal VMs con-
trolled by MAC domains(e.g. local vLANs andvirtual
disks).

Sharingof distributedvirtual resourcedetweenvVMs in
multiple hypervisorsystemsontrolledby MA C-bridging
domains(e.g.,vLANs spanningmultiple hypervisorsys-
tems).

The hypervisorreferencemonitor enforcesaccesscontrol
and isolation on virtual resourcedn the Xen hypervisor
While sHypeenforcesmandatoryaccesscontrol on MAC
domaingegardingtheir participationin multiple coalitions,
it relies on MAC domainsto isolate the different virtual
resourcedrom eachotherand allow accesgo virtual re-
sourcesonly to domainsthat belongto the samecoalition
asthevirtual resource A goodexampleof a MAC domain
is the device domainin Fig. 2, which participatesn both
the Order andthe Advertising coalition. MAC do-
mainsbecomepart of the TrustedComputingBase(TCB)



andshouldthereforebe of minimalsize(e.g.,securemicro-
kerneldesign).SinceMA C domainsaregeneric thecostof
makingthemsecurewill amortizeasthey areusedin mary
applicationernvironments We sketchtheimplementatiorof
MAC domainsn Sectiord.4.

If coalitionsare distributed over multiple systems,we
needMA C-bridging domainsto control their interaction.
Thevirtual resourcahatenablesco-operatioramongVMs
on multiple systemss typically avLAN. Mac-bridgingdo-
mainsbuild bridgesbetweertheir hypervisorsystemsover
untrustederrainto connectvLANs on multiple systemsTo
doso,they rst establishtrustinto requiredsecurityproper
tiesof thepeerMA C Bridgingdomainsandtheirunderlying
virtualizationinfrastructurge.g.,usingTPM-basedattesta-
tion). Afterwards,they build securetunnelsbetweeneach
other andcanfrom now on be consideredisforming a sin-
gle (distributed) MAC domainspanningmultiple systems.
Requirementsn theresultingdistributedMAC domainare
akin the requirementslescribedabove for local MAC do-
mains. MAC Bridging domainsbecomepart of the TCB,
similarly to MAC domains.

4 Implementation

In this section,we rst de ne simple policies tailored
to the Xen hypervisorenvironmentbasedon the workload
typesandresourceghat mustbe controlled. Thenwe de-
scribethe managemenof the policies and the labeling of
VMs andresources Finally, we introducethe accesson-
trol enforcementn the hypervisor which guardsaccesof
VMs to resourcedasedn the policies.

4.1 Securit y Policies

We implementedwo formal securitypoliciesfor Xen:
(i) a ChineseWall policy, (i) a simple Type Enforcement
(TE) policy. Both policieswork on their own setof types
(CW- or TE-types),which areassignedo VMs asa func-
tion of theworkloadsthey canrun. The CW- and TE-types
de ne the granularityuponwhich VMs andresourcesan
be distinguished.The assignmenbf typesto VMs andre-
sourceds an administratve task (i.e., part of policy man-
agement).

ChineseWall policy: The rst policy enablesadmin-
istratorsto ensurethat certain VMs (and their supported
workloadtypes)cannotrun on the samehypervisorsystem
atthe sametime. Thisis usefulto mitigatecovertchannels
or to meetotherrequirementgegarding certainworkload
types(e.g., workload typesof competitors)that shall not
run onthe samephysicalsystemat the sametime.

TheChinesanall policy de nesasetChinesewall types
(CW-types),andtheseare assignedo a VM accordingto
the workloadsit canrun. It alsode nes con ict setsus-
ing theseCW-typesandensureshatVVMs thatareassigned

CW-typesin thesamecon ict setneverrunatthesameime
onthesamesystem.

Type Enforcementpolicy: The secondpolicy speci es
whichrunningVMs canshareresourceandwhich cannot.
It supportghe coalitionsintroducedn Section2.2by map-
ping coalitionmembershipnto TE types.

The TE policy de nes the setof TE-types(coalitions)
andassignsTE typesto VMs (coalitionmembership) The
TE policy rules enforcethat VMs only sharevirtual re-
sourcesf they have a TE type in common,i.e., they are
memberof atleastonecommoncoalition.

4.2 Policy Managemen t

The policy managementunction is responsiblefor of-
fering meansto createand maintain policy instantiations
for the ChineseWall and Type Enforcementpolicies. To
minimize codecompleity insidethe hypervisorthe policy
managementranslatesan XML-based policy representa-
tion into a binary policy representatiothatis bothsystem-
independenandef cient to useby the hypervisorayer.

Thebinary policy createdy the Policy Managemenin-
cludesthe assignmenbf VMs to CW-typesand TE-types,
aswell asthecon ict setsto be enforcedon the CW-types.
No otherinformationis neededy the hypervisorto enforce
the policies. The accesslassof a VM assHypeseest is
exactly a setof CW-typesand TE-types.Accessclasseof
virtual resourcessuchas virtual disks compriseonly TE-
types,typically asingleTE-type.

Policy managementan either run in a dedicateddo-
main on the managedsystem(the currentXen approach),
or it canrun on a separatespecial-purpossystem,suchas
theHardwareManagemen€onsole(HMC) usedby PHYP
and other commercialvirtualization solutions. The policy
managemernis neededo changeor validatea policy; it is
notnecessaryo runthe systemandenforcetheinstantiated
policies.

4.3 Policy Enforcemen t

Mandatoryaccesgontrolis implementechsa reference
monitor. The mediationof referencef VMs to shared
virtual resourcess implementedby insertingsecurityen-
forcementhooksinto the code path inside the hypervisor
whereVMs sharevirtual resourcesHookscall into the ac-
cesscontrolmodule(ACM) for decisionsandenforcethem
locally atthe hook. Isolationof individual virtual resources
is inheritedfrom Xen sinceit is a generaldesignissuefor
hypervisorgatherthana security-speci crequirement.

4.3.1 ReferenceMonitor

sHypestrictly separatesaccesscontrol enforcementrom
theaccessontrol policy, asin the Flask[33] architecture.
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We describeghecontrolarchitecturen the context of the
hypervisor but it will alsobe usedin the MAC domains.
Figure4 shavsthesHypeaccesgontrolarchitectureaspart
of thecorehypervisoranddepictstherelationshipbetween
its three major designcomponents. Securityenfolcement
hooksare carefully insertedinto the core hypervisorand
cover reference®f VMs to virtual resourcesEnforcement
hooksretrieve accesgontroldecisiondrom theacceson-
trol module(ACM).

The ACM authorizesaccesof VMs to resourcedased
on the policy rulesandthe securitylabelsattachedo VMs
(CW-types, TE-types)andresourceg TE-types). The for-
mal securitypolicy de nestheseaccessulesaswell asthe
structureandinterpretationof securitylabelsfor VMs and
resources. Finally, a hypervisorinterface enablestrusted
policy-managemer¥Ms to managehe ACM securitypol-

icy.

4.3.2 AccessControl Hooks

A security enfoicementhook is a specializedaccessen-
forcementfunctionthat guardsaccesgo a virtual resource
by VMs. It enforcesnformation o w constraintdbetween
VMs accordingto the securitypolicy. Eachsecurityhook
adheredo the following generalpattern: (1) gatheraccess
controlinformation(determinevVM labels,virtual resource
labels,andacces®perationtype); (2) determineaccessle-
cision by calling the ACM; and (3) enforceaccessontrol
decision.Hooksarefunctionallytransparenif theaccesss
allowed,andthey returnanerrorcodeotherwise.

Using securityhooks,sHypeminimizestheinterference
with the core hypervisorwhile enforcingthe securitypol-
icy on accesdo virtual resources.We have placedsecu-
rity enforcementooksat the following placesinside the
hypervisorin orderto enforcethe ChineseWall and Type
Enforcemenpolicies.

Domainmanaemenbpeations: Thishookcallsinto the
ACM reportingthe securityreferenceof the domainorig-
inating the operationandof thedomainthatis beingcre-

ated,destryed,saved,restoredmigrated.etc. Callsfrom
thesehooksare usedby the ACM (1) to assignsecurity
labelsto createddomainsandto free labelsof destryed
domains;(2) to checkChineseWall con ict setsbefore
creating,resuming,or migrating-indomains;and (3) to
adjustthe setof runningCW-typeswhendestrging, sus-
pending.or migrating-outdomains.
Eventchannelopemtions: Event-channehooksmediate
the creationand destructionof event channelsbetween
domains. The ACM usescalls from thesehooksto de-
cidewhetherthetwo domainssettingup aneventchannel
arememberof a commoncoalition. If the ACM returns
a permitteddecision,the event channelsetupcontinues
beyondthe hook. The subsequensendingandreceving
of eventsqgvia the connectecchanneldo not needto be
mediatedbecausehey would yield the sameresult (un-
lessthepolicy changesseebelow). If thehookrecevesa
dery decision the eventchannelsetupis abortedandthe
hypervisorcall returnswith anerror.

Shaed memoryhook: Grant-tablehypervisorcalls allow
one VM to grant accessto someif its memory pages
to anothe®VM. This mechanisn{synchronizediia event
channelsenablesf cient communicatiorbetweervMs
runningon the samehypervisor Sincethe sharedmem-
ory mayin somecasese establishedlynamicallyduring
the communication(e.g.,sendingandreceving network
pacletsor readingandwriting from virtual disks),the se-
curity hookguardingthis operationrmaybeonthe perfor
mancecritical path.

Decisioncaching Sinceneithertheeventchannehorthe
sharedmemoryhook calls induceary statechangein the
ACM, we usecading of accesgontrol decisiongo mini-
mizethe overheadntroducedby the securityhookscalling
into the ACM andthe ACM authorizingaccess.

We cacheaccesscontrol decisionslocally in the data
structuresnvolvedin a grant-tableor event-channebper
ation the rst time an accesscontrol decisionis required
betweentwo VMs. The decisioncacheis not usedfor do-
main operationhooksbecausehe ACM mustbe aware of
thesecallsto updateits securitystate. We are experiment-
ing with multiple cachelayoutsto nd the besttrade-of
betweermemoryrequirementandlookup speed.

Decision caching achieves nearzero overheadon the
critical pathat the costof additionalmanagemerdandcom-
plexity. Whena VM is destrged or migrated,all cache
entriesregardingthis VM mustbecleared.Theoverheadf
clearingthesecachess very low.

Policy Changes. Whenthe policy changeswe mustex-
plicitly revoke a sharedresourcefrom a VM that is no
longerauthorizedo useit. Sincewe useextensve caching,
we must propagateaccessauthorizationchangesnto the



cachesof VMs. Additionally, we de ne a re-evaluation
function for both event-channeblnd grant-tablehooksbe-
causethesehookscheckpermissiononly whenan event-
channelbr a sharednemoryareais setup, andnot whenit

is used.Wheninvokedby the ACM, there-evaluationfunc-

tion (1) re-evaluatesthe original accesscontrol decision,
and (2) revokessharedresourcesn casethe authorization
is nolongergiven.

Revocation of event-channelsfrom inside Xen is
straightforvard. VMs trying to userevoked event-channels
will receve error codeswhich mustbe handledregardless
of accesgontrol. Memory sharedbetweenvVMs will typ-
ically not be directly handedover by the GuestOS to ap-
plicationsbut ratherusedexclusively insidedevice drivers.
Consequentlydevice driversmight run into a memoryac-
cesdaultwhentrying to sendarequestia sharednemory
to which their accessvasrevoked. We arecurrentlywork-
ing on a call-backmechanisminitiated by the hypervisor
sothatrevoked sharedmemorycanbe reportedto affected
VMs and handledtherein an more controlledfashion,al-
lowing for moregracefulfailure.

4.3.3 AccessControl Module (ACM)

The ACM maintainspolicy state,makes policy decisions
basedon the currentpolicy, interactswith the policy man-
agerVM to establishasecuritypolicy, andtriggerscallback
functionsto re-evaluateaccessontrol decisionsn the hy-

pervisorwhenthe policy changes.

The ACM storesall securitypolicy informationlocally
in the hypervisorandsupportgolicy managemerthrough
a privileged hypervisor call interface. This interfaceis
access-controllethy a specializedhook and will only be
accessibldy policy-management-prilegeddomains.

Duringdomainoperationsthe ACM is calledby security
hooksandallocatesandde-allocatesecuritylabelsfor cre-
atedanddestryed domainsaccordingto the policy. These
labelsareusedfor accesgontroldecisionsThevirtual ma-
chine con guration includesreferencedor the ACM that
areusedto determinegthelabelfor anewly createddomain.
In our example,sucha label consistsof a setof TE-types
anda setof CW-types,asdescribedn Sectior4.1.

The ACM maintainsthe policy stateneededo enforce
the Chineséwall policy. For this purposethe ACM main-
tainsa RunningCW Typesarray indexed by the CW-type
andcontaininga referencecountthatdescribeghe number
of running domainsthat have this CW-type. Wheneer a
domainis started,the ACM determineghosecon ict sets
with which this domainsharesa CW-type. Thenit veri es
if any of theotherCW-typesof thesecon ict setsis running.
If ary of theseCW-types'referencecountis non-zerothen
we have a ChineseWall con ict andthe currentdomainis
not permittedto start. Otherwisethe currentdomainis per

mittedto startandthe RunningCW Types referencecounts
areincrementedor thoseCW typesthatareassignedo the
starteddomain. If a domainis destrgyed, the RunningCW
Types referencecountsof this virtual machines CW-types
aredecremented.

Accesscontrol decisiongor the Type Enforcemengpol-
icy are simple. The ACM looks up the Coalition set of
thosedomainsthat are trying to establishan event chan-
nelor sharedmemory If bothdomainsshareacommonTE
type (coalition), thenthe accesss permitted. Otherwiseit
is denied. It canbe implementedasan n-bit AND opera-
tion overthe TE-typevectorsof the domainswheren is the
numberof known TE types(coalitions).

44 MA C domains

MA C domainsenablemultiple coalitionsto sharea real
resourceby creatingisolatedvirtual resourcedasecon the
realresourcdrecallthevdisk devicedomainin Figure?2).
If sufcient hardwareresourcesreavailableandcoalitions
don't needto cooperat®n higherlayers, MAC domainsare
notnecessarpecauséardwarecanbeexclusively assigned
to asinglecoalitionandno VM needdo participatein mul-
tiple coalitions. We sketchbrie y how we ernvision MAC
domaingo work. They mustoffer thefollowing guarantees
in orderto conformto referencanonitorrequirements:

1. Isolateexportedvirtual resourcege.g.,the two virtual
disks for the Order and the Advertisingcoalition) inside
the MAC domainatleastaswell asthe hypervisorisolates
its virtual resources.

2. Controlaccesof VMs to thoseresourcesccordingto
the Type EnforcementPolicy (i.e., only allow VMs that
arememberof the coalitionto which the virtual resource
is assignedo accesgheresource).

Theisolationpropertycanbeachievzedusingmandatoryac-
cesscontrolinsidethe MAC domain,e.g.,usingSELinux.

The accessontrol propertyrequiresa MAC domainto
discover the coalition membership(TE types) of the re-
guestingdomain. For this reason,sHype offers to MAC
domainsahypervisorcall thatreturnsthecoalitionmember
shipinformationof a connectedlomainusingthe protected
policy informationof the ACM. The hypervisorwill return
thosecoalitions(TE types)of which boththe MAC domain
andtherequestingM aremembers.Basedon this infor-
mation,the MAC domainpermitsaccesf the requesting
VM only to virtual resourceshat sharemembershipn the
samecoalition(s).

Multi-coalition VMs, besidesimplementingthe shar
ing of hardwareresourceamongcoalitions,alsoform the
natural environmentin which controlled sharingbetween
coalitionson higherlayersandwith ner granularity can
be implemented(e.g., with le and operationgranularity
basednOS-level MAC policiessuchasSELinuxpolicies).



While sHypeformsisolatedcoalitionsandrestrictssharing
to multi-coalitionVMs, thesevVMs canovercomehisisola-
tion in carefully designedandtrustworthy ervironmentsto
fulll applicationrequirements.

5 Evaluation

5.1 sHyp e-Covered Resources

Figure5 shaws the virtualizedresourcesortedaccord-
ing to wherethey areimplemented.The TCB coverage
columnshavs how well their isolationand mandatoryac-
cesscontrolis coveredby the sHypereferencemonitor. We
distinguishwhetherthe implementingentity is servinga
single  coalition or multiple  coalitionssincethe lat-
terrequiresMAC control.

resource | oo | shared | virtual | virtual | virtual || TCB coverage
implementation channel | memory | disk Ty LAN single / mult
Hypervisor X X . / O
local VM X X X . / O
VMs on multiple
systems X 0 / O
.fully covered by sHype ..partly covered by sHype
@ .iull d by © partl d by

Figure 5. Current resour ce coverage in Xen

If event channels,sharedmemory virtual disks, vir-
tual TTY, or VLANSs are sharedwithin a single coalition,
sHype fully coversthe TCB for sharingbetweencoali-
tions. While the sHypearchitecturas comprehensie and
its policy enforcementoversthe communicatiorbetween
domains,sHyperelieson MAC domainsto correctly iso-
late virtual devicesfrom eachother(seeSection4.4). Such
multi-coalition MAC domainsarenecessaryf real periph-
eralsmustbesharedetweermultiple coalitionsor if differ-
entcoalitionsshallbe ableto co-operataising ltering and
ne-granularaccesgontrolimplementednsideaMAC do-
main.

If virtual resourceqe.g. VLANS) are distributed over
multiple hypervisorsystemsand communicateover a net-
work, sHyperelieson the domainsbridging thosesystems
(MAC bridgingdomains)o securelyisolatethevLAN traf-
¢ from othertraf ¢ ontheconnectinghetwork andto con-
trol acces®f VMs on the connectedsystemdo the vLAN.
In consequencesHypecontrolswhich domainsareableto
connecto MAC-bridgingdomainsbut defersisolationand
MAC guarantee$or vLAN trafc to theseMAC-bridging
domains.

5.2 Code Impact

The sHype accesscontrol architecturefor Xen com-
prises2600lines of code.We insertedthreeMAC security
hooksinto Xen hypervisor les to control domainopera-
tions, eventchannelsetup,andsharednemorysetup. Two
out of three hooks are off the performancecritical path.
Onehook (sharednmemorysetup)canbe on or off the crit-
ical path dependingon how sharedmemoryis usedby a
domain. We implementeda genericinterface (akin to the
Linux SecurityModulesinterfacebut muchsimpler)upon
whichvariouspoliciescanbeimplementedWe haveimple-
mentedthe ChineseWall andthe Type Enforcementpoli-
ciesfor Xen aswell asthe cachingof event-channebnd
grant-tableaccesslecisions MaintainingsHypewithin the
evolving Xen hypervisorcodebasehasproveneasy

5.3 Performance

By performingauthorizationonly at bind time and by
cachingthosedecisions sHypeaimsto introduceminimal
overheadon the performance-criticapath. Policy changes
happerrarely andthereforethe relatedoverheads not on
thecritical path. Similarly, sinceChineséNall hooksarein-
vokedonly duringdomainoperationge.g,create) they are
alsonotonthecritical path. We ranexperimentso measure
the overheadof Type Enforcementooksthatare invoked
when VMs communicatethrough the Xen event channel
andgranttablemechanisms.

In our experiments,we ran the managementiomain
(Dom0) and one userdomain (DomU), both with Fedora
Core4 Linux installations,on a currentuniprocessodesk-
top system. We assigneccommonType Enforcementand
ChineseWall typesto Dom0 and DomU. We assigned
DomU a physicaldisk partition (hda7) that is managed
by Dom0 and mountedby DomU throughthe Xen virtual
block interface. The experimentmade10 transfersof 108
disk blocks from DomO through the virtual block inter
faceto DomU (dd if=/dev/hda7 of=/dev/null
count=10000000 ). Shared-memorgranttableswere
dynamicallysetup betweerDom0andDomU whentrans-
ferring the disk blocks. Whenwe activatedthe Type En-
forcementpolicy, the 10 transfersinvoked the grant-table
hookapproximatelyl2 10° times,andtook betweernl 196
and1198secondgo complete.

Using this time-to-completionmetric, we did not ob-
seneary overhead Theperformancevasidenticalfor con-

gurations thatdid not invoke arny hooks(null policy) and
for con gurationsthatdid invoke hooks(TE policy).

6 RelatedWork

While therehave beeninstancef highly secureoper
ating systemshat have beensuccessfullycommercialized



—e.g.,GEMSO0S[32, 29|, KSOS[24], or Multics [4, 18—

theirwidespreadisehasnot comeabout. The hugedesign,
development,andevaluationcostprovedjusti ed only for

specializedapplicationdomainswith very high securityre-
guirements.Accesscontrolwith processand le granular
ity in general-purpos@Ss,while possiblejs very complex

asillustratedby SELinux[26] policies.Expressinganden-
forcingasimpleTCB modelin general-purpos@Ssis very
dif cult dueto interdependencidsetweernprocesseq17].

VMMs can supplemenOS securityand provide con ne-

mentin caseOS securitycontrolsfail [23].

Goldetal. [11] demonstratethatvirtualizationof asin-
gle hardware platform enabledthe execution of multiple
virtual systemsgachrunning at a single securitylevel, so
thatthosevirtual systemswverestronglyisolatedfrom each
other The prevalentapproachto creatingmultiple virtual
machineson a single real hardware platform is to usea
VMM. [12].

Basedon VMs, a singlesystemcanimplementa multi-
level securesystemby dividing it into multiple single-level
virtual systems,guaranteeingsecureseparation. Separa-
tion KernelsareVMMs thatcompletelyisolatevirtual ma-
chines. Rushby[27] proved that completeisolation and
separatiorof VMs is possible. Basedon Rushbys work,
Kelemet al. [21] derived a formal model for Separation
VMMs. Oneexampleof a more recentseparatiorkernel
designbasedon virtualizationis NetTop [25]. NetTopim-
plementsvirtual systemghat areisolatedfrom eachother
on a single hardware platform to allow processingf data
belongingto multiple sensitvity levelsonasinglesystem.

Recognizingthat strictly separatedVMs do not map
well into cooperatingdistributed applications, some re-
searchhas examinedkernelsthat enabledsecuresharing
betweenVMs. However, thesesecure-shariny MM ap-
proacheg19, 11] tend to suffer from high performance
overheadaswell aslarge trustedcomputingbasesdueto
necessar{/O emulationinsidethe hypervisorayer. Karger
etal. [20] reportfor theKVM approacta 50-90%overhead
(limited performancduning) ascomparedo VM/370 plus
the effort of rewriting 50% of the VMM code;andfor the
VaxVMM approacha 10-70% overhead(no performance
tuning, including virtualization overhead)as comparedto
the natve VMS operatingsystemplus writing the entire
VMM code(noretro t).

Our sHypehypervisorsecurityarchitecturds motivated
by theseprior secureVMM systemdo adequateladdress
performanceoverheadssuesandto strive for minimal de-
sign/ codemodi cationsin modernhypervisorghataretar
getedfor the medium-assuranceommercialervironment.
Experiencewith initial sHypeprototypesn multiple hyper
visorsis very promisingin this regard,but will requirevet-
ting againsenterprisavorkloadsusingstandardizethench-
marksastheseinitiativesandour architecturemature.

Today a numberof virtualization technologiesare de-
ployed successfullyin the commercialdomain, such as
PHYP [13] and VMWare [34]. There are also several
promisingresearchVMMs, suchasTerra[10], Xen[3], and
thelBM Researchypervisor[14]. All of theseoffer a ba-
sis for broadapplicationof sHype,while nonewere built
for thehighestlevelsof assurancejordoary usetheKVM
or VaxVMM approaches.

Micro-kernel systemarchitecturesalso struggledwith
theproblemof determininghow to controlaccesso system
resourcesSomesystemdocuson minimality, forgoingall
but themostbasicsecurity Othersconcentratsystem-wide
securityfeaturesin the kernel. Notable examplesinclude
EROSJ31], L4 [22], andExokernel[9].

In summarythesHypeapproach-targetingthecommer
cial hypervisorspace-is supplementaryo existing secure
operatingsystemapproacheandorthogonato existing se-
curehypervisorapproaches.

7 Conclusion

We presenteda securehypervisorarchitecture sHype,
that we have successfullyimplementedn the Xen open-
sourcehypervisor It canbedownloadedaspartof the Xen
distribution [35]. We shaved how accessontrolin the hy-
pervisorcan be implementedin a way that hasvery low
impacton VM performancendis non-intrusve to existing
VMM code.

The hypervisorayeris becominga standarccomponent
in systemsoftware. With its coarse-grainedesourceman-
agementprotectionagainstworkloads.andrelatively small
footprint, a hypervisorproved the ideal vehicle for imple-
mentinga e xible securityframework thatsupportsarange
of securitypolicies.

Currently we areextendingour securityarchitectureto
covermultiple hardwareplatforms—involving policy agree-
mentsandthe protectionof information o wsthatleave the
control of the local hypervisor We needto establishtrust
into the semanticaand enforcemenbf the securitypolicy
governingtheremotehypervisorsystenbeforeallowing in-
formation o w to andfrom sucha system.To this end,we
areexperimentingwith establishinghis trustbasedon the
TrustedComputingGroup's TrustedPlatform Module [1]
andtherelatedintegrity Measuremenfrchitecture[28].

While Xen separatesievice drivers and management
functionsfrom DomQinto theirown domainswe areexper
imentingwith MAC domainsfor sharinglimited physical
resourcese.g.,in the mid-rangesener anddesktopspace.
Futurework includesthe accurateaccountingof resource
use, and generatingaudit trails appropriatefor medium-
assuranc€ommonCriteriaevaluationtargets.



References

(1]
(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

TCG TPM Specication Version 1.2.
www.trustedcomputinggroup gr
Advanced Micro Devices. AMDG64 Virtualization
Codenamed "Pacica” Technology Secure Virtual
Machine Architecture Reference Manual, Rev 3.01,
May 2005. http://www.amd.com/us-en/assetston-
tenttype/white papersandtech.docs/33047.pdf.

P. Barham, B. Dragwic, K. Fraser S. Hand, T. Harris,
A. Ho, R. Neugebauer. Pratt,andA. War eld. Xen and
the art of virtualization. In Proceedingsf the 19th ACM
Symposiunon Openting System®rinciples October2003.
D. E. Bell andL. J. LaPadula. Securecomputersystems:
Uni ed expositionandmulticsinterpretation.Technicalre-
port, MITRE MTR-2997,March 1976.

K. J. Biba. Integrity Considerationgor SecureComputer
Systems.TechnicalReportMTR-3153, Mitre Corporation,
Mitre Corp,BedfordMA, Junel975.

W. E. BoebertandR.Y. Kain. A practicalalternatve to hier
archicalintegrity policies. 8th National ComputerSecurity
Confeence 1985.

D. F. C. BrewerandM. J.Nash.The ChineseWall Security
Policy. Proc. IEEE Symposiunon Securityand Privacy,
page206—-214May 1989.

Common Criteria. Common Criteria for In-
formation Technology Security Evaluation.
http://www.commoncriteriaportal.gr

D. Engler M. KaashoekandJ. J. O'Toole. Exokernel: An
operatingsystemarchitecturegor application-leel resource
managementProceeding®fthe15'h Symposiunon Oper
ating SystenPrinciples 1995.

T. Garnkel, B. Pfaff, J. Chov, M. Rosenblum, and
D. Boneh. Terra: A Virtual Machine-BasedPlatform for
TrustedComputing. In Proc. 9th ACM Symposiunon Op-
erating System#&'rinciples pagesl93—-2062003.

B.D. Gold,R.R. Linde,andP. F. Cudng. KVM/370 in Ret-
rospect.In Proc. IEEE Symposiunon Securityand Privacy,
1984.

R. P. Goldbeg. Surwy of Virtual MachineResearchlEEE
ComputeMagazing 7(6):34-451974.

http://

IBM. PHYP: Cornverged POWER Hypervisor
Firmware for pSeries and iSeries. http://www-
1.ibm.com/serers/enable/site/peducation/ abstracts/

abs2bb2.html.

IBM Research. The Research Hypervisor — A
Multi-Platform, Multi-Purpose Research Hypervisor
http://www.research.ibm.conffypervisor

Intel. Intel Virtualization Technology Speci ca-
tion for the IA-32 Intel Architecture, April 2005.
ftp://[download.intel.com/  technology/ computing/

vptech/C97063-002.pdf.

J.P. Andersoret.al. Computersecuritytechnologyplanning
study TechnicaReportESD-TR-73-51\ol. I+11, Air Force
SystemsCommand|USAF, 1972.

T. Jager, R. Sailer andX. Zhang.Analyzing Integrity Pro-
tectionin the SELinux ExamplePolicy. In 12th USENIX
SecuritySymposiumUSENIX, 2003.

10

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]
[35]

P. A. KargerandR. R. Schell. Thirty YearsLater: Lessons
from the Multics Security Evaluation. In Annual Com-
puter SecurityApplicationsConfeence(ACSAC), Decem-
ber2004.

P. A. Karger, M. E. Zurko, D. W. Bonin, A. H. Mason,and
C. E.Kahn. A VMM SecurityKernelfor the VAX Archi-
tecture.In Proc. IEEE Symposiunon Securityand Privacy,
May 1990.

P. A. Karger, M. E. Zurko, D. W. Bonin, A. H. Mason,
andC. E. Kahn. A Retrospectie onthe VAX VMM Secu-
rity Kernel. In IEEE Transactionon Softwae Engineering
November1991.

N. L. KelemandR. J. Feiertag. A SeparatiorModel for
Virtual MachineMonitors. In Proc. IEEE Symposiunon
Securityand Privacy, 1991.

J. Liedtke. On -kernelconstruction. Proceedingsf the
15'h Symposiunon Opefating SystenPrinciples 1995.
S.E. MadnickandJ. J. Donovan. Applicationandanalysis
of the virtual machineapproachto information systemse-
curity andisolation. Proceeding®f the ACM workshopon
virtual computersystemsl973.

E. J. McCaulgy andP. J. Drongavski. KSOS— Thedesign
of asecureoperatingsystem.n Proc.In AFIPSConfeence
pages345-353,1979.

R.Meushav andD. Simard.NetTop- CommercialTechnol-
ogyin High Assurancé\pplications.Tech TrendNotes Fall
2000.

National Security Ageng. Security-Enhanced.inux
(SELinux). http://mwww.nsa.ge/selinux.

J. Rushby Proofof Separability—Averi cation technique
for a classof securitykernels. In Proc. 5th International
Symposiunon Programming volume 137 of Lectue Notes
in ComputerScience pages352-367,Turin, Italy, 1982.
SpringefVerlag.

R. Sailer X. Zhang,T. Jagyer, andL. van Doorn. Design
andimplementatiorof a TCG-basedntegrity Measurement
Architecture. In ThirteenthUSENIX SecuritySymposium
pages223-238 August2004.

R. R. Schell, T. F. Tao, and M. Heckman. Designingthe
GEMSOS Security Kernel for Security and Performance.
8th National ComputerSecurity Confeence pages108—
119,1985.

H. ScherzerR. Canetti,P. A. Karger, H. Krawczyk, T. Ra-
bin, andD. C. Toll. AuthenticatingMandatoryAccessCon-
trols and PreservingPrivacy for a High-AssuranceéSmart
Card.In (ESORICS)2003.

J.ShapiroJ. Smith,andD. Farber EROS: A fastcapability
system. Proceeding®f the 17'h Symposiunon Opeating
SystenPrinciples 1999.

W. R. Shocklg, T. F. Tao, and M. F. Thompson. An
Overviewn of the GEMSOSClassA1 TechnologyandAppli-
cation Experience.11th National ComputerSecurityCon-
ference page238-2450ctoberl988.

R. SpencerP. Loscocco,S. Smallgy, M. Hibler, D. Ander
son,andJ. Lepreau. The Flask SecurityArchitecture: Sys-
temsupportfor diversesecuritypolicies. In Proceeding®f
TheEighth USENIXSecuritySymposiumAugust1999.
VMware. http://www.vmware.com/.
XenSourcehttp://xenbits.)ensource.comén-unstable.hg.



