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ABSTRACT

Mobile social services enable increasingly popular forisogial
interaction among mobile-device users, such as finding derw
people of interest are nearby. However, today’s servicss im-
portant privacy concerns because they concentrate |locatior-
mation for many users under a single administrative domwie.
present a privacy-preserving framework for these seniicesich
each person maintains her own location history in her own Vir
tual Individual Server (VIS), a personal virtual machineming
in a utility computing infrastructure. We enable locatidragng
among VISs through self-organizing overlay networks, ogego-
cial group with which VIS owners wish to share informatione W
describe an implementation of this framework that explskip
graphs and Z-order space-filling curves to provide efficieemd
scalable operations on distributed location data. Finaydemon-
strate the feasibility of our approach by evaluating ourlementa-
tion using real-world location traces gathered for thigpmse. Our
decentralized approach makes large-scale privacy breauohbeh
less likely than in centralized architectures, and givespjefine
control over what location information they share with whom

1. INTRODUCTION

Programmable consumer devices such as mobile phones laaeelpl
computation within arm’s reach at all times and in all pladds-
bile social servicesake advantage of the nearly constant physical
proximity of devices to their owners to enable a wide rangeey?
social interactions among mobile users, for example findiag
when friends are nearby. Unfortunately, most of today’s ikeob
social services raise important concerns about user privag au-
tonomy. In particular, most services concentrate persdata for
many users under a single administrative domain. Userssenid
odic location updates to a trusted service provider thatrim, co-
ordinates interactions among users based on these logafitiis
centralization simplifies service architectures, but ierently vul-
nerable to large-scale privacy breaches from intentiondlunin-
tentional data disclosures.
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Consider Loopt [17], a commercial service that allows frigno
track each others’ current location. Although the serviaigles
control over which users can track one’s location, endgigai-
vacy is not protected from the central server itself. Ouomwork
on Micro-Blog [9] suffers from similar drawbacks. In exclygnfor
access to “virtual sticky notes” and the ability to issuegyaphically-
scoped queries to live users, participants allow a cenb@idinator
to track their location in real time. For both services, eadra are
required to treat the service provider as an omniscientdigauof
their location data.

Unfortunately, recent lessons from online social netwatésion-
strate that such centralized services are prone to priviaigtions.
Sensitive user data can be inadvertently leaked [25], andbea
abused by internal administrators, as some have accusetideic
employees of doing [20]. Even worse, social services canilea
appropriate information directly to users’ close relasiorfor in-
stance, Facebook’s Beacon program caused an uproar when it b
gan actively reporting users’ online activity such as pasgs and
visited web pages directly to their friends [18]. As sociaiéces
become more entwined with users’ lives and gain accessitalihe
tailed location histories, the threat of privacy violasonill grow.

In this paper we present a decentralized architecture fduilmeo-
cial services that avoids these privacy vulnerabilitiesdér our
scheme, each person maintains her location historpMintaal In-
dividual Server (VIS)a personal virtual-machine instance hosted
by a utility computing infrastructure such as Amazon Ea€tom-
pute Cloud (EC2) [1]. VISs allow individual control of setige
location information along with the associated softwarg arcess-
control policies. Our approach distributes responsipifdr per-
sonal information among many administrative domains, ome d
main per user, and thus makes a large-scale privacy breach mu
less likely than in centralized architectures.

We believe that individuals will adopt virtualized utiligopmputing
for many of the same reasons that enterprises are adoptMiHis
unburden users from having to maintain their own high-atmslity
systems without forcing them to give up control of their dataft-
ware, and policies. In contrast to free mobile social sewi@aid
utility-computing services such as EC2 let users retainevalmp
of the content that users place on these services [2].

We enable location sharing among VISs through self-orgagiz
distributed data structures calleklip graphg3]. Skip graphs are
similar to distributed hash tables (DHTSs) and enjoy the sacaé-



ability advantages, but are more appropriate for managication
information because they support efficient range queries.fi
ther useZ-order space-filling curvef22] to map two-dimensional
geographic coordinates to the one-dimensional name saiges
ported by skip graphs. Location range queries are critcalotre
features of mobile social services such as friend findinguai
sticky notes, and live geo-queries.

VISs thus form overlay networks based on skip graphs, one ov:
lay per social group with which VIS owners wish to share larat
information. A VIS can protect its owner’s privacy in a numioé
ways. One, it can refuse to divulge her location. Two, it éamhd
publicize a fictitious location. Three, it can publish ditfat loca-
tion information to different social groups. For instanitean give
location at one accuracy to one group and at another acctwacy
another group (e.g., 10 square meters vs. 10 square miles@nR
human-factor studies have shown that it is important foppeto
retain such deniability, flexibility, and control regarditheir loca-
tion information [5][13][16].

More generally, we argue that the interests of individuatsile be
well served by using Virtual Individual Servers to store @hare
the growing variety and volume of personal data generateti&n
mobile devices: photos, microblog entries, location hist etc.
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Figure 1: Example Vis-a-Vis network with eight Virtual Indi -
vidual Servers, three groups, and the Meta Group

2. BACKGROUND

The work presented in this paper builds on three enablirtgao-
gies: our Vis-a-Vis architecture for online social netwsrkkip-
graph distributed data structures, and Z-order spacegfiturves.
This section provides an overview of these technologies.

A mobile device and a VIS belonging to the same person can gen-2 1 Vis-a-Vis

erally place a higher degree of trust in each other than aesss
owned by other people and organizations. In addition, VI$s e
hance the capabilities of mobile devices in important wagses
they reside on fixed infrastructure. For example, VISs aghlii
available, strongly connected, and not subject to batiferydlated
concerns. Using VISs as trusted and resource-rich progiasd-
bile devices thus has advantages over serving personafrdata
either centralized services or the devices themselves.

This paper makes the following contributions:

We recently introduced Vis-a-Vis as a decentralized aechiire for
online social networks (OSNs) based on the privacy-présgimno-
tion of a Virtual Individual Server [29]. As mentioned earlia VIS

is a personal virtual machine running within a cloud-conmyt
utility. In Vis-a-Vis, each user manages personal infororasuch
as friend lists, photographs, and messages through his d&n V
In addition, VISs self-organize into groups correspondmgocial
groups with whom VIS owners wish to share information.

More specifically, VISs form overlay networks, one overlar p

o It proposes the use of Virtual Individual Servers as trusted group. Figure 1 shows an example of a Vis-a-Vis network with

and resource-rich proxies for personal mobile devices.

e It presents the design of a privacy-preserving framework fo
mobile social services based on overlay networks of VISs.

e It describes an implementation of this framework, inclggdin
a companion application for mobile phones, that provides ef
ficient and scalable operations on distributed locatioa.dat

o It demonstrates the feasibility of our approach by evahgati

eight VISs and three groups. A single VIS can join multiples-Vi
a-Vis groups, just as a person can belong to multiple sociaigs.
The figure also shows how all VISs join a well-known Meta Group
through which other groups can be advertised.

Vis-a-Vis realizes this structure via two tiers of distried hash ta-
bles. The top tier contains one DHT that embodies the Metaigro

our implementation using location traces gathered for this and the bottom tier contains one DHT for each group. The¢opH

purpose from a population of mobile phone users.

In arecent paper [29], we explored the use of VISs to suppiiri®
social networks that do not have a mobile or location-basetpo-
nent. For example, our earlier system did not support rangeep
on two-dimensional data. It used traditional DHTSs to suppaty
point queries on one-dimensional data. In addition, thakvaid
not involve mobile users, mobile applications, mobile desj or
mobility traces. In contrast, this work focuses on suppgrtino-
bile social services through location range queries.

Experimental results using our prototype implementatiatidate
that our approach to managing location information is aleiaind
desirable alternative to the prevailing mobile social genarchi-
tecture. The latency of common operations on mobile soctalgs
grows slowly with the size of the group. Similarly, the mesand

DHT maps keys consisting of a group descriptor to valuesisbns
ing of a short list of representative VISs for that groupslopenly
accessible to facilitate people finding groups of interBst--group
DHTs have key-value semantics and access control polibegs t
can be arbitrarily defined by the group members.

Vis-a-Vis supports a wide and extensible variety of grolfis. ex-
ample, it supports groups that anyone can join as well aspgrou
with restricted membership. It also supports groups whose e
tence is openly advertised as well as groups whose exisience
known only to their members. The use of DHTs enables efficient
and scalable operations on groups. Our previous work defmed
basic operations: create, join, leave, and query. Growgsdgreat
deal of freedom in how they implement these operations feir th
particular type of group.

bandwidth required by a VIS is manageable and grows with the The generality of Vis-a-Vis in turn enables many popular G&at

size and number of groups to which its owner belongs.

tures, such as searching for groups, browsing groups, gicely
suggesting groups and friends, and third-party plug-idiegions.



@ and as with looking up a NodelD within a DHT, searching for a
Level 3 @ @ membership vector is probabilistically logarithmic in thize of

______________________ the graph.

@ Consider F searching for vectot0 in Figure 2. F first looks in the
Level 2 lowest level, and passes the search to D since it is the fids fo

@ finds in leveh whose vector begins with 0. D then looks for a node
______________________ in level, with a prefix of 01 and finds C. C then uses its direct link

. . . to A in levek, to finish the search.
tevelt To search for a key, a node first examines its neighbors ifigteeist-

______________________ level skip list. If the destination key is greater than basown key

and the key of its right neighbor, then the search processsisqul to
- ° ° ° Q e ° the right neighbor. Similarly, if the key is less than bothdtvn key
oo ’ o - o oo and the key of its left neighbor, then the search processssauh

to the left neighbor. If the destination node’s key failstbobndi-
tions, then the search continues among the node’s neighbtirs
next-lowest skip list. This process continues until a nodt the
same key as the destination key receives the search protéss.
search process reaches lgyéhe node that receives the search pro-
cess does not have the same key as the destination key, dnernei
its left nor right neighbors satisfy the passing conditithen the
search fails. Searching for a key is also probabilistickdbyarith-
mic in the size of the graph.

Figure 2: Example of a skip graph

In this work we extend Vis-a-Vis by adding location-basedugps
to enable mobile social services, as described in Section 3.

At the moment, the main drawback of relying on VISs is theinmo
etary cost. For example, maintaining a modestly provigiovie

tual machine running for a month at Amazon EC2 currentlysost
close to US$75. We recognize that many people may choose to
give up privacy in exchange for free service. However, wé tfeat

it is valuable to explore the benefits and limitations of ralédives
such as Vis-a-Vis, especially as public awareness of priisaties
grows and the price of utility computing drops.

Consider A searching for key101 in Figure 2. A first looks to its
highest level. Since A does not have any qualifying neighladr
levek, it looks at level}, and sends the search process to C because
1101 is greater than both A and C’s key. Since C does not have
a neighbor to its right, it drops the search to leyeind sends the
search process to D. When D receives the search processsépa
the search process to E at leyeWWhen E receives the search pro-
292 Skip Graphs cess, the search terminates, and A is notified of the result.

The second enabling technology that we use to implement our m
bile social services platform &kip graphs Distributed skip graphs
are based on skip lists [27] and provide efficient, fauletaht lookup
and routing in volatile distributed environments. Nodesidis-
tributed skip graph are assigned two identifierm@mbership vec-
tor and akey Membership vectors are generated randomly, and
determine a node’s skip-list membership. A node’s key caase
signed arbitrarily, and is used to impose a partial ordednghe
skip lists.

A node joins a skip graph by searching for the node with the key
that is closest to its own in the graph. This process is simila
single key query, and the node with the closest key termsnitie
search. Itis possible for multiple nodes to have the sameXeyt-

ing at leve}, the joining node inserts itself between the closest node
and the appropriate neighbor, ensuring that the partiarorg is
maintained. The joining node then traverses the list at deedfind

the closest node with the same membership vector forilevas
before, the joining node inserts itself between the closede and
the appropriate neighbor at this level. This process caasruntil

the joining node reaches a level where it does not have aghnei
bors. The closest node at each level also needs to check avheth
adding the joining node to the list causes the list’s statehnge
from a singleton to non-singleton. If this happens, theedbsode
must increase its level until it does not have any neighbditse
insert operation ends when all of the nodes in the skip graph a
singletons at their highest levels.

All nodes are members of the lowest-level list (Ieyeland sub-
sequent lists are composed of nodes with identical memipersh
vector prefixes. As aresult, two nodes will be members of énees
level; list (i > 0) with probability1/2* for randomly assigned vec-
tors. Lists are ordered based on each node’s key. Figurevissho
simple representation of a skip graph with six nodes (A, BDC,
E, and F) as well as their membership vectors and keys.

Nodes in a skip graph can be located using either their meshiper
vector or their key. To search for a node using its membership
vector, a node initially traverses the leydist looking for a node
that has the same first digit in its membership vector as thiediigit
in the membership vector of the destination node. Once thien
is found, upper-level lists are incrementally traversechsihat, at
level; the searching node seeks a node for whichithedigit of
its membership vector is equal to ti& digit of the membership
vector of the destination node. This procedure terminatesnw
either the destination node is found or, if this node doesemist,
the node with the closest membership vector is found. TlaEgxpr
based lookup is very similar to the algorithm used within BHT

To leave a skip graph, a node notifies each of its neighbordl in a
of its lists that it is leaving so that the neighbors can linkwveach
other. If a node’s leaving causes one of its neighbors torheca
singleton at that level, the neighbor decreases its owrl &nee
nodes can only be singletons in their highest level.

The relatively high cost of maintaining the partial orderiwithin
lists whenever a node joins or leaves is the primary drawlmick
distributed skip graphs relative to DHTs. Otherwise, theklp
and routing performance of both data structures are corhfgara
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Figure 3: Z-value representation of a 2-D map

2.3 Z-Order Space-Filling Curves

The final enabling technology utilized by our distributedhatec-

ture is Z-order space-filling curves. Space-filling curvievaa

high-dimensional space to be approximated by a lower-déoeal

representation. These curves are useful for our purposesibe
they allow us to represent a two-dimensional space likéulde-

longitude pairs in a one-dimensional space. Z-curves a@tcp
ularly appealing class of space-filling curve because thegegrve
much of the locality of the higher-dimensional space in thedr-

dimensional space.

In Z-order space, a rectangular region is divided into 4 kéq©0,

01, 10 and 11), and the blocks are ordered in a Z-shaped curve.

Large blocks can be recursively subdivided into four sudzks,
with each sub-block computing its label by appending 00,101,

or 11 to its parent’s. In Figure 3, X has a Z-value of 0001, \Whic
can be derived by appending the label of its finer encompgssin

block (01) to that of its coarser encompassing block (00).

On a Z-curve, subdivision granularity is not fixed, and oneckl
can have very fine-grained subdivisions, while others rammaarsely
divided. Z-values are simply ordered based on the depthefider
of their prefixes. That is, finer-grained subdivisions of ackl are
traversed before moving on to the next block. In Figure 3ckdo
are ordered as 0000, 0001, 0010, 0011, 01, 10, and 11.

3. DESIGN

Mobile social services use a continuous stream of locatifoina-

tion from participants to coordinate social interactionshsas noti-
fying users when people of interest are nearby, delivexiegtion-

bound virtual sticky notes, and forwarding location-sabpeeries
to live mobile users. Unfortunately, all services of whick are
aware suffer from the same drawback of concentrating users’
sitive location information under a single administratd@main.

Our goal is to design a distributed platform for building riieb
social services that provides stronger privacy protestidian the
dominant centralized architecture.

We realize this goal through a self-organizing, peer-termchi-
tecture in which each peer manages a single user’s locatfor i
mation and hosts higher-level services by directly acogdtie lo-

Mobile Devix;eA

Figure 4: Query path from mobile device through its VIS to
other VISs

from multiple domains. In the absence of widespread calusi
partitioning responsibility for location information amg many
domains reduces the likelihood of a large-scale privacadire At
the same time, adding these privacy protections could adieaf-
fect the features provided by mobile social services buithiw our
framework. Forcing mobile social service providers to cliate
user interactions by gathering location information froraltiple
administrative domains adds complexity and can degraderper
mance.

We resolve this tension through three complementary tectesi
1) administrative domains in our peer-to-peer architecare con-
tacted via highly-availabl¥1S proxieswhich manage individuals’
location information and query other participants on bebitheir
owner, 2) proxies expodecation hintsrather than true locations
to social groups to preserve individual control of locatiafor-
mation, and 3) VISs are organized irdestributed skip graphso
enable efficient retrieval of location information acrossmins.

In the rest of this section, we describe each of these teahnigs
well as how popular mobile social services' features camipge-
mented under our framework.

3.1 VIS Proxies

In our architecture, each administrative domain consita set
of mutually trusting VISs and mobile devices. We imaginet tha
the common case will be an individual participant in conttbla
single VIS and mobile phone. Secure communication among VIS
and devices under the same domain is built on shared crygbigr
state that can be distributed out of band in a scalable matugeto
the limited number of nodes within a domain.

VISs are treated gwoxiesby their mobile devices, and mediate all
access from other domains to an individual’s location infation.
Devices are only responsible for uploading their locatiorhteir
proxy as resources allow, and all inter-domain interastioocur

between VISs. The path of a typical search request is shown in

Figure 4. In this example, a request from Domain A originates
a mobile device, is forwarded to its VIS, and leads to diregries
of the VISs for Domains B, C, and D.

Placing the burden of storing and serving location infororabn
VISs rather than mobile devices has two advantages. Risstyes
devices’ energy, storage, and compute resources. Se@mhgs
location information from VISs avoids the complexities afild-
ing a highly-available service from intermittently-comted mo-

cation information managed by other peers. We assume agstron bile devices and desktop PCs.

correspondence between administrative domains and thdilpar-
ticipants, with no centralized aggregation of locatioromfiation

We can apply key-establishment techniques such as LoKéyd23



provide mutual authentication between domains. LoKeyibistes

We must be careful thattlocation does not undermine our privacy

shared keys between a pair of users by taking advantage of twoguarantees. If the semanticsgaftlocation are such that it returns

features that are inherent to mobile social services: 1¢sEto

all trusted and untrusted group members who are currentlyirwi

the closed Short Message Service (SMS) network via users’ mo a particular region, then location information would noden be

bile phones, and 2) a pre-established social connectidnasione
user’s knowledge of the other’s mobile phone number. Kepsea
initially established between two user’s mobile phones GMS,
and then relayed to their proxy VISs.

This approach to establishing secure communication iacive
for two reasons. First, it avoids the Sybil attack [6] by bt

accessible only through authenticated VIS queries. On thero
hand, ifgetlocation returns a list of only trusted group members
within a region, then it will impossible to coordinate irgetions
among strangers.

We resolve this tension by treating the regions definegttigcation
aslocation hints Hints are a well-known technique in systems [14];

identities to mobile phone numbers. Mobile phone numbees ar we use location hints only as an optimization, and providgunr-

expensive to acquire, which severely limits how much of teni
tity space an attacker can control. Second, reducing thielgaro
of establishing cryptographic state out of band to distittgumo-
bile phone numbers takes advantage of existing practicesmgm
friends and colleagues. Within a social network, usersadiyeom-

antee that they reflect the truth. Thus, the semantics @fdttiecation
operation are that it returns a list of group members whdilaeéy
to be within the specified region. These semantics decomnipese
cation queries into two phases: an initial unauthenticategke in
which hints are collected via getlocation call, and a second au-

monly share their phone numbers, and even if a user’s nursber i thenticated phase in which individual VISs are queriedatiye

not present in a phone’s address book, it may be accessibknvi
online social networking website like Facebook or LinkedIn

Users in our prior work on Vis-a-Vis also use pair-wise anthe
cation between peers to regulate the releasesificted informa-
tion such as their friend lists, profile views, and messaginge stat
We would like to treat users’ location information similgrivith
only explicit social relations being allowed to access siskica-
tion. However, we would also like to support location-basedr-
actions between non-friends such as browsing geo-tagge-mi
blogs, sending queries to live mobile users, and notifyisgrsi
when strangers with similar interests are nearby. Thisneduire
making some location informaticsearchableas well restricted.

3.2 Location Hints
In Vis-a-Vis, searchable information is managed througttyped

This split strikes a balance between features and privagr- S
vices can use hints to coordinate best-effort interactlutsveen
strangers, and limit the number of VISs that must be queriegnw
true locations are required. Authenticated follow-up igeto in-
dividual VISs preserve users’ control over their true lamainfor-
mation.

A full discussion of policies for managing location privaamnong
social groups and relations is beyond the scope of this papéer
the setlocation andgetlocation operations are general enough to
support a wide range of policy options. For example, usargoat
different hints to different groups at different granuli@s, depend-
ing on how much they want their hint to reveal about their fimra

to other group members. If a user is interested in meeting ¢én
a particular band, she might periodically post a locationt to the

group abstraction. Typed groups represent users with a shared in-band’s group that closely corresponds to her actual loca@mn the

terest or attribute, and are named by a descriptor. Descsipgan
be expressed as(gype, key) pair such aFULLNAME, JaneDoe),
(EDU, DukeUniversity), or (MUSIC, TheGratefulDead). Services
running within a VIS can create, join, leave, and query gsoup

other hand, if she is uninterested in being located by alwhher
alma mater, she could post a hint to her college’s group spored-
ing to its campus. Groups can also define a default locatioiiso
members. A natural default location for members of a group-co
posed of Seattle residents like the “Seattle, WA’ group actebaok

One way to make users’ location searchable using the Vigsa-v Would be the city limits.

framework is to multicast a location query to a group via therg
operation. Unfortunately, this approach is inappropriatéocation-
based groups because it would deliver queries to all group-me
bers, generating a prohibitively large number of unnecgssa
quests for large groups. Instead, our framework extendmtbe
face for typed groups by introducing two new operations:

e list getlocation(descriptor, begin, end)
e bool setlocation(descriptor, location, uncertainty)

For both operations, descriptor refers to the group’s iflent For
getlocation, begin andend define a rectangular geographic region,
with begin referring to the northwest corner andd to the south-
east corner of the region, respectively. Betlocation, location is

a geographic coordinate, andcertainty a distance. Theetlocation
operation allows a user to associate themselves with a gploigr
region that is withinuncertainty meters of the specified location.

3.3 Distributed Skip Graphs

In Vis-a-Vis, typed groups are implemented as self-orgagizle-
centralized distributed hash tables (DHTs). DHTs are &tala
fault-tolerant, and balance their load equally among alininers.
Unfortunately, while DHTs suppot®?(log n) key lookup and rout-
ing, they offer little support for range queries such as ¢hoseded
to implementsetlocation and getlocation. Thus, we implement
our location-based groups by organizing VISs idistributed skip
graphsrather than DHTs. Distributed skip graphs are similar to
DHTs in many ways, but provide much better range-query perfo
mance.

As we noted in Section 2.2, nodes in a distributed skip graph a
assigned two identifiers: membership vectand akey Member-
ship vectors are generated randomly, and determine a nskip’s
list membership. Searching for a node by its membershipvést

The getlocation operation returns a list of group members whose nearly identical to performing a lookup in a DHT. As a resulg

associated location is a subregion of the query paramedersve

can easily implement the create, join, leave, and querydbgmeup

will describe in Section 3.3, we can use the regions pasged in operations from Vis-a-Vis by swapping in skip graphs for BHT

setlocation to efficiently identify group members within an area of
interest.

and treating a VIS’s membership vector like a DHT NodelD iden
tifier.



While the membership vectors determine the skip lists inctvla
node is placed, a node’s key identifier is used to sort theliskip
Keys induce a partial ordering on all nodes such that for &y s
list, the key of a node’s left neighbor is less than or equébtown,
and the key of a node’s right neighbor is greater than or eguitd
own.

Because keys can change over time and multiple nodes cdp safe
occupy the same key, we would like to use a user’s locationasin
its VIS's skip-graph key. Unfortunately, the skip-grapty lepace

is one-dimensional, and geographic locations such as GBS co
dinates are two-dimensional. To transform two-dimendidoa
cations into one-dimensional values we utilize the Z-osjmace-
filling curves described in Section 2.3. Z-values are ideathcod-
ing location hints within a skip graph since they are oneatisional,
can be partially ordered, and naturally accommodate @iffidoca-
tion granularities. We now describe how to implems#tocation
andgetlocation using skip graphs with Z-value keys.

Consider a user who periodically computes her location \RSG
WiFi, or GSM-cell localization on her mobile phone, and fards
her VIS asetlocation request for each group hint she wants to up-
date. Note that there may be good reasons to factor funditipna
between a device and VIS differently, but without loss of efen
ality, we will assume that VISs receive periodigtlocation calls
from their mobile devices for the discussion below.

Upon receiving the location updates, the VIS logs the locapia-
rameter, and decides whether to update each group’s ladaitit.

These decisions are based the user’s previous locatios &t
eachsetlocation request’s location and uncertainty parameters.

Z-order curves do not have a fixed block granularity, so a caer
set her location hint to a low-bit Z-value to obscure her tmra
within a relatively large block, or can use a higher-bit Zeeafor

a finer-grained location hint. These bit levels are deteeahiby
the uncertainty parameter. Using boundaries for the gpbgrae-
gion associated with the group (e.g., the city limits of 8edor

a group of Seattle residents), the VIS recursively parigtigeo-
graphic space into square blocks. The recursion stops wieen t
next step would create blocks with width smaller than theeunc
tainty specified byetlocation. This ensures that the user’s loca-
tion hint will properly obscure its location. It should beted that

in practice, obscuring a user’s location may be more chgifen
than described above since large portions of a block may be un
likely to contain people (e.g., in the ocean within a coalstatk).
Dealing with such complexities is beyond the scope of thjepa

Next, the VIS computes the updated location’s Z-value. & 7h

value of the new location and the old are the same, the VIS does

nothing. If the Z-values differ, the VIS removes itself fraime
group’s skip graph and reinserts itself using the new Zealsi its
key. As noted in Section 2.2, joining and leaving a skip grap
relatively expensive operations since they involve rasgrall of
the skip lists. However, humans often cling to long-termtides
tions, orhubs[10], which should make skip-graph reordering rare.

Now consider a user who wishes to retrieve the identitiesllof a
group members within a geographic area throggtiocation. As
before, we will assume that the request originates on asuses*

bile device, and is sent to the user’s VIS. The begin and end pa
rameters of getlocation request specify the upper-left point and
bottom-right point of a rectangular region, respectivefys with
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Figure 5: Reducing false positives by limiting range searabs to
subregions of interest

setlocation, the VIS recursively partitions geographic space into
square blocks using the geographic region associatedhetroup.
However, this time the recursion stops when the next steddvou
create blocks with width smaller than the finest-grainedklide-
sired.

A naive way of implementingetlocation is to search for the finest-
grained Z-value corresponding to the upper-left point, thiedh col-
lect VIS-hint pairs along the levgkkip list until the search reaches
the finest-grained Z-value corresponding to the lowertryggint.
Due to the ordering of Z-values, walking the levdikt will iden-
tify all location hints contained in the region of interaesigardless
of their granularity.

Unfortunately, just following the Z-curve can generateséaposi-
tives. Consider the example in Figure 5. If the user is irsteein

the grey region, simply traversing the Z-curve will alsolirt=01,
which is not part of the desired region. Althougétlocation re-
sults are best-effort by definition, the additional skigt-traversals
will increase latency, since walking the list requires dyonous
message exchanges with each node on the path. A betteggtrate
is to perform searches in parallel by breaking down the ddsie-
gion into continuous ranges of the Z-curve, and issuing soBat
searches on each range. In Figure 5, we would perform plaralle
queries for block®0 and10.

VISs can perform this optimization using the Z-oraext-match
algorithm [15]. This algorithm begins with the lowest Z-walin
the specified region and continues on the Z-curve until itlea a
Z-value that lies outside the region of interest. All poirgached
until this exit make up the first continuous range. To find tegtn
continuous range, next-match increments the Z-value oetie
block until it re-enters the region. This entry Z-value egents the
start of the second continuous range. This process costimoid
the last Z-value in the region is reached. Each continuogi®me
can be searched as parallel key-range queries.

Concurrency improves search latency, but may come at afeiost,

if each parallel search is assigned a thread, large searzhesver-
load a VIS. Second, because each parallel search invol{leg n)
messages to reach the beginning of each range, issuing rany p
allel searches will generate more network traffic than a Ersp-
guential search. For example, in the extreme case whena@nregi
composed ofn blocks and each range query contains a single Z-
value, parallel searches will gener&ém log n) messages while

a simple sequential search will only generéten) messages.



We can balance search latency and network traffic by exglagn
gional partitions under different block sizes. Increading block
size reduces the number of parallel searches, but incréfeseam-
ber of false positives since bigger blocks may extend beybed
region of interest. More experience is needed to understaad
tradeoffs among search latency, network traffic, and fatsitige
rate.

3.4 Supported Features
In this section, we briefly discuss how common features ofitaob
social services can be implemented ugiagocation andsetlocation.

Friend Finder Friend finders notify a user when someone of in-
terest is nearby. ldentifying nearby friends is straightfard: a
user’s VIS simply queries her friends’ VISs for their locatidi-
rectly. Since users have a limited number of social relatidhis
simple approach will scale well. A more interesting frienaldér
service is to be notified when a stranger with common interiest
nearby. To support this feature, a user first specifies tleedithe
area around her in which she is interested. Using this aszanb-
bile phone can compute an appropriately-sized region arden
current location, and submgietlocation requests for every group
that captures the attributes she values in others.

Live Mobile Queries Live mobile queries allow a user to send a
query to members of a group that fall within a physical regioa
use this feature, a user first formulates the query text inahile
device, and selects a region on a graphical map. She candhen f
ward the query text, group identifier, and region to her VI8eT
VIS can perform getlocation for the group using the region. The
VIS then sends the query text to every VIS in the returneddigt
gregates the responses, and forwards them back to the nrdite
device.

Virtual Sticky Notes Virtual sticky notes allow a user to post a
persistent location-based virtual note that another usevEw at

a later time when she is physically close to the note’s aaseti
location. For example, a user can post reviews or commenas of
particular exhibit, and another user visiting the exhibit iew the
post at a later time.

Virtual sticky notes can be implemented by storing stickyermeta-
data in the key-region of the skip graph corresponding taltita’s
geo-tag. This meta-data would point to actual sticky-nataduch
as text, video, and images files, which would be maintaineaiby
authors. As VISs update their location hint, they would neeae-
sponsible for different ranges of the key space, but onlyirgjo
meta-data in the skip graph reduces the amount of data thabha
be copied between VISs. To access the sticky notes for adocat
VISs would submigetlocation requests, and then directly request
pointers for associated sticky notes from each member ofethe
turned lists of VISs.

4. IMPLEMENTATION

4.1 Additions to Vis-a-Vis Prototype

Our Vis-a-Vis prototype uses Pastry [28] to provide basstriiuted
hash table (DHT) functionality. It also uses Scribe [4] topde
multicast functionality on top of Pastry DHTSs, but only irogps
whose configuration options require multicast.

Each VIS runs an Apache Tomcat server in addition to the core
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Figure 6: Mobile application running on a Nokia N95 phone

Servlets in the Tomcat server to implement external inbe$aand
their underlying logic. For example, the JSPs present weango
that a person can use to create, join, and leave a group, hasvel
advertise and search for information.

When deploying a VIS we encapsulate all the above softwaregal
with the requisite Java JDK inside a self-contained virtnathine
image. We have successfully run VISs in a variety of virzexdi
computing environments, including Amazon EC2, Emulab¢c@la
Lab, a cluster of virtualized machines at AT&T Labs, and goegx
imental utility computing facility at Duke University.

In this work we added support for location-based groups tqoz+
vious Vis-a-Vis implementation, following the design deked in
the previous section. Location-based functionality is@iman-
other configuration option when creating a Vis-a-Vis groups

a result, we were able to reuse a great deal of the existing-Vis
Vis prototype. For example, all communication within laoat
based groups is done through Pastry and uses the same authen-
tication scheme as for other Vis-a-Vis groups. The additén
skip-graph data structures and the related location-basedtions
added about 2,000 lines of code to our Vis-a-Vis impleméonat

4.2 Mobile Application

We also created a mobile application for users to interatit wiir
new location-based groups. Figure 6 shows a screen saropte fr
this application running on a Nokia N95 phone. Using the G®@og
Maps API, the application allows a user to define a rectamgala
gion on a map. These regions can be used for two purposes: to
set the precision of location updates sent to the mobilecd&vi
VIS, and to define the range of search queries sent to the W& T
application converts two-dimensional geographic coattia (lat-
itude and longitude) into one-dimensional Z-values befutemit-
ting them to the VIS as part of an update or query.

DHT-based software. We deployed Java Server Pages (JSiPs) anWe chose to calculate Z-values on the mobile device to recluce



munication between the device and its VIS. For example, when
mobile device senses a new location but the applicatiorodéss
that the corresponding Z-value at the specified precisiomnes
the same as for the previous location, there is no need toaend
update to the VIS. Another approach would be for the mobile de
vice to send raw coordinates to the VIS and have the VIS catieul
the Z-values. There is a tradeoff here between the amournbef p
cessing performed by the mobile device and the number oestgu
sent from the device to its associated VIS. Exploring thasi¢off
more fully is left for future work.

In the case of location range queries, our mobile applinasib
tempts to optimize the query in the following sense. It maynsit
the query as a single range of two Z-values, or it may pantiti®
query into multiple, smaller, parallel searches. The toéfdeere is
between the number of false positives returned and the nuafbe
requests sent. Our application estimates the cost of \matar-
natives and picks the least expensive. We explain our caostifin
and explore this tradeoff in greater detail in the followsegtion.

4.3 Batch Application

The mobile application just described is used by live usensp:
date their location and issue range queries from their devi€or
evaluation purposes we implemented a separate batch afpmhic
that parses mobility traces and submits location update$é3s on
behalf of emulated mobile devices. This multithreadediappbn

is able to send updates in real time or at a configurable sgionis
rate. It can also send range queries. We used this batchcappli
tion to drive many of the experiments described in the foitmyv
section.

5. EVALUATION

In evaluating our implementation of location-based grdigpsno-
bile social services, we wanted to answer the following tjoes:

Duke University Smart Home Trace the Smart Home
program, sponsored by the Duke University Pratt School @fiEn
neering, a group of ten engineering students live in a 6,80@re-
foot house [7]. The centerpiece of the house is a laborataay t
allows students to conduct various hands-on engineeripgrex
ments.

[ DataType [ Sampling Rate (in seconds)
GPS 10
GSM cell tower 60
WiFi AP 120
Bluetooth 300

Table 1: Sampling rate of the location data types

For our mobility trace experiment, we provided each stuatit

a Nokia N95 8GB maobile phone pre-installed with Nokoscope, a
mobile application developed by Nokia Research [24]. Thigia
cation keeps a log of a wide variety of information availaiotam

the mobile device and opportunistically uploads the dagecentral
database. We configured the application to log only the médion
pertaining to GPS, GSM cell tower, WiFi access points seased
Bluetooth devices sensed. Table 1 shows the sampling raths o
information the participants’ devices logged.

For this paper, we only used the GPS and WiFi data. The data per
taining to WiFi access points only contain the MAC addresses
the access points, and not the actual location. To get a resgh
timate of a participant’s location from the WiFi access p&inve
used an API provided by Skyhook Wireless [31], which allowss u
to get the physical location from the MAC address by sendimg a
HTTP request to Skyhook. The location of a user at a particula
sample time is the centroid of the location of all access tgdile-
tected.

The mobility trace experiment started on November 15, 2868,
is still ongoing. It should be noted that the participanta opt-

e How many location updates does a user generate in atypical 5t of the experiment at any time. Moreover, the participaatt

day?

e How does our implementation of location-based groups for
Vis-a-Vis perform using data from real mobility traces?

e What is the latency of common operations on our location-
based groups?

e How scalable is our location-based Vis-a-Vis prototype?

e How much skip-graph maintenance traffic does a VIS gener-

any time can reconfigure the Nokoscope application to de/olgy
information that they are comfortable releasing.

UCSD Wireless Topology Discovery Tracee 11-week
WTD trace was gathered by the UCSD SysNet Group, which re-
cently made the trace data publicly available. In this expent,

s
atc?v.v much memorv overhead do our location-based arouns wireless PDAs pre-installed with WTD software were giveattound
* incur? y 9rOUPS 300 freshmen students at UCSD [32]. The WTD software samples

e What are the tradeoffs between various range search scﬁemesand logs nearby WiFi access points every 20 seconds.
5.1.2 Mobility Statistics

As mentioned in Section 3, users can choose the granuldtitein
location hint. The level of granularity is inversely proponal to
the number of location updates, since in our prototype, thbile
device sends a location update request to its VIS only whengbr
moves out of her defined region. For both traces, we chaiaetea
user’s mobility with location information granularity oD8neters,
160 meters and 320 meters.

5.1 User Mobility Characterization

5.1.1 Mobility Traces

We set out to characterize mobility behavior of real useeslgtation-
based group. In particular, we are interested in charaaterihe
amount of movement a user exhibits in a typical day to givights
into the expected number of location updates per user otersys
needs to handle.

Figure 7 shows the empirical cumulative distribution fuoiei{CDF)

of the number of location updates a user generates on a kylsiga

In the Duke University smart home trace, even with a graitylar
of 80 meters, 90% of the users have fewer than or equal to 240 lo
cation updates in a day. Likewise, in the UCSD wireless togpl

To characterize user mobility, we used two live traces: oole c
lected by us through the Duke University Smart Home as part of
this work, and the other the existing University of Califiarin San
Diego (UCSD) Wireless Topology Discovery (WTD) trace [32].



Duke University Smart Home Trace

=3
o

Fraction of Users
o
«

i i i i i i i i i i i i
0 20 40 60 80 100 120 140 160 180 200 220 240 260
Number of Location Updates

UCSD WTD Trace

1 T e T T T L

Fraction of Users
o
Sl

0 I I I I I I I I I I I I
0 20 40 60 80 100 120 140 160 180 200 220 240 260

Number of Location Updates

Figure 7: Empirical CDF of the number of location updates a ugr has on a typical day

discovery trace, 90% of the users have fewer than 80 locaten
dates in a day. From these results, we can see that on a tglpical
user’s location does not change very often; hence, the ratbieh
skip lists must be resorted due to location updates is egféotbe
low.

5.2 Location Update Operation from Traces

5.3 Scalability of Operations

We are interested in whether the size of the group will degad
user’s experience. To capture the effects of the size of thepg
on application response time, we analyze our prototypésifive
operations, specifically the insert, leave, lookup, andjeasearch
operations. We focus on these primitive operations becatisr
operations are a combination of these. To test the scajabili
the insert and search primitives, we measured the laterttyam-

We are also interested in the latency and the number of heps re per of hops, using a synthetic workload which will be expéain

quired to perform aetlocation operation under the two mobility
traces: the Duke University Smart Home trace and the UCSB-wir
less topology discovery trace. Latency measures the tingerte
plete an update of a user’s location hint, though there dnerot
external factors that also affect latency. Hence, we alsasomed
the number of hops needed to completedétdocation operation.

In this metric, we measured the number of times a locatioratgd
message gets forwarded to another group member before ¢ine op
ation completes.

5.2.1 Experimental Setup
We deployed our Vis-a-Vis prototype on an experimentalitytil
computing cluster at Duke University, where each user’s Nit%

in the next subsection. Due to the way we implemented thesleav
and range-search operation, those primitives’ performaan be
analytically derived.

The leave operation’s computational complexity is probstixally
O(2 = logn) because a node can hakg n levels and for each
level a node has to notify its left and right neighbor of iteeimtion
to leave. The range search is a constant addition to the ecatypl
of a search operation because we first search and then &dhers
nodes in levey.

5.3.1 Experimental Setup
We deployed our Vis-a-Vis prototype on Emulab [33], a tedtbe

in a node on the cluster. Each node has 1GB of memory and athat provides resources for experiments on distributetésys All

2GHZ CPU. We drove the experiments with our batch applicatio
that, instead of processing location information from semead-
ings on a mobile dedevice, reads the location informatiomfa
trace. The batch application can also be configured to emthat
actual time intervals of the entries in the trace data. Wethan
experiment on trace data equivalent to one day. Moreovethfe
experiment we picked a day from each trace that had significan
aggregate location update activity from the collection aftigi-
pants. The traces used for this experiment contain 10 aptive
ticipants from the Duke trace and 20 active participantsiftoe
UCSD trace.

5.2.2 Results

Table 2 shows the result of our experiment. On real data, \the a
erage time it takes to complete a location update operasidoe-i
tween 4 and 6 seconds, which seems acceptable for socianketw
ing purposes. Also, for 10 and 20 active participants, therage
number of hops of each group’s location-update requestighly
the same.

of the resources are located on a single site and users caesteq
a set of virtual machines. Moreover, Emulab provides usars a
interface to customize the network behavior and topologyhef
virtual machines.

For the insert and lookup operations, we ran our experimént 2
times on a group of size, wheren is 20, 40, 60, 80 and 100.

For the insert operation, we first created a group of sieom

n randomly chosen nodes, and then measured the latency and the
number of hops it takes for the + 1" (randomly chosen) node

to successfully insert itself to the skip graph. The experitfor

the lookup operation also involves creating a group of siznd

then measuring the latency and the number of hops of a raydoml
picked node to perform the desired operation.

5.3.2 Results

Figure 8 and Figure 9 show the results of our experiment. Even
with 100 nodes, the mean latency of the insert operatiofilligsty

less than 2 seconds longer than that of a group size of 20 hodes



| | Average Number of Hop$ Standard Deviation of Hops Average Latency| Standard Deviation of Latencl

Duke Trace 9.1 3.9

4.7s 1.8s

UCSD Trace 8.6 3.4

5.7s 3.0s

Table 2: Performance of Location-Update Operation
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Figure 8: Mean Latency of insert and search operations. Erro bars show the standard deviation.
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Figure 9: The mean number of hops of insert and search operatins. Error bars show the standard deviation.

which shows that the insert operation is scalable. Thisiserag-
ing since our prior work on characterizing groups within étamok
found an average group size of close to 250 [29]. The resfiigro
experiment show that the performance of the search operagio
also not greatly affected by group size. Furthermore, ittmaeeen
in Figure 9 that the number of hops increases slowly as theedfiz
a group increases. It can also be seen that the standardioledf
each operation grows steadily with the size of the group. él@r
this behavior is to be expected because the membershiprafcto
each node is generated randomly. Hence, the distributioodés
in the lists at a particular level is not equal. It is possithlat a
particular list at some level can be densely populated varitether
listis sparsely populated. Depending on the number of mesribe
a particular list, a node’s operations can be faster or sidased
on its ability to skip over other nodes.

5.4 Network Maintenance Traffic
Although we have already characterized the mobility of sigar
the previous subsection and determined that the churn vetead
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location updates is low, we are still interested in the da@nzount

of network maintenance traffic our prototype generates.il&iro

our previous experiment, we used an experimental utilitpmat-

ing cluster at Duke University and replayed a day’s worthhef t
Duke Smart Home trace data. For each of the machines, wedogge
the number of messages sent and received by our prototypee Si
we know the size of these messages, we can estimate the amount
of data being sent and received between nodes.

| | Average] Min | Max |
IN 1.14MB | .1MB | 3.6MB
OuUT | 1.16MB | .1MB | 4MB

Table 3: Average network maintenance traffic per day

Table 3 shows the result of the experiment. On average, &user
node only consumes and generates around 1MB of data per day.
Even if a user updates her location information frequeritiyo(ur

trace the most active user had 151 location updates per they),
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amount of data generated is still only 4MB per day. This anhofin
traffic would be inexpensive to support. For example, Ama&z62
currently charges $0.10/GB for incoming traffic and $0.18f@r
outgoing traffic, so that on average a user would only payGRB0
per day for network traffic.

5.5 Memory Overhead

The memory overhead of our prototype is another importarit me
ric because it gives insight into how much memory per locatio
based group a VIS needs to maintain. We are interested ingseei
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Figure 11: Number of parallel searches vs. granularity of nat-
match range searches

Linear search simply traverses the lgvéikt and finds all users
within the range. The naive range search performs a lookup of
the minimum value of the range on the skip graph, and then tra-
verses the levgllist until the end of the range. Coarse- and fine-
grained next-match range searches perform parallel sqassfes,
with granularities of 640m and 160m, respectively.

In this experiment, we calculated the average number of fads-
itives and the average number of parallel search requebts.r@-
quires location data of all users and the actual range segrety.
We used the UCSD wireless topology discovery trace for tia-ev
uation since it has a higher number of users and locationtepda

First, we set the location hints of our VISs by randomly takin
a snapshot of the mobility trace and extracting the locatioh

how much memory is consumed as the size of the group grows andg| ysers at the time of the snapshot. Then, we generatee rang

whether or not the memory overhead is feasible for a VIS tallean

To get an estimate of the memory overhead, we serialized @ad m
sured the relevant Java objects in our prototype. We theasuned
the sizes of these objects for group sizes of 20, 40, 60, 8A.add
Figure 10 shows the result of this experiment. As it can ba,see

searches by randomly picking a region on the map with the fol-
lowing restriction: the range had to be at least 25% of the toap
ensure that there are enough VISs within the search region.

Using this data we calculated the number of false positives a
the number of parallel search requests for different ramgech

memory overhead is less than 3KB for these groups, even for agchemes. To get a good sample size, we ran the experiment 5000

group size of 100.

5.6 Analysis of Range-Search Schemes
As mentioned in Section 3, we used a next-match algorithreto r
duce the number of false positives in the range-search tpera

times in the Duke University computing environment. We thbn

tained the average number of false positives and the average

ber of parallel search requests for each range search schiérae
results are reported in Table 4.

Consider the two range search queries on Figure 11. We can seéNe define two functions that can give insight into the costapsh

that using the next-match algorithm at a fine granularityeases
the number of parallel searches, and potentially decrehsesim-
ber of false positives. However, though performing manyapar
lel searches reduces latency and the false positive rateréases
global network traffic because it creates more messagesbatw
nodes in the system.

and time of using a particular range search scheme:

Chops = (k%X On1) + (fp % On2) 1

1
Ctime = Os1 + E(fp x Or2) &)

wherek is the average number of parallel search requésts;and

One way to balance these issues is to make the search precisio O, is the number of hops and time overhead of finding the starting

coarser. By choosing a bigger location region, we may be table
reduce network traffic without adversely affecting latencyaccu-
racy. To characterize these tradeoffs, we compare the tastrg
the next-match algorithm with other range-search schemes.

We use real mobility traces and parameters from our expetsne
to analytically quantify the tradeoffs of the following ®rhes:

Linear search

Naive range search

Coarse-grained Next-match range search
Fine-grained Next-match range search
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element of the range search, respectivélyis the average number
of false positives of a particular range search scheme(aadand

O:2 is the number of hops and time it takes to communicate to
another node, respectively. Table 5 shows the parametetsed
for calculating the cost of each of the range search schehiese
parameters are derived empirically from our experiments.

Table 6 shows the costs of the range search schemes aftgr appl
ing values from Table 5 to cost functions (1) and (2). As ex-
pected, linear search is the most expensive, in terms of aogs
latency. Naive range search generates the least globabrietnaf-

fic but still has at least double the latency of the next-maseige



[ Scheme

| Average number of parallel searchpg\verage number of false positives

Linear Search 1 89
Naive Range Search 1 89
Coarse-grained Next-match Range Sedrch 2 58
Fine-grained Next-match Range Search 6 53

Table 4: Average numbers of parallel searches and false paisies

| Scheme | On1 | O | Ohna | O¢a | k | fp |
Linear Search 152 hops| 60.8s| 1 hop| .4s | 1 | 89
Naive Range Search 31l.4hops| 1.06s| 1hop| .4s | 1| 89
Coarse-grained Next-match Range Sedr@1.4 hops| 1.06s| 1 hop| .4s | 2 | 58
Fine-grained Next-match Range Searchl 31.4 hops| 1.06s| 1 hop| .4s | 6 | 53

Table 5: Parameters used for the cost functions

| Scheme | Hops | Latency|
Linear 241 96.4s
Naive 120.4 | 36.66s
Coarse-grained Next-matdh 120.8 | 12.66s
Fine-grained Next-match | 241.39| 4.59s

Table 6: Costs of Range-Search Schemes

searches. Fine-grained next-match range search has siddea
tency but at the same time generates significant global mktwad-
fic. Coarse-grained next-match range search seems to haasla g
balance between the amount of global network traffic anshtate

However, it is still not clear which scheme presents the trage-
off. From an individual user’s point of view, it is better tave the
lowest latency possible. From a global point of view, it isteeto
generate the least network maintenance traffic possiblelee
for future work the issue of finding the best operating poidhe
possible way to approach this problem would be to train tle sy
tem to dynamically find the range search scheme that givesstste
tradeoff for the current situation.

6. RELATED WORK

This section discusses related work that has not alreadyrbee-
tioned elsewhere in this paper.

SkipNet [12] is an overlay network also based on skip graphe.
design of SkipNet focuses on maintaining the content anid lpat
cality of the overlay network. We build on the same undedyin
data structure to preserve locality. However, our motratior
Vis-a-Vis is quite different in that we focus on designingravg@cy-
preserving framework for mobile social services.

ZNet [30] is also another peer-to-peer system that usegsijghs.
Moreover, they also use Z-order space-filling curves to edmulti-
dimensional data into keys. In ZNet, a node in the skip graph i
responsible for information corresponding to a whole regidn
contrast, a node in Vis-a-Vis is only responsible for its anfor-
mation, which means that a user retains control of her owar4inf
mation. Furthermore, Vis-a-Vis uses a different approactahge
search by using the next-match algorithm [15].

P2PR-tree [21] takes a different approach to indexing apddita in

peer-to-peer systems by extending the R-tree data steutdutis-
tributed systems. An R-tree splits a space into hierarthimand-
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ing rectangles and in P2PR-tree, each node only needs tdaimain
minimal information about the R-tree by having each nodey onl
maintain at least one peer at each hierarchical level. tiniately,
P2PR-tree does not address some operations needed faomecat
based services, such as location update and remove opetratio

Social VPN [8] is a virtual network that exploits social anceo
lay networks. It uses the infrastructure of social netwpskeh as
Facebook, to exchange credentials of users. Social VPIS$ tadke
vantage of the relationships formed in social networks tereine
which pairs of people already trust each other, so as to attom
cally configure IPsec tunnels between machines belongititege
pairs. In contrast, Vis-a-Vis keeps track of the socialtrefeships
and handles the OSN operations. Moreover, the motivatidoef
cial VPN is fundamentally different from the motivation ofsva-
Vis. We avoid turning over sensitive information to a cehsexver,
since this would undermine the whole idea of Vis-a-Vis.

NOYB [11] takes a different approach to the privacy thredisen-
tralized OSNs by encrypting some of the data that users hand t
the service. This is appealing because it may allow usersist-e
ing OSNs to retain their existing profiles, while Vis-a-Vexjuires
users to completely divest themselves from existing OSNs.

NOYB partitions user data into small cryptographic unitfiech
atoms, which correspond to various attributes associaiéd av
user. The technique allows users to cooperatively scrathigie
profile attributes with other trusted users’ via pseudooamgubsti-
tution so that friends can locate a user’s real attributestHe OSN
cannot. Another key feature of NOYB is that the OSN is obligo
to the presence of the encrypted data, because atoms statesl i
OSN look like legitimate profile values.

NOYB represents a very appealing approach to privacy in QSNs
but there are several drawbacks compared to Vis-a-Vist, Fas
taining any presence in a centralized OSN leaves users apen t
the “Beacon attack,” in which the service directly notifieaser's
friends of potentially sensitive activity in other cornes Inter-

net. Vis-a-Vis users are not vulnerable to such attacksuseca
their VISs control all data sent along their social links.c&w,
NOYB requires additional key-managing software to be itetia

on any client machine accessing encrypted profile dataydimd
public kiosks and mobile phones where it may not be convénien
Vis-a-Vis only requires clients to have a web browser. Hynat

is unclear how well NOYB generalizes to non-textual infotioi,
while Vis-a-Vis can secure arbitrary data types.



Like NOYB, flyByNight [19] uses encryption to ensure that sien
tive data is never posted to OSNs in unencrypted form. The pro
totype takes the form of a Facebook application that usesnteli

side JavaScript to encrypt and decrypt sensitive data. Nygyt

is also appealing because it allows users to continue usiisty e

ing OSNs and the social state that users have accumulatesl the

However, flyByNight remains vulnerable to several typesttdck

from within the OSN, which Vis-a-Vis avoids by doing away kvit

centralized OSNs altogether.

Turtle [26] is an anonymous peer-to-peer network desigoegri-
vate information sharing using pre-existing social relas. Turtle
projects trust relationships from the real world into themay to
eliminate fear of censorship or legal sanctions in open oe¢sv
To control sensitive data every node allows to assign a Bpeti
tribute set to each shared data item, such that only augtbpeo-
ple are able to get this item. All communications within Teidre
encrypted and search queries are broadcasted to all “friedds"
using a hop count bit. Vis-a-Vis has a similar motivation astle

and has a few similar design decisions. Namely, groups imVis
Vis also assume out-of-band mutual trust between nodes\ang e

member of the group relies on all members of this group. Thus,

(5]

(6]

(7]

(8]

9]

[10]

betrayal of one member can compromise other members. Beside [11]

sensitive data can be received only through friends, heziosi-
nating the man-in-the-middle attack. However, Turtle doesstry
to position itself as a social network service, and, theesfid does

not provide any means for forming different groups or adsert

ing points of interests without flooding all members. Moregv

Turtle’s underlying architecture is an unstructured agrhence,

flooding a query may not be efficient when compared to multicas
within a DHT. Finally, it is not clear how Turtle behaves ireth

presence of churn and unavailability of some friends.

7. CONCLUSION

We have presented a privacy-preserving alternative to ieap-
ing centralized architecture for mobile social servicas.olr ap-
proach, each person maintains her own location history e
Virtual Individual Server (VIS), a personal virtual mackirunning
in a utility computing infrastructure. Each VIS acts as ated and
resource-rich proxy for its owner’s personal mobile deyighich
opportunistically sends location updates to the VIS. VI&s share
this location information by organizing into overlay netks, one
per social group with which VIS owners wish to share inforiorat
Our system exploits skip graphs and Z-order space-fillinyesi
to provide efficient and scalable operations on this digt&t lo-

cation data. We have demonstrated that our prototype sylsésm

reasonable performance through an experimental evatudtieen
by real-world location traces. Our decentralized apprdacmo-
bile social services makes large-scale privacy breacheh ness
likely than in centralized architectures, and gives pediple con-
trol over what location information they share with whom.
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