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Abstiact— Dedicated infrastructur esfor end-to-end measuementsare
complexto deploy and manage. Equipment cost, the requirementsfor re-
porting bandwidth, and the administrati ve diversity of the Inter net, arefac-
tors that potentially hamper scalability.

This paper describesthe architecture and implementation of an alterna-
tive approachin which the end-to-end probing and measurement report-
ing functions are embeddedin a transport protocol, namely RTP. Suitably
enabledhostsin a multicast group are effectively co-optedto form an im-
promptu measurementinfrastructur e.

Coupled with our previous work on multicast-basedinference,this en-
ablesthe determination of the performance characteristics of internal net-
work links of very large multicast distrib ution trees.Our experimental re-
sults shaw that an accuracy of about 1 part in 10 is attainable when infer-
ring link lossratesin the 1% to 10% range,down to 1 part in 3 for lossrates
down to 0.1%, this for probesgeneratedby a regular audio source over a
few hundred seconds.

I. INTRODUCTION
A. Motivation

The pastfew yearshave seenthe developmentof new tech-
niques to infer network characteristicsfrom measurements.
Known looselyas“network tomograply,” they supplydetailed
informationabouta setof individual characteristicthatarenot
directly measurablefrom a setof aggrejate characteristicshat
aremeasurableSofar, two caseshave beenexamined:thein-
ferenceof origin-destinatiortraf c matricefrom measurements
of link trafc intensities(see[5], [27], [29]), andtheinference
of link performanceharacteristic¢e.g.,loss,delayandutiliza-
tion) from end-to-endneasurementdn this paperwe arecon-
cernedexclusively with the seconccase.

For thepurposeof determiningnetwork performancetomog-
rapty of link characteristicgontrastawvith techniqueghatrely
uponsupportfrom routersor otheragentdocatedn thenetwork
to collectmeasurement8Vhile suchtechniquesanbevery ef-
fective, they do dependuponthe obserer having privilegedac-
cessto the network. Evenwith suchaccessspecializedagents
(e.g.,packet monitors)canbe expensve to deploy. Anotheris-
sueis that somelow-level network elementdqe.g.,repeatersn
cablenetworks)do notevenkeepoperationattatistics With the
administratve diversity of the Internet,a given network opera-
tor will not have privileged accessalongthe entire end-to-end
paththat their customerstrafc traverses.Commercialsensi-
tivity mayactasabarrierto thesharingof internalnetwork data
acrossaadministratve domains.

End-hostbasedtools such as ping , traceroute , and
pathchar [9], [21] do not require privileged accessto the
network. However, they provide relatively coarseinformation
aboutindividual link behaior, they rely to someextenton the
cooperatiorof the network (in enablingicMP responses)and
their usedoesnot scaleeasilyto provide a network-wide snap-
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shot. All theseconsiderationsnotivatethe needfor atechnique
thatcanprovide awide snapshoof network performancéased
only uponend-to-endneasurementsf regular network traf c.

Multicast-basedinferenceof Network CharacteristicéMINC)
hasrecentlybeenproposedas a techniquefor tomograply of
link characteristicssee[1] for anexpositoryaccount.Thebasis
of thetechniquds thatend-to-endneasurementalonga setof
intersectinghetwork pathscanbecorrelatedn orderto infer the
performanceharacteristicef theintersection Multicasttraf c
is particularlywell suiteddueto its inherentcorrelationprop-
erties. Considera multicastpaclet dispatchedrom a source,
down a multicasttree, to a numberof recevers. The end-to-
endbehaior for the pacletasseeratthereceversis correlated
sincethe contritution from the commonportion of the end-to-
end pathsis identical. On the basisof this idea, statisticales-
timatorshave beendevelopedto estimatethe characteristic®f
thelogical links of the multicasttreefrom end-to-endneasure-
mentsbetweerthe sourceandtherecevers,in particularpaclet
lossrates[3], delaydistributions[17], delaymomentd12], and
eventheunderlyinglogicaltopology[10]. Usingclustersof uni-
castpacletsto emulatemulticastpaclets,it is possibleto drav
the sametype of inferencefrom unicastmeasurementsee[7],
[13].

Realizationof MINC in the Internetmustaddresgwo issues:
the availability of participatingend-hostsandthe transmission
of measuremerdatafrom the end-hostso a commonlocation
for correlationandinference.To date,MINC hasbeendeplo/ed
on a measuremenhfrastructurecomprisinga numberof hosts
(approximately50 asof mid 2001)eitherdedicatedr co-opted
for measurementSchedulingandcoordinationof the measure-
mentanddatatransmissioriunctionsof thesehostsis managed
usingthe National InternetMeasuremeninfrastructure(Nim1)
[19]. While we nd thata x edinfrastructureprovidesa great
mary bene ts, especiallyin termsof stability and reliability,
dependenceipon specializedhostslimits the possibilitiesfor
MINC to becomea ubiquitoustool, dueto the hardware costs
andadministratve issuesof their deployment. More generally
controlof thetransmissiorof measurediatato acommonpoint
for inferencealsobecomesnissuefor widespreadieployment,
dueto the potential“implosion” problem: the commonpoint
will have an incoming streamof datathat grows linearly both
in the numberof receversandin the datarate of the original
sender Theseconsiderationsnotivate the needfor a scalable
deploymentof MmiINC thatdoesnotrequirespecializecendhosts,
andthatcanglobally limit thetransmissiorvolumeof measure-
mentdata.

B. Contribution and Outline

In this paperwe usethe Real-Time TransportProtocol(RTP)
[25], andits control protocol (RTCP), asthe vehiclefor MINC



probingand measuremerreporting. RTP carriesmulticastau-
dio andvideotraf c overthelnternet.Theregularpacletstream
from a multicast source comprisesthe MINC probe stream.
RTCP receversperiodicallymulticastreportsbackto the group
for thepurpose®f transmissiorwontrol. ExploitingRTCP's e x-

ibility, we extendit to include perprobemeasurementatain

thesereports.

EmbeddingmINC in RTP provides several bene ts. Firstly,
ary RTP multicastsessioncanactasa sourceof MINC probes
without modi cation to the sendersSecondlythe MINC exten-
sionto RTCP is transparento therecevers,andcanbeincorpo-
ratedin a receving applicationsimply by relinking that appli-
cationto an extendedrTP library. Sessionganfreely accom-
modatea subsebf MINC-enabledreceversamongstunenabled
recevvers. This e xibility allows a potentiallylarge numberof
sessiorparticipantsworldwide to participateeasilyin the mea-
suremenprocessThirdly, sincerRTCP reportsaremulticast,any
third-party hostmay monitor reportsand performMiNC infer-
ence. Lastly, we cantake advantageof RTCP's built-in scaling
to avoid feedbackmplosion. Together thesefeaturesallow us
to co-optlarge numbersof Internethoststo form animpromptu
measuremernnfrastructure.

The embeddingof MINC into RTP canbe of useto adaptive
applications.They coulduseknowledgeof thelocationof lossy
links, for instanceto dynamicallyassignsenersto retransmit
lost pacletsto receverslocatedbehindthoselinks. If the em-
beddingimposedittle overheadthenit couldbe usedroutinely
in RTP evenby applicationghatdo notthemselesneedto per
form inference.In this casea third-party passve monitor could
performinferenceon the reportsfrom a numberof session®n
which the MINC informationis carried,in orderto constructa
performancemap of the portion of Internetspannecdby those
sessions.

Theformulationsof MINC inferencegivenin [1] assumehat
the inferenceengineis furnishedwith completedata,i.e., with
eachrecever reportingwhetheror not it wasreachedby each
probe. This is a reasonableassumptiorfor a dedicatedmea-
surementnfrastructuresincetracesmaybestoredthenreliably
transmittedto the engine. However, for two reasonswe can
not make the sameassumptiorin the presentase Firstly, RTcP
multicastgacletsusingtheUserDatagranProtocol(upp), and
hencereportsare subjectto loss. Secondly the scalingmech-
anismsof RTCP prohibit the total RTcp bandwidthacrossall
receversfrom exceeding5% of the sessiorbandwidth. (This
constraintmay be exceededvhenwarrantedasfor a dedicated
measuremergessionput our goalis to make miNc “friendly”
to large numbersof applications.)With sufciently large group
sizesand paclet rates,the rate at which measuremendlatais
generatedavill exceedtheallowedbandwidth.In this caseit will
be necessaryo “thin” the measurement,e., to discardsome
proportionatthe receverwithouttransmission.

For thesereasonsye mustemploy anextensionof the com-
pletedatainferencealgorithms[11] thatis capableof perform-
ing inferencefrom incompletedata.Sofar, incomplete-datax-
tensionsare developedonly for lossinference. Consequently
ourimplementations completeonly for loss,althoughwe stress
thatthe fundamentahrchitecturds unchangedor reportingof
e.g.pacletdelay

In Sectionll we describemoreformally the modelfor MmINC
inferenceanddiscusgheextensionto incompletedata.We elab-
orateon our basicarchitecturen Sectionlll, includinga more
detaileddescriptionof the component®of senderrecever and
inferenceengine. We review the scalingmechanismsf RTCPin
Sectionlll-A, anddescriben Sectionlll-B aconcretesxample
thatshavs the necessityfor thinningthe measurements.

It turn outsthat the extendedinferencealgorithmfrom [11]
performsmostaccuratelyif the lossreportson different pack-
etsfrom differentreceversoverlap, i.e., if receverstendto re-
port on the samesetof probes.This givesriseto two problems
in distributed coordinationbetweenmMINC recevers. The rst
problemis for thinning. To promoteoverlap,differentrecevers
shouldtendto omit reportson commonpaclets. Our approach
to coordinatedhinningis describedn Sectionlll-C. The sec-
ond problemarisesfrom thelossof RTCP paclets. Eachpaclet
containsmeasuremertataon setof probeswith contiguousse-
guencenumberspr possiblyathinnedsetof suchprobes.Over-
lap is suppressedf the sequenceaumberboundarieshetween
differentpacletsarenot well aligned. Our approacho coordi-
natedalignmentis describedn Sectionlll-D.

The RTCP paclet formatthat we usefor the transmissiorof
lossreportsis describedn Sectionlll-E. In Sectionlll-F we
review brie y someresultson compressiorof lossreportsthat
motivate our choiceof compressiorscheme.ln SectionlV we
describesomeanalyticalresultsthat provide the motivation for
promotingoverlap,by shaving how it canreduceestimatowari-
ance.

SectionV describeghe experimentalevaluationof our im-
plementation. This takes placein a controlledervironmentin
which the variouscomponentgxecutenormally, but aredriven
by an event streamthat simulatesprobe transmissionsver a
multicasttree,andthe randomlossof RTCP paclets. This ap-
proachallows usto evaluateboth our generalapproactandour
particular software implementation without requiring deploy-
mentin anactualnetwork. In experimentson a 32-nodetopol-
ogy we nd thatinferenceof link lossratesin the rangel% to
10%is possiblewith anaccurag of aboutl partin 10;inference
of lossratesdown to 0:1% areaccurateo within a accurag of
1 partin 3. Moreover, thinningandalignmentreducethetypical
sizeof inferenceerrorsarisingfrom reportlossandomissionby
afactorof two or better Furthermorethisaccurag is attainable
by collectingprobesover only afew hundredseconds.

C. Relatedwbrk

The proposalto propagterecever reportsvia RTCP for the
purposesof network tomograply was rst publishedin [4]; a
followupwasincludedin [1]. Ourpapersuppliegheconclusion
to this work. Theassumptiorthat RTCP could supportnetwork
tomograply wasalsoafeatureof [31].

The useof multicastlossreportsfor inferring multicastrout-
ing treeswas proposedn [22]. In further work, theseauthors
proposedandimplementedh GroupFormationProtocol[23] by
which multicastreceverscould exchangdossreportsandself-
organizeinto groupsthatre ect the hierarcly of the multicast
distribution tree. On the otherhand,the presentwork usesex-
tensionsof an existing protocol,namelyRTP . A passie mea-
surementindinferencebasedon samplingTcP o ws hasbeen



proposedn [28]. In this schemegnd-to-endstatisticsof TCP
sessionbetweena sourcehost and a numberof recevers are
gatheredat that source,which theninfers link performancan

the logical routing treeto the recevers. One differencein the
presentvork is that,dueto our multicastingof recever reports,
aninferenceenginecanbe locatedanywherethatis capableof

receving reports,notjustatthe probesource.

Il. MULTICAST INFERENCE AND INCOMPLETE DATA

MINC inferenceis basedon correlatingloss measurements  engine

alongend-to-endpathsin a multicasttree. Thetreeis rootedat
the multicastsource with receverssituatedat the leaves. The
logical links of the multicasttree are madeup of oneor more
contiguousnetwork layer links that connectbranchingpoints.
Theaimof thiswork is to infer the characteristicsf thelinks of
thelogical multicasttree.

In this paperwe shallbe primarily concernedvith lossinfer-
ence althoughthe architecturecould be readily usedfor report-
ing otherquantitiessuchasend-to-endlelay We modelpaclet
lossasindependenacrosddifferentlinks, andindependenbe-
tweendifferent probes. With theseassumptionsa loss model
associatesvith eachlink k in the logical tree, the probability

kx thatapacletreachesodek, giventhatit reacheshe parent
nodeof k. Thelink lossprobabilityis, then,1 K-

A paclet sourcesendsout sequencenumberedprobesi =

0;1;:::n. Theoutcomefrom eachprobeis arecordof whether

or not the it reachedeachrecever, speci ed by the quantities

(x(ki))sz, Wherex(ki) = 1if probei reachegecever k, and

x(ki) = O otherwise.
We speakof knowing the completeoutcomefor probei if

thexﬁ') areknown for all k 2 R. Thelossinferencealgorithm
proposedn [3] employs a probabilisticanalysisthat expresses
the g directly asa function of the expectedrequencief the
completeoutcomesThelink probabilitiesarethenestimatedy
guantitiesby obtainedby usinginsteadthe measuredrequen-
cies of the outcomesobsened at the recevers. The detailed
descriptionandanalysisof the inferencealgorithmis presented
in [3].

Dueto thepossibilityof reportthinningandrTcp pacletloss,
theinferencemethodologyof [3] mustbeadaptedo work when
knowledgeof someoutcomess incomplete A simplewayto do
this usingthe existing methodologywould be to restrictatten-
tion to probesfor which completeoutcomesareknown. How-
ever, theremaybeno suchprobesmoregenerallythisapproach
wastegdatafrom subtreedor which completedatais available.
Instead we employ an extensionof the inferencemethodology
of [3] thatworks directly with the obsered frequenciesf in-
completeoutcomessee[11] for furtherdetails.

Thestatisticaimodelbehindtheextendednferencealgorithm
is thatlossreportsareMissing At Random[16]. This statistical
terminologytranslatedo the propertythatthe absencef aloss
reporton a givenpaclet, from a givenrecever, atagiveninfer-
enceengine shouldnotbe correlatedwith the contentof there-
port, althoughthey canbe correlatedwith thelossreportsfrom
otherrecevers. Considerthe casethat the inferenceengineis
presentatnodek of thetree. Thena pathtakento theengineby
reportsgeneratedby arecever situatedon aleaf not descended

source

inference
engine

receiver receiver receiver receiver

inference

receiver

receiver receiver

Fig. 1. ARCHITECTURE: probesource,recevers, and inferenceengine(s).
Inferencecould be performedat an independenhost, the recevers, or the
source.

from k, intersectswith the pathtakenby probesfrom thesource
to k. Thuscongestioronthe commonportioncouldleadto the
type of correlationsallowedfor in themodel.

In the work reportedherethe focusis on estimatingthe link
lossratesfor a known topology However, the techniquescan
be extendedto infer multicasttopology atleastusingdatafrom
probeswith completereports,asin [10].

We remarkthat, underthe assumptionsf independenprobe
loss—bothbetweendifferentprobes,andacrossdifferentlinks—
theestimatorsn [3] areconsistenti.e.,they corvergeto thetrue
valuesasthe numberof probeggrows. In [3] it is shavn thatthe
presencef temporalcorrelationsdoesnot alterthis property;it
only slows down the rate of corvergence. Spatiallosscorrela-
tions introducebias. However, the biasis introducedcontinu-
ously, in thata small spatialloss correlationintroducesonly a
small dggreeof bias. Both spatialandtemporalpropertiesfol-
low from the structureof the estimatorsand canbe shavn to
hold alsofor the missingdataestimatorf this paper

Having outlinedtheassumptionandworkingsbehindthein-
ferenceengine,we now proceedto the main topic of the pa-
per, namely thearchitectureby which lossreportsarecorveyed
from thereceversto theinferenceengine.

I1l. ARCHITECTURE

In the MmINC architecturetherearethreedistinctrolesthat a
hostmight play: asendeiof probesareceverof probesandan
inferenceengine. While the rolesaredistinct, nothingin prin-
ciple excludesa hostfrom playing multiple roles. Indeed,our
architectures premisedntheideathat,for someadaptve pro-
grams,mostreceverswould be conductingnferenceandmod-
ifying their behaior accordingto its results.An instanceof the
architecturas illustratedin Figurel.

We nowv summarizethe programsthat executeon the hosts
that play theseroles. A probe sendercan be ary rRTP-based
multicastsource for examplethe audiotool rat [24]; in this
casethe paclets normally producedby the probesconstitutes
the probestream. In fact, mostof our experimentsemployed
oneof two programszing andmgen, purpose-hilt experimen-
tal probesourceghatallow directcontrol of the probestreams$
properties.

RTP recevers act as MINC probe recevers by running the



“multicast re ector” mflect . The programplaystwo roles:
it forms lossreportsbhasedon the probesreceved, andit mul-
ticaststhosereportsin RTCP paclets, possiblyin summaryor
abbreviatedform. Notethatnotall receversneedrun mflect

it is perfectly ne to have a mixed sessiorin which only some
of participantsarecollectingdata. In fact, it is essentiafor in-
crementableploymentthatthis be possible.

Multicast reports, arriving at an inferenceengine, are col-
lected,collatedby senderandalignedby sendeisequenceum-
ber The collatedreportsaresenton to eminfer , which con-
ductsinferenceandoutputdink lossratesfor thetree.Currently
thetreetopologyis speci edin adwance;in principleit too can
beinferredfrom the measurementsAs mentionedabore, there
might be severalindependeninferenceengines.

A. RTCPReportingand ScalingMecanisms

All participantsin an RTP sessionperiodically send RTCP
pacletswhose“primary functionis to provide feedbackon the
quality of the datadistribution” [25, Section6]. To this end,
they includesuchsummaryinformationasthefractionof pack-
etslostfrom eachsenderAlthoughtheinformationcornveyedin
thesesummariess notsufciently detailedfor MiNC inference,
the RTP speci cation also allows for new RTCP paclet types,
thatcancarry extendednformation. We have implementedust
sucha new paclet type for MmINC reporting;the paclet format
is describedn Sectionlll-E; this descriptionis drawvn from the
(unpublishedformatin [14].

The RTP speci cationrecommendshat RTcp trafc belim-
ited to 5% of overall RTP trafc. Of this, 25% shouldbe allo-
catedto the datasendersgcollectively, and that the remaining
75% be availableto the recevers. Since,in our model,there-
ceivers sendthe MINC reports,we are constrainedo working
within just 3:75% of overall sessiorbandwidth. (ThoughrTP
allows theseproportionsto be adjustedconstrainingvinc re-
portingin thisway makesit compatiblewith standarcaudioand
videosessionsasopposedo dedicatedneasuremergessions.)

Now, RTCP hasabuilt-in scalingmechanisnto controlreport-
ing bandwidth.To decidewhento sendits periodicRTCP report,
eachparticipantsetsa timer. Thetimer settingis a function of
the recentlyobsered RTCP traf ¢ from otherparticipants.By
trackingthefrequeng andsizeof RTCP reportstheparticipants
collectively constrainRTCpP within the speci ed limit.

StandardrTCP reports,sincethey reportonly averageloss
rates,have a sizethatis largely independenbf the numberof
pacletsreportedon. The scalingmechanisnonly hasto trade
off the size of the recever setwith the frequeng of reporting.
By contrast,the size of MINC reportsgrows with the number
of pacletsto be reportedon, sincewe wish to reportthe loss
statusof individual paclets, rather than just an averagerate.
Clearly then, when the numberof MINC recevers exceedsa
certainlevel, the constrainedbandwidthwill not be sufcient
to accommodatevINC reportson all paclets, even if reports
arecompressedThe questionof how to reportsufcient infor-
mationfor mINC inference,while conformingto the reporting
bandwidthconstraintjs a majorconcernof this paper

B. BandwidthConstraintsand MINC Reporting

Let usseewhatit meango t MINC reportinginto 3:75% of
atypical single-sourcaudiosession With their smallfrequent
paclets,audiosessionpresenthe greatesthallengefor MmiNC
reporting.

Every time thatanRTP recever reports,it sendsacompound
paclet of several RTCP pacletsstaclkedtogethemwithin a single
UDP paclet. A typical compoundpacletincludesa 32 octetRrR
paclet and a 36 octet SDES CNAME paclet [25]. Add to that
the headeroverheadfor upp (8 octets)andip (20 octets),and
the UuDP paclet contains96 octetsbeforeallowing for a MINC
paclet. The RTCP paclet thatwe have designedor mINC data
(seeFig. 4) hasa 24 octetheadersothetotal overheads 120
octets.

If therearem octetsof MINC dataon averagein an RTCP
paclet, andtherearen receverseachsendingreportsat a rate
of r RTCP paclets/secthentherecevers' collective ratemaybe
expressedas (120 + m)nr octets/sec.This mustbe lessthan
or equalto the allocatedreportingbandwidth,b. Thusthe con-
straintonthe MINC datais:

m6£

e 1)

GsM is oneof theaudioencodingsiescribedn theRrTP “Au-
dio/Video Pro le” [26, Section4.5.8]. Its datarateis 13,200
bps(16500ctets/sec)sentin quantaof 33 octets.Accordingto
bestcurrentpractice[15, Section4], eachrTpP paclet carries4
GsM framesresultingin anrTP rateof 12.5pacletspersecond.
To nd the correspondingrTP sessionbandwidth,add header
overhead(20 octetsipP, 8 octetsubpP, and 12 octetsrTP) for a
172 octetRTP paclet. At 12.5paclets/secthe databandwidth
is 2,1500ctets/se¢17,200bps). This is 95% of the overall ses-
sion bandwidth;thusb, the 3.75%availableto all receversfor
their RTCP paclets,is approximately85 octets/se¢679bps).

Sincea minimumsizefor the MINC datais a 32 bit (4 octet)
word, we musthave nr 6 0:69. This is a severe constraint.
Whenn > 40recevers,eachcouldreportonly aboutonceev-
ery minute. Oncereportingtimescalesapproachminutesrather
thansecondsRTcP's primaryfunction,to provide feedbackbe-
comesmpededn its ability to signalsuchthingsascongestion
in atimely manner

Furthermoreraw MINC reportscannotkeepup with the data
rate undertheseconstraints. Recall that the datarateis 12.5
paclets/sec.This yields 750 datapacletsin the oneminutere-
portinginterval. If we allow for onebit to reporton eachdata
paclet, therewould have to bem = 94 octetsavailablein the
RTCP paclet. But our calculationshave allowedfor onlym = 4
octets.In thesecircumstanceghe bandwidthof reportsexceeds
the constraintby morethan25:1. However, the bestcompres-
sion ratio for lossreportsthat we know of [18] is only about
5:1. Allocating more spacefor MINC datacan easethis con-
straintsomevhat, but only by incurringthe costof lessfrequent
reporting.

Sincelossreportsare not backlogged.and we alsowish to
keepreportscurrent,MINC receverswill have to omitinforma-
tion on someprobesrom their reports.We call this thinning. In
someways, the foregoing estimatesvereconserative, e.g.,the
applicationmightrequiremorefrequentfeedbackpr groupsize

120
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Fig.2. COORDINATION AND OVERLAP. Differentthinningfactorst appliedto
recever lossreports. In the example,reportsfrom all receversare present
for sequencenumbersdivisible by 8 (strongly outlined), reportsfrom re-
ceversA,C andD are presentfor sequencenumbersdivisible by 4 (also
weaklyoutlined).

might be larger We canthereforesaythatthereare a rangeof
circumstancesinderwhich thinning of MINC lossreportswill
benecessary

C. Thinningof LossReports

Fromthediscussiorof the previoussectionit is clearthatthe
mflect programthatrunsin MINC receversrequiresthe ability
to thin lossreports. The discussiorof Sectionll stressedhat,
for theaccurayg of MINC inferencejt is desirabledor receverre-
portsto overlap meaningthatreceversshouldreport,asmuch
as possible,on the sameset of probes. Note that, dueto the
heterogeneityf network conditions receversin the samemul-
ticastsessiommayform differentestimate®f thegroupsize,and
somay disagreeon the dggreeof thinningrequired,or whether
it is requiredatall. Thusobtaininggoodoverlapbetweertheset
of recever reportspresentsus with a distributed coordination
problem,a solutionto which we now describe.

Eachrecever runningmflect keepsa buffer containingout-
standingloss reports,i.e., thosewhich have not yet beendis-
patchedvia RTCP. Prior to the sendingof an RTCP paclet,
mflect Sselectssomenumberm of reportson the leastrecently
receved probes. (We describehow this numberis determined
in Sectionlll-D belaw; the valueis selectedndependentlyof
the thinning mechanism). To meetits bandwidthconstraints,
mflect calculatesanupperboundbm=tc ontheportionof these
reportgthatit cansendwheret is apositive integer: thethinning
factor.

The thinning operationentails subselectingrom the m re-
ports only thoseon probeswhoseRTP sequencanumbersare
divisible by t. Using sequenc@umbersasa criterionfor selec-
tion allows coordinationof the reports: two recevers sending
a thinnedreporton the samesetof probes,andemploying the
samethinningfactor will have perfectoverlapbetweertheirre-
ports.

Nonethelesswhenthinning factorsaredistinct betweendif-
ferentrecevers,overlapcanbepoor. Considerfor example,one
receverthatcalculatesa thinningfactort = 4, andanotherthat
calculateg = 5. Theirreportswill coincideonly for onein ev-
ery twenty probes.A principal contribution of this paperis the
insightthat overlapcanbe enhancedy restrictingthe allowed
factorst to besomepower p of acommonnumberk. Thisis be-
causentegersdivisible by kP form asubsebf thosedivisible by

kP’ whenp > pC With this restriction,whentwo receverssend
thinnedreportsonthe samesetof probesthe moreaggressiely

thinnedreportswill alwaysbe presentamongsthe lessaggres-
sively thinnedreports;seeFigure2. In fact, we chosek = 2,

sincethis yieldsthe smallesjumpsin thinningfactors.

Priorto thesendinganRTCP paclet, mflect determinegfrom
information suppliedto it by RTCP) the maximumspaces al-
lowed for reports, excluding overhead. Assumingthat report
compressiolis notemployed,mflect  thinsthereportswith fac-
tort = 2P wherep = dog,(m=s)e. Compressiomodi es this
calculationsomavhat,aswe seein Sectionlll-F.

Reportthinning thatis baseduponsequence&umber asde-
scribedhere,is agenericservicefor accommodatingpandwidth
constraintslt is orthogonato, andthuspermits,otherforms of
reportthinningthatarespeci cally adaptedo theneedf given
applications. For instance,an applicationmight prioritize in-
formationfrom thosereceversthat experiencehigh end-to-end
lossrates.However, we notethatin our schemethe bandwidth
costof sendingreportsfrom low lossreceversmayin ary case
be quite small, sincesuchreceversgenerallyhave highly com-
pressibletraces,aswe discussin Sectionlll-F. Furthermore,
the high-lossrecevers would still face bandwidthconstraints
for their reportsandwould bene t from a genericthinningtech-
niguethatwould allow themto meetthoseconstraints.

We remarkthatin our currentimplementationrTCp paclets
have a size x ed at the maximumtransmissiorunit (MTu) for
thelink layer Thusthereportcapacitys is x edatthemTu mi-
nusoverheadperRTCP paclet. If thereis morethanonesender
thespacewvouldbeallocatedo reportsoneachsendein propor
tion to the numberof eventsto bereporteduponfor thatsender

Thenew RTCP paclettypethatwe have speci edfor MINC re-
porting (Fig. 4) includes alongwith thelossreports arecordof
theinitial and nal sequencaumbersf the probeseportecon,
andthinning factorand compressiorused,if ary. This allows
the inferenceengineto reconstrucindicatorvariablesx’ (in-
dicatingabsencer presencef probei attherecever)for those
reportsthat survived the thinning process.All otherprobesare
assignedheunde nedstate.

D. ReportLossandAlignment

RTcpP usesuDP for transmissiorandis henceinherentlyunre-
liable. If anRTCP pacletfails to reachaninferenceengine the
stateof all probesreportedn the paclet becomesinde nedfor
thatreceiver. RTCP paclet lossmilitatesagainstgood overlap
betweerreportsfrom differentreceversif thesequenceumber
boundarieshatdelineaterTCP reportsareallowedto developin
anunrelatedvay.

Alignmentis promotedhroughsuitablechoiceof thenumber
m of probesto beincludedin a given RTCP report. Ourimple-
mentationhasthe option to align MINC report boundarieson
multiplesof powersof 2 in the sequenc@umberspace mflect
nds the largestsuchpower 2P thatis lessthanor equalto the
numberof outstandingprobes. It thenselectsfor reportingall
outstandingrobesvhosesequencaumbersarelessthehighest
multiple of 2P thatis lessthanor equalto the sequenceumber
of themostrecentlyreceved probe;seeFigure3.



probe seq #: 1024 2048 3072 4096 5120 6144

A's trace:

B's trace: m—m

C’s trace: E—
D’s trace: N

RTCP packet: mmmmm transmitted lost

probe seq #: 1024 2048 3072 4096 5120 6144

A’s trace: m— |

B’s trace: N I

C’s trace: I |
D’s trace: N I S

Fig. 3. ALIGNMENT. Withoutalignment(left), sequenc@umberboundarie®f RTCP pacletsarenot coordinatecamongstecevers,andhencerTcp pacletloss
givesriseto compl patternof overlap(asdelineatedy verticallines). Alignmentof pacletboundariegright) promotesoverlapin thepresencef RTCP loss.

E. rRTcP padketformatfor MINC reporting

Figure 4 detailsthe format of the RTCP paclet we have de-
ned for MINC lossreports. The RTP speci cationde nesonly
someof the headerelds. We useAppP (Application-speci ¢)
paclets,de nedin Section6.60of theRTP speci cation[25]. The
pacletconsistof aheaderfollowedby oneor moreblocks,one
block beingusedpersourcereportedon.

Theheadeis asfollows. V is version2 of theRTP protocol.P
is thepadding ag, anRTP featurethatwe do not use,sowe set
thisto zero.PTis the paclet type; 204 indicatesan APP paclet,
usedfor experimentalpurposes.The four Ascli charactersM
I N C” identify the paclet asa MINC report. The subtype eld
is for our use,andwe setit to 2 to indicatethatthe paclet con-
tains“loss blocks”. Othersubtype elds indicatereportingof
otherquantities suchasdelays.Packet lengthis the numberof
32-bit words minusonefor the APP paclet. mflect writesits
SynchronizatiorSource D (SSRC) into theheader

Theblock is organizedasfollows. The rst byteis theblock
type, setto 9, our identi er for this particularformat. The sec-
ondbyteis the thinning exponentp, whichidenti es athinning
factor2P. The third andfourth bytesarethe block length, the
numberof 32-bit words minusonein the currentblock. The
next four bytesarethe ssrRc of the sourcebeingreportedupon.
begin _seq is the RTP sequence&umberof the rst probebe-
ing reportedupon,end _seq is 1 plusthe RTP sequencaumber
of thelastprobebeingreportedupon.

The remainderof the block comprisesa numberof 16 bit
chunks. The rst bit of the block (C, for chunktype) identi-
es the chunkaseitherabit vector(C=1) or a runlengthchunk
(C=0). For arunlengthchunk,the secondbit (R) identi es the
runtype,i.e, receivedpaclets(R=1)orlossegR=0). If required,
paddingto the 32 bit boundaryis performedwith the null chunk
(O throughout).

F. Compessionof LossReports

Paclet lossprocessesn the Internethave beenshavn to ex-
hibit autocorrelatiorf2], [20], [30]. Runsof lossevents,inter-
spersedvith runsof paclet receiptevents,provide a structure
thatallows for tracecompressionWe implementcompression
throughrunlengthencoding(RLE) by greedilyemplgying run-
lengthchunksin the paclketsdescribedn the previous section.
In experimentusingmulticasttracedatacollectedon the NIMI
infrastructureRLE is foundto provide tracecompressiomf 2:1

0 1 2 3
01234567890123456789012345678901

V:Z‘P‘subtype:Z‘ PT=APP=204 \
SSRC of mflect

packet length

"MINC"
block type=9 ‘thinning expnt ‘ block length
SSRC of source
begin_seq end_seq
chunk 1 chunk 2
‘ chunk n-1 chunk n

additional blocks (if other sources)

8123456789312345
‘C‘ bit vector ‘
0 1

0123456789012345
‘C‘ R‘ run length ‘

Fig. 4. RtcP paclet formatfor MINC reporting;seeSectionlll-E for descrip-
tion.

or betterwhen end-to-endpaclet loss ratesare within 10% of
eitherzeroor one.

Other compressionrmethodspromise better results. Prior
work in [18] usedmulticastlosstracescollectedontheNimi in-
frastructure It comparedRLE with Huffmancoding,arithmetic
encodingBwT, andppM. Huffmanwasjudgedbestoverall, of-
feringbetterthan2:1 compressiomcrossheentirerangeof loss
rates,and5:1 at low or high losses thoughoccasionakxpan-
sionis possible Practicaimplementatiormquestionssuchasthe
numberof passeso applyin encodingthe symbolsizeto use,
how oftenandin whatform to transmitthe encoding/decoding
tree,etc.,have yetto beevaluated.

All of thecompressiomethodssureyedareunpredictablén
how well they will performonary giventrace.In ourimplemen-
tation, mflect maintainsan autorgressie (i.e. exponentially
smoothedpstimateof the compressiomatio % where%> 1 in-
dicatescompressionlt update$sat eachreportinginterval i as
%= 0:4%+ 0:6%where% is thecompressiomctuallyachieed
in thatinterval. Oneestimates maintainedper datasource to
exploit ary predictabilityprovided by the end-to-endpath.



The useof reportcompressiorcomplicateghe thinning cal-
culation somevhat. Insteadof using the actual spaceavail-
able, s, as describedin Sectionlll-C, mflect usesan esti-
mateof the effective space %s It thinswith a factor2P where
p = dog,(m=(%3)e prior to compression.The compression
algorithmthen scansthroughthe thinnedreportsuntil they, or
the reportingcapacitys, have beenexhausted.Becauseof the
unpredictabilityof compressiontheremay be thinnedreports
that exceedthe reportingcapacity They could at this point be
discarded.In our implementationwe have taken a more con-
senative approachijn which all reportsfrom the original block
of m unthinnedreports,and whosesequenceumbersexceed
that of the lastcompressedeport,arereturnedto the buffer of
outstandingeports,andareeligible for transmissiorin the next
RTCP paclet. It is worth remarkingsuchdatawill not become
stale,sinceary buildup of returnedreportswill beeliminatedin
thenext report,by theirtransmissiorand,if necessarythinning.

G. Translatos andMixers

The RTP speci cation allows for translatos and mixers:
agentghatforwardan RTpP datastreamfrom onenetwork cloud
to another possiblytransformingit in the process.The role of
suchanagentmightbeassimpleasretransmittingdataacrossa

re wall. It mightbeascomplicatedasre-encodingideoframes
atalowerresolutionandcombiningmultiple audiostreamsnto
asinglestreanthatmutesall but onesourceatatime, to accom-
modatereceversonalow bandwidthnetwork segment.A trans-
lator retransmitseachsources datastreamseparatelywhereas
amixer combinesstreamsdnto a new streamfor whichit is the
new effective source Both maytransformthe data.

We have not implementedranslatorsor mixersin our thin-
ning study However we can describethe mannerin which
thinnedRTCP lossreportsshouldinter-operatewith translators
andmixers. If atranslatorforwardsa datastreamunmodi ed,
thenthe RTP speci cation states[25, Section7.2] that it may
forwardthe RTCP paclketsunmodi ed. As acomponenbdf these
RTCP paclets,thinnedlosstracesshouldbe forwardedunmodi-

ed. At theotherextreme,if atranslatoror mixer signi cantly

altersthedatastreanthen,in accordancevith theRTP speci ca-
tion [25, Section7.3], the agentshouldnot forwardlosstraces.
Insteadjt mayreportthelosseghatit itself obseres,reporting
to eachnetwork cloudto which it is connectednly onthedata
streamswithin thatcloud.

An interestingsituationarisesvhena simplemappingcanbe
establishedbetweerincomingdatapacletsandthe pacletsthat
atranslatorsendsonwards. For someapplicationsa translator
couldbethinningthe datastream forwardingevery third or ev-
ery fourth paclet, for instance. We may askhow lossreports
shouldbe forwarded,bothin the directionof the data o w and
in thereversedirection. In the directionof thedata o w, if data
is beingthinnedthenthe bandwidthconsumedy lossreports
shouldalsobereduced.Thetranslatorcanapply a furtherlevel
of thinningto thelossreports.ldeally thethinnedreportswould
correspondo forwardeddatapaclets. In the reversedirection,
lossreportscanbe forwardedunmodi ed with careis taken so
thatdatathinning by thetranslatoris notreportedasloss. From
the perspectie of otherrecevers,the reportscomingfrom re-
ceiversthatarebehindthetranslatorwould simply appeato be

morehighly thinnedthanotherreports.

IV. THE BENEFITS OF GOOD OVERLAP

Even with extendedinference,it is advantageous—foen-
hancingestimatoraccurag—to encourageaeportsfrom differ-
entreceversto overlapasfar aspossible,in the sensehatre-
ceiversshouldtendto reporton the sameprobes.

Notethat,whetherapplyingtheextendednferencealgorithm
from [11] to incompleteoutcomes(with or without enhanced
overlap), or restrictingthe original algorithmfrom [3] to com-
plete outcomesthe resultingestimatorsare both consistentn
thatinferredlink probabilitiescorverge to their true valuesas
the numberof probesgrows. However, therate of corvergence
canbe very differentin eachcase,with larger ratesleadingto
reductionin thevarianceof thecorrespondingstimates.

Weillustratethiswith thefollowing simplecase Consideiin-
ferenceontreewith r recevers,usingn probes.f thecomplete
outcomesvereknown for all probes estimatorvariancewould
behaeasn ! forlargen. Thisis basicallyaconsequencef the
CentralLimit Theorem;see[3] for detailsin this context. Sup-
posenow thatonly aproportionp of all receverreportsreached
the inferenceengine,andin particularassumea simple model
in which eachreportis independentlyresentatthe enginewith
probabilityp. In this model,therewould beroughlynp’ probes
on which the completeoutcomewould be known. The com-
pletedataestimatorappliedthesereportsalonewould thushave
variancethatbehaesasn *p ' for smallp. This grows very
rapidly with thenumberof receversr.

For the samemodel, estimatorvariancefor the incomplete
dataalgorithmof [11] canbe shovn to behae asn *p 2 for
smallp. Thisis becausdor smallp, the dominantcontritution
to the estimatoris provided by componentgrom two recever
subtreesof the logical multicasttree; the numberof probes
which are receved at both recevers of the subtreeis roughly
np2.
If successfutransmissionoverlappedperfectly acrossdif-
ferentrecevers, then completeoutcomeswould be known for
roughly np probes. Varianceof the extendedestimatorwould
thenbehae asn p 1, i.e., smallerthanwhenappliedto in-
dependentlypresentreports,and far smallerthan that for the
completedataalgorithmon the samereports.In practice over-
lap will not be perfect,so we expectestimatorvarianceto be
intermediatebetweenn p ! andn !p 2, dependingon the
degreeof overlap.

V. EXPERIMENTAL EVALUATION

We evaluatedour the effectivenessof our approachthrough
experimentausingthe following criteria: (i) conformancef re-
portingbandwidthwith theconstraint®f theRTcp standard(ii)
the effectivenesof coordinatedhinningin promotingoverlap;
(iii) the effectivenessof reportalignmentin promotingoverlap;
and(iv) theaccurag of link lossrateinferenceandthebene ts
in accurag enjoyed by using coordinatedthinning and report
alignment.

A. ExperimentalCon guration

In orderto facilitate larger scaleevaluation, while avoiding
the compleities of a fully- edged instrumenteddeployment,



we supplementthe recever's and inferenceengines normal
functionswith a“simulationmode”to simulatethelossof probe
andRTcCP reportpaclets. In this mode,all receversandthein-
ferenceengineexecuteon the samehost. Insteadof receving
actualprobepacletsfrom the network, eachinstanceof mflect

is driven by an eventstreamof simulatedprobepaclets. These
probepaclets are generatediccordingto the independentoss
modelof Sectionll, for a giventopologyandlink transmission
rates.Thinningandalignmenttake placein the usualexecution
of mflect , and RTCP paclets are propagtedin the network.
However, this propagtionis trivial sinceall instance®f mflect
are associatedvith the samephysical interface of the hoston
which the simulationexecutes.The instancesredistinguished
by their ssrc, morethanoneof which canbe associatedvith
a given host. Eachmflect is instrumentedo keepa full trace
of receved probesthatwe useto determinethe effectivenesof
thinning andalignmentin promotingoverlapandinferenceac-
curag. Theinferenceenginealsoexecutesasimulationmodein
whichreportpacletsarelostindependentlyith a givenproba-
bility.

The simulationtopologywasa balancecdinary treewith 16
recevers. Thenumberof receverswasconstrainedy thenum-
ber of copiesof mflect thatcould comfortablyrun on a single
host. We conductedwo setsof 30 experiments.In the rst set,
link loss probabilitieswere chosenrandomlybetweenl% and
10%, in the secondthey were chosenrandomlybetween0.1%
and 1%. Althoughthe rst caserepresentprobablythe best
that can be currently be achieved multicastingin the Internet,
thesecondcaserepresents potentialrangeof interestfor appli-
cationsthatmay utilize amorereliablemulticastnetwork in the
future.

We generatecgrobetrafc with mgen, a paclet generating
programthat we con gured to sendpaclets at a size andrate
conformantwith a Gsm audiohost,asdescribedn Sectionlll-
B. To compensatéor the smallnumberof recevvers,we trans-
mitted at ten timesthe allocatedsessiorbandwidthrate, using
tensimulatedaudiosourcesThis hasthe effect of reducingthe
availablereportingspacen the outgoingRTCP paclets,requir
ingthemflect hoststo thintheirtracesasif they werein alarger
session.Probesweretransmittedfor 500 secondsandrecords
werekepton 6000probesfrom eachsource.

B. Conformanceavith RTcP BandwidthConstrints

We describedhe RTCP bandwidthconstraintdn Sectionlll-
B. To recap,the datareceversin an RTP sessiorareto collec-
tively restrictthemselesto 3:75% of the overall sessiorband-
width. In the caseof a single-sourceudiosessionthey areal-
locatedapproximately85 octets/secontb shareamongsthem-
seles (and we maintainedthis limit, thoughwe increasedhe
numberof sources)In extendingRTCP to includeMINC traces,
ourgoalhasbeento work within theseconstraintssothatmiNC
inferencecan coexist in the samesessionsasaudioandvideo
applications.

OurRTCP extensionsverebuilt ontopof theucL RTP library,
which implementsthe RTCP scalingmechanism.We testedto
verify thatinclusionof MINC reports someverylarge,andvary-
ing in sizeover time, doesnot stressthis mechanisnin sucha
way asto violatethe constraints.

0.5 . . , . i ' '
experiment: coordinated thinning —+—
theory: random thinning > 1

proportion

10
successful reports

0 2 4 6 8 12 14 16

Fig. 5. OVERLAP AND THINNING: proportionsof successfuteportsfor co-
ordinatedthinning,andtheoreticaproportionsfor randomthinningat same
meanrate. With coordinatedhinning,over 45%of probeshave eitherall or
no reportspresentjndicatinggoodoverlap.

Veri cation usedtcpdump to track the size and timing of
paclets. Adding 20 octetsto eachuDP paclet sizeto account
for thei1p headerwe trackedthetotal numberof octetstransmit-
tedby themflect receversover the courseof anexperimental
run, thetimesof the rst andlastpaclets,andthetotal number
of pacletssent. This lastvaluewe veri ed againstthe mflect
paclettrace.

In atypical trace,the mflect s sent58 paclets, containing
83; 036 0octetsin the courseof 981 secondsAdjustingthedura-
tion by 59=58, we arrive at a bandwidthof 83.2 octets/second,
whichis conformant.Thisdespitepacletsizesrangingfrom 472
octetsto 1; 512 octets.Thelargestpaclet sizescorrespondetb
themTu of theuctL library.

Viewing themflect traceswe seethateachpacletcontained
reportsuponeachof the tendatasourcesfor a total of 580 re-
ports. Half of these 290, werewithout thinning; 240emplo/ed
athinning factorof 2; and50 emplgyed a thinning factorof 4.
Thesevaluesare typical, thoughwe have occasionallyseena
thinningfactorof 8.

C. OverlapandThinning

Figure 5 shavs the experimentalproportionsof successful
loss reportsfrom 16 recevers, comparedwith the theoretical
proportionswith randomthinningat the samemeanrate. Recall
thatoverlapis promotedwhenthe distribution is moreconcen-
tratedtowardstheextremeq0 and16), for thenreceverstendto
report(or omit to report)on the sameprobes.For randomthin-
ning,thetheoreticaproportionsaremaximalnearthemearrate.
With coordinatedhinning,over 45% of the probeshave reports
for eithernoor all probesjndicatingthatoverlapis signi cantly
betterthanwould be obtainedwith randomthinning.

D. OverlapandAlignment

We now demonstratéow alignmentof reportpaclet bound-
ariescanpromoteoverlapin the presencef RTCP reportloss.
Considerthe numberof reportson a given probethat are re-
ceivable, by which we meanthe numberof reportsthat, if not
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Fig. 6. OVERLAP AND ALIGNMENT: proportionsof probereportsrecevable
after RTCP reportlossat 10%. Overlap enhancedi.e. distribution more
concentrate@t extremes)with alignment.

thinnedout by mflect , could be successfullytransmittedto
the inferenceengine. At our option, alignmentof RTCP report
boundarieganbeturnedoff on mflect
Figure 6 shawvs the experimentalproportionsof probereports
in a regime of 10% averageRrTCP reportloss. Without align-
ment,thenumberof recevablereportsis clusteredarounda sin-

gle peaknearll1. With alignmentthe peakbecomeseparated

into two groupsof higherandlower numberof reportsndicat-
ing betteroverlap.

E. Accuracyof Inference

In orderto demonstrat¢he accurag of inference andhow it
is promotedby overlap,we compareghefollowing setsof quan-
tities: (i) the modellink transmissiorrates ; (ii) the inferred
link transmissiomatesbcomp basedn completedataasseenat
therecevers;(iii) theinferredlink transmissiomatesb basedn
reportsreachingheinferencesngine assubjecto boththinning
andrTcCP pacletloss;and(iv) theinferredlink transmissiomate
branbasednreportsontheinferencesngine but subjectto ran-
domratherthancoordinatedhinning.

Given a thresholdlossrate” > 0, we comparemodeland
inferredtransmissiomates, x andby for agivenlink k through
theerror factor.

maxf 1 g

F"( k; bk) = eXp |Ogmf1—bk"g

(2

~

The error factoris the factor by which the correspondindoss
ratesdiffer, whereeachis takento be no lessthan". Thuswe
canthink of anerrorof p% asrepresentethy anerrorfactorof
1+ p=100 In theexperimentshere we have choserl' = 10 4,
oneorderof magnituddower thanthelowestlink lossrateused
in the simulationof probeloss.

Supposewe have a setof pairs of model and inferred link
transmissiomatesgatheredover all links duringmultiple simu-
lations. We summarizehe setof pairwiseerrorfactorsthrough
a rohust estimateof the centerof their distribution, namelythe

for evaluationpurposes.

probe errorfactors
loss becomp| b | bran
1%-10% || 1.05 | 1.08| 1.11
0.1%-1%| 1.20 | 1.27 | 1.64
TABLE |

INFERENCE ACCURACY AND THINNING: TWO-SIDED
QUARTILE-WEIGHTED MEDIAN OF ERROR FACTORS. SUBSTANTIAL
REDUCTION IN ERROR IS OBTAINED BY USE OF COORDINATED AS OPPOSED
TO RANDOM THINNING, PARTICULARLY WITH LOW LOSS RATES.

report | b error
loss | factors
5% 1.08
10% 1.09
50% 1.34
TABLE I

INFERENCE ACCURACY AND REPORT LOSS: ERROR FACTORS, AS
FUNCTION OF REPORT LOSS RATE. (LINK LOSS RATES FROM 1%T0 10%)

two-sidedquantileweightedmedian:

Qo:25 + 2Qo:5 + Qo:75 .
2 ;
whereQ, is the p"-quantileof thethe errorfactors.
Table | shavs two-sidedquartile-weightednedianof error
factorsin the two lossrateregimes. The rst column (bcomp)
representghe bestaccurag available by MmINC inferenceus-
ing all recever data. For the higherlossregime, the additional
error attributable to randomthinning (third column, byap) is
1:11  1:05= 6%. Thisis halved (to 1:08 1:05 = 3%) by
coordinatedhinning (seconccolumn, b). Thebene ts of coor
dinatedthinningareevenmorestriking in thelow lossregime.
Tablell shaws the growth in error factorsas a function of
the rate of lossof RTCP paclets. Obsenre that errorsare quite
insensitve to moderatdossesjncreasingonly from 8% to 9%
asthelossrateincreases$rom zeroto 10%.

®3)

V1. CONCLUSIONS AND FURTHER WORK

This paperhasde ned and implementedan architecturein
which a scalableandinformal infrastructurefor multicastend-
to-endmeasuremenrdnd reportingis embeddedn a transport
protocol, RTP, using applicationhostsand measuremengénd-
points. This approachasanumberof bene ts: scopgany mul-
ticastgroupmembercanactasa sourceor recever of probes,
or asaninferenceengine) scalability(regulartraf ¢ constitutes
the probes,andRTcP manageshe bandwidthof reporttraf c),
anddeployability (it canbeincorporatednto multicastapplica-
tions).

Becausewe intendedloss reportsas input for MINC infer-
ence,we took stepsin our implementatiorto enhanceaccurag
in the faceof thinning (i.e. the deliberateomissionof probere-
portsin orderto ful Il constraint®nRTCP reportingbandwidth)
andRTCP reportloss. Thesestepspromotedthe overlap of re-
ports from differentreceversthroughdistributed coordination



of probereportthinning and RTCP reportalignment. The ex-
tendedmINC estimatoris tolerantof missingdata,but is more
accuratevhenreportsoverlap,i.e., whenreceversreportmore
onthesamesetof probes.Ourexperimentalwork demonstrated
the bene ts for accurayg of theseapproachesestimationerror
arisingfrom thinning andreportlosswashalved (for link loss
ratesin the 1% to 10% range)and strongly reducedfor lower
lossrates(down to 0.1%). Estimationaccurag of 1 partin 10
wasobtainedor the higherrangeof link loss,with betterthanl
partin 3 for thelower rangeof link loss. This wasfrom probes
generateattherateof regularaudiosourceover adurationof a
few hundredseconds.

Furtherwork in progresss to evaluatethe approachn areal
network. To this end,we are currentlydeploying our software
ontheNimI infrastructure.This will allow usto assessheim-
pacton inferenceaccurag of actualpatternsof probeandre-
portloss,ratherthantheidealizationembodiedn our statistical
model. Theseexperimentscantake advantageof the schedul-
ing and trace collection functionsof NimMI. Accuray will be
assesselly comparinglink lossrateestimategrom theincom-
pletedata,with thoseobtainedusingfull tracescollectedin the
NIMI hosts. The accurag of the latter hasbeenestablishedn
[4].

Futurework will be to integratethe software, alongwith a
topology inferencecapability into a real-timemulticastappli-
cation. This could be usedto provide a real-time readoutof
network-wide performanceeitherfor usersor for useby those
applications.
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