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Abstract—Weexplore the useof end-to-endmulticast traffic asmeasure-
ment probesto infer network-internal characteristics. We have developed
in an earlier paper [2] a Maximum Likelihood Estimator for packet loss
rates on individual links basedon lossesobservedby multicast receivers.
This technique exploitsthe inherent correlation betweensuchobservations
to infer the performance of paths betweenbranch points in the multicast
treespanningthe probesourceand its receivers.We evaluatethr ough anal-
ysis and simulation the accuracy of our estimator under a variety of net-
work conditions. In particular, we report on the error betweeninferr ed
lossrates and actual lossrates as we vary the network topology, propaga-
tion delay, packet drop policy, background traffic mix, and probe traffic
type. In all but one case,estimatedlossesand probelossesagreeto within
2 percent on average. We feel this accuracyis enoughto reliably identify
congestedinks in a wide-areainternetwork.

Keywords—Internet performance,end-to-endmeasuements,Maximum
Likelihood Estimator, tomography

. INTRODUCTION
A. BadkgroundandMotivation

Fundamentahgredientsn thesuccessfullesign controland
managementf networksare mechanismgor accuratelymea-
suring their performance. Two approacheso evaluatingnet-
work performancehave been(i) collecting statisticsat inter-
nal nodesand using network managemenpackagego genef
ate link-level performanceeports;and (i) characterizinghet-
work performancebasedon end-to-endbehaior of point-to-
pointtraffic suchasthatgeneratethy TCPor UDP A significant
drawvbackof the first approaclhis thatgainingaccesdo a wide
rangeof internalnodesin an administratvely diversenetwork
canbedifficult. Introducingnen measurememhechanismsto
thenodeghemselesis likewisedifficult becausé requiregper
suadinglarge companiego altertheir products.Also, the com-
positionof mary suchsmallmeasurement® form a pictureof
end-to-engerformances not completelyunderstood.

Regardingthe secondapproachtherehasbeenmuchrecent
experimentalwork to understandhe phenomenologyf end-
to-endperformancege.g., see[1], [3], [15], [20], [22], [23]).
A numberof ongoingmeasuremennfrastructureprojects(Fe-
lix [6], IPMA [8], NIMI [14] andSurweyor [31]) aimto collect
and analyzeend-to-endneasurementacrossa meshof paths
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betweena numberof hosts. pat hchar [11] is underevalua-
tion asatool for inferring link-level statisticsfrom end-to-end
point-to-pont measurementddowever, muchwork remainsto

bedonein this area.

In arecentpaper2], we consideredhe problemof character
izing link-levellossbehaior throughend-to-endneasurements.
We presentech new approachbasedon the measuremenand
analysisof theend-to-endossbehaior of multicastprobetraf-
fic. Thekey to this approachs that multicasttraffic introduces
correlationin theend-to-endosseaneasuredby recevers. This
correlationcan,in turn, be usedto infer thelossbehaior of the
links within the multicastrouting tree spanningthe senderand
recevers. Our principal analyticaltool is a MaximumLikeli-
hood Estimator(MLE) of the link lossrates. This estimateis
derived underthe assumptiorthat link lossesare describedoy
independenBernoulli losses. The datafor this inferenceis a
recordof which of n probeswere obsered at eachof the re-
ceivers. We have shavn that theseestimatesare strongly con-
sistent(corvergealmostsurelyto thetruelossrates).Moreover,
the asymptoticnormality property of MLEs allows us to de-
rive anexpressiorfor their rateof corvergenceto thetruerates
asn increases.The presenceof spatialand temporalcorrela-
tion betweerlossesvouldviolatetheassumptionsf themodel.
However, we shavedin [2] thatspatialcorrelationsdeformthe
Bernoulli basedestimatorcontinuously(i.e. small correlations
giveriseto only smallinaccuracies)Moreover, thedeformation
is asecondordereffectin thatit depend®nly onthe changdn
losscorrelationshetweendifferentpartsof the network. Tem-
poralcorrelationgdo not alterthe strongconsisteny of the esti-
mator;they only slow therateof corvergence.

We ervisagedeployinginferenceenginesas part of a mea-
surementnfrastructurecomprisedof hostsexchangingprobes
in awide-areanetwork(WAN). Eachhostwill actasthesource
of probesdown a multicasttreeto the others. A strongadwan-
tageof using multicastratherthanunicasttraffic is efficiency.
N multicastsenersproducea networkloadthatgrows at worst
linearly asa function of N. On the otherhand,the exchange
of unicastprobescanleadto local loadswhich grow as N 2, de-
pendingonthetopology

B. Contribution

Whereaghe experimentalcomponenif our previous work
focusedon comparinginferredandactualprobelossesthe fo-
cusof this paperis on askinghow closearethe inferredlosses
to thoseof backgroundraffic. We dothis underavarietyof net-
work configurationsThesearespecifiedoy varyingthefollow-
ing: (i) networktopology(ii) backgroundraffic mix (iii) packet



Fig. 1. A two-leaflogicalmulticasttree

droppolicy (iv) probetraffic type,and(v) networkpropagation
delay In analyzingpotentialdifferencesdetweeninferredand
actuallosseswe identify threepotentialcauses.

The first is the statisticalvariability expectedon the basis
of thelossmodel. The generaltheoryof MLE's furnishedthe
asymptoticvarianceof the estimatorsasthe numberof probes
grows. Thesetell us how mary probesmustbe usedin order
to achiere measurementsf a desiredlevel of accurag. It can
be shavn that the asymptoticvarianceof eachestimatedoss
probability is, to first order equalto the true loss probability
and otherwiseindependentf the topology The role of such
theoreticalvaluesis to establisha baselinefor varianceof loss
estimate®f backgroundraffic.

The second potential cause of differencesis the non-
conformancef probelossedo theBernoullimodel.In practice
wefind quitecloseagreemenbetweerinferredandactualprobe
losses. An examinationof the underlyingloss processshowvs
that deviations from the Bernoulli modelare quite small. The
correlationbetweenpacketlosseson differentlinks is usually
lessthan0.1.

The main contribution to the differencecomesfrom differ-
encesin the loss patternsexhibited by probe and background
traffic. We have mainly used TCP backgroundtraffic in the
simulations reflectingthe dominantuseof TCP asa transport
protocolon the Internet[32]. However, TCP flows are known
to exhibit correlations. A well-known example of this is syn-
chronizationbetweenT CP flows which canoccurasa resultof
slow start after packetloss[10]. This mechanisntanbe ex-
pectedto give riseto spatialandtemporalcorrelationsetween
losses.However, we believe thatlarge andlong-lastingspatial
dependences unlikely in arealnetworkbecausef traffic het-
erogeneityln ourexperimentsve investigatedheeffectsof two
differentdiscardmethods:Drop from Tail and RandomEarly
Detection(RED) [7]. Oneof the motivationsfor theintroduc-
tion of RED hasbeento breakdependencatroducedthrough
TCPR

The choiceof probeprocesds one meansby which we can
aim to improve the accurag of inference. A constrainton the
interprobetime is that probetraffic shouldnot itself contribute
noticeablyto congestion. Beyond the questionof the mean,
the choice of interarrival time distribution can affect the bias
andvarianceof the MLE. Probeswith exponentiallydistributed
spacingswill seetime averages;this is the PASTA property
(PoissorArrivals SeeTime Averagesseee.g. [33]). This ap-

proachhasbeenproposedor networkmeasurement®4] and
is underconsideratiorin the IP Performancevietrics working

groupof the IETF [9]. We comparethe effect of usingconstant
rateprobesandPoissorprobes.In mostcasedhedifferencen

accurayg is quite small. We find a far greaterdegradationin ac-
curay whennetworkroundtrip timeswerereducedobelow the
interprobetime.

Theremainingsectionof the paperareorganizedasfollows.
After areview of relatedwork, in Sectionll we describgheloss
model,in Sectionlll the MLE andits properties.n SectionlV
we describehe algorithmusedto computethe MLE from data.
We discussour framavork for quantifyingthe errorsin infer-
encein SectionV. Thesimulationsthemselesarereportedin
SectionVI.

C. RelatedWork

In the openingparagraphswve listed a numberof ongoing
measuremerinfrastructureprojectsin progresg[6], [8], [14],
[31]). We believe our multicast-basedechniqueswvould be a
valuableadditionto thesemeasuremerglatforms.

Simultaneouslywith the presentwork, Ratnasamynd Mc-
Canng[26] have proposedisinga multicast-basetbssestima-
tor to infer topology Theemphasisn their studyis ongrouping
multicastrecevers,ratherthanestimatingthe lossprobabilities
themseles. They usethesameestimateaswe dofor lossonthe
sharedpathto two recevers,andthis givesriseto analgorithm
for inferringbinarytrees.Ad hocextensiongo treeswith higher
branchingatiosareproposed.

Thereis a multicast-basedheasuremertbol, nt r ace [17],
alreadyin usein the Internet. nt r ace reportsthe routefrom
a multicastsourceto a recever, alongwith otherinformation
aboutthat pathsuchasperhoplossanddelaystatistics.Topol-
ogy discovery throughmnt r ace is performedas part of the
tracer tool [13]. However, m r ace suffers from perfor
manceandapplicability problemsin the contet of large-scale
measurementdrirst, nt r ace tracesthe pathfrom the source
to a singlerecever by working backthroughthe multicasttree
startingat thatrecever. In orderto cover the completemulti-
casttree,nt r ace needsto run oncefor eachrecever, which
doesnot scalewell to large numbersof recevers. In contrast,
theinferencetechniqueslescribedn this papercover the com-
pletetreein a single pass. Second,nt r ace relieson multi-
castroutersto respondto explicit measuremenqueries. Cur-
rent routerssupportthesequeries. However, Internetservice
providersmay chooseo disablethis featuresinceit givesary-
oneaccesso detaileddelayandlossinformationaboutpathsin
their partof the network. (We have receved reportsthatthis is
alreadyoccurring).In contrastour inferencetechniqueslo not
rely on cooperatiorfrom ary network-internaklements.

Therehasbeensomead hoc, statisticallynon-rigorouswvork
on deriving link-level loss behaior from end-to-endmulticast
measurementsin estimatomproposedn [34] attributesthe ab-
senceof apacketatasetof receversto lossonthecommonpath
from the source However, thisis biased gven asthe numberof
probesn goesto infinity.



Il. DESCRIPTION OF THE LOSS MODEL

Let7 = (V, L) denotethe logical (asopposedo physical)
multicasttree, consistingof the setof nodesV, including the
sourceandrecevers,andthe setof links L, which areordered
pairs (j, k) of nodes,indicatinga (directed)link from j to k.
The setof children of nodej is denotedby d(j); thesearethe
nodeswith a link comingfrom j. For eachnodej, otherthan
theroot0, thereis auniquenodef(j), theparentof j, suchthat
J € d(f(4)). Eachlink canthereforebeidentifiedby its “child”
endpoint. We define*ancestors’(grandparentandthelike) in
anobviousway, andlikewise“descendantsThedifferencebe-
tweenalogical anda physicaltreeis that,whereast is possible
for anodeto have only onechild in thephysicaltree,in thelog-
ical treeeachnodeexceptthe rootandleavesmusthave atleast
two children.A physicaltreecanbecorvertedinto alogicaltree
by deletingall nodes otherthantheroot, which have onechild
andadjustingthelinks accordingly

Theroot0 € V representshe sourceof the probesandthe
setof leafnodesk C V (i.e.,thosewith nochildren)represents
therecevers.

A probepackets sentdown thetreestartingat theroot. If it
reachesnodej acopyof thepacketis producedandsentdown
thelink toward eachchild of j. As a packettraversesa link &
(recallthat £ denotegthe endpoint),it is lost with probability
a; = 1 — o andarrivesat & with probability ;. We shall
usethenotationa = 1 — « for ary quantity« (with or without
subscriptspetweer0D andl1. Thelosseondifferentlinks areas-
sumedo beindependenandto occurwith the probabilitiesay,
asdescribedIn [2] we have discussedhe potentiallimitations
of this model,andhow the modelcanbe correctedf thereare
dependenciesetweerthelossesThetwo-leaflogical multicast
treeis shavnin Figurel.

We describghepassagef probesdown thetreeby a stochas-
tic processY = (Xj)rev WhereeachXy, equalorl: X; = 1
signifiesthata probepacketreachesiodek, and0 thatit does
not. The packetsaregeneratedt the source,so X, = 1. For
all otherk € V, thevalueof X is determinedasfollows. If
X = 0thenX; = 0 for thechildren; of £ (andhencefor all
descendantsf k). If X, = 1, thenfor j achildof &, X; = 1
with probability o ;, and X; = 0 with probabilitya;, indepen-
dently for all the childrenof k. We write oy = 1 to simplify
expressiongoncerninghe ay.

I1l. MAXIMUM LIKELIHOOD ESTIMATION OF LOSS

If aprobeis sentdown thetreefrom the sourcethe outcome
is arecordof whetheror notacopyof the probewasrecevedat
eachrecever. Expresseth termsof theprocessY, theoutcome
is a configurationX ry = (X&)rer Of zeroesandonesat the
recevers (1 = receved, O = lost). Notice that only the values
of X atthereceversareobsenrable;the valuesat the internal
nodesareinvisible. The statespaceof the obserations X g is
thusthesetof all suchconfigurations{2 = {0, 1}*. Foragiven
setof link probabilitiesa = (ax)rev, thedistribution of X g,
on Q will bedenotedby P,,. The probability massfunctionfor
asingleoutcomer € Q is p(z; a) = Po(X(g) = ).

Letusdispatchn probesand,for eache € Q, letn(z) denote
the numberof probesfor which theoutcomer is obtained.The

probabilityof n independenbbsenationsz! | . . ., z™ (with each
™ = (¢]')rer) Isthen

n

[T pei0) = T] o)

m=1 z€eQ)

1)

We estimater usingmaximumlikelihood, basedon the data
(n(2))seq, andwe find thatthe usualregularity conditionsthat
imply goodlarge-samplebehaior of the MLE are satisfiedin
thepresensituation.This is usefulfor theapplicationsve have
in mind becausda) we wantto assesshe accurag of our es-
timatesvia confidenceintervals, and (b) it is importantto de-
terminethe smallesthumbern of probesneededo achiee the
desiredaccurag. We want to minimize n becausealthough
sendingout probess inexpensve in itself, networksaresubject
to variousfluctuationg(e.g.,[20]) which canperturbthemodel,
andthe measuremeryrocesstself tiesup networkresources.

We begin with a review of our main resultson the exis-
tenceanduniquenessf theMLE. Anotherquestionnottreated
here,but which is importantfor applications,s the feasibility
and organizationof the computations.We work with the log-
likelihood function

Z n(z)logp(z; a).

TEN

L) :logp(;rl,...,x”;a) 2

In the notation we suppresshe dependencef £ on n and
zl,... 2", For eachnodek, let Q(k) be the setof outcomes
x € Q suchthatz; = 1 for atleastonereceverj € R which
is a descendantf k£, andlet v, = Tg(a) := P.[Q(k)]. An

estimateof v is
=Y Bla),
zeQ(k)

3)

wherep(z) := n(z)/n is the obsered proportionof trials with
outcomez. We will shav how to find « asa function of the~.
TheMLE & is preciselythata whichmaximizesC («):

& = algmax, ¢ 132 £() (4)
We shall seethat, at leastfor largen, & = I'~1(5), usingthe
inverseof the function T' that expresseghe 4, in termsof the

ay. Candidatedor the MLE are solutionsa of the likelihood
equation

oL
SetA = {(ak)ke L ag 0}, and = {('ﬂc)ke LYk
0 k; v je (Vi k€U R}

Theoeml1: Whenq € , the likelihood equationhasthe
uniquesolutiona := I'~1(J) thatcanbe expressedasfollows.

Define( j)rev for theroot nodeby AO = 1, for leaf nodes
k € Rby = 9&, andfor all othernodesk € U R asthe
uniquesolutionin (0, 1] of

=3/ k=TT =73/ %)

j€ (k)

Ak/A

(6)

Thenfork € U, ay = (k)



The form (6) follows from the correspondingelationsthat ex-
pressy, intermsof ; := aga (1. ...

We completethe picture by shawving thatthe solutionof the
likelihood equationactuallymaximizesthe likelihood function
undersomeadditionalconditions. The set.4 containsall posi-
tiveay, includingthepossibilitya, 1. Letusnow restrictour
attentionto link probabilitesa € = (0,1) # C A. Being
a solutionof the likelihood equationdoesnot precludea from
beingeitheraminimumor asaddlepoinfor thelikelihoodfunc-
tion, with the maximumfalling ontheboundaryof . For some
simpletopologieswe areableto establistdirectly that £(«) is
(jointly) concae in the parameterst o = a, which is hence
theMLE &. For moregeneratopologiesve usegenerakesults
on maximumlikelihood to shawv thata = & for all sufiiciently
largen.

Theoem?2:

(i) Themodelisidentifiablein ,i.e.,a,a« € andP, =P,
impliesa = a . Thus,distinctlink probabilitiesa produce
distinctstatisticalbehaior of they asn

(i) Asn , &  «a,with P,- probability1, i.e.,the MLE
is stronglyconsistent.

(iii) With probability 1, for sufiiciently largen, & = a, i.e., the
solutionof thelikelihood equatiormaximizeghelikelihood.
This is proven usinglarge sampletheory for MLE, suchasin
[30]. Finally we have a resulton asymptoticnormality of the
MLE. TheFisherInformationMatrix ata basedn X g, is the

—(a), o (a) .

Theoem3: («) is non-singular and as n , under
P., mn(a — «) convergesin distributionto a multivariatenor-
mal randomvector with meanvector 0 and covariancematrix

~Ha).
Example: MLE for the Two-Leaf Tree Denotethe 4 points
of @ = {0,1}2 by {00,01,10,11}. Then

matrix jx(a) :=

Y =p(11)  p(1o)  p(01), (7)
Y2 =p(11) p(10), 7 =p(11) p(01), (8)
andequationg6) for "4 in termsof the7, yield
&1 = = /2\ —~ (9)
T2 TN
_ (01 pD)(P10) p{1D) (10)
p(11)

" Y2 4 —h p(11)
as = — = — . 11
’ gl p(01)  p(11) D

" Y2 4 % p(11)
= = == = 12
“ 2 p(10)  p(11) (12

Note thatalthoughit is possiblethata; 1 for somefinite n,
this will not happenwhenn is sufficiently large, dueto Theo-
remz2.

IV. COMPUTATION OF THE MLE ON A GENERAL TREE

In this sectionwe describehe algorithmfor computinga on
a generaltree. An importantfeatureof the calculationis that
it canbe performedrecursvely on trees.First we shav how to
calculatethey . Thesecanbe calculatedby reconstructiorof a

procedure main ()
findx ( )
infer ( , )

procedure findx ( )

foreach ( )
= findx ( )
foreach ( )
return
procedure infer ( , )
= sol vefor( — == — )
foreach ( ’ )

infer ( , )

Fig.2. PSEUDOCODE FOR INFERENCE OF LINK PROBABILITIES

samplepathof thefull procesg Xj)icv thatis consistentvith
the measurecblataX(lR), .-+, X from n probes. We define

then-elementinaryvector(Xy)xcv recursvely by

X, = Xi, k€ER (13)
Xi() = X;(), keV R (14)

i€ (k)

sothat .
o= YO Xe() (15)

:1

For simplicity we assumenow thaty € T'((0,1) V). The
calculationof @ canbe doneby anothermrecursion.We formu-
late bothrecursionsn pseudocodm FlgureZ The procedure
fi nd_x calculateghe Xk and~y, assumlnng initializes to
X for k € R and0 otherwise.The procedurd nf er calcu-
latesthe a,. The proceduresould be combined. The full set
of link probabilitiesis estimatedy executingmai n( 1) ; recall
1 is the single descendantf the root node0. Here,an empty
product(which occurswhenthe first amumentof i nf er is a
leaf node)is understoodo be zero. Heresol vef or is arou-
tine thatfindsthe uniquesolution  in (0, 1] to (6).

The recursve natureof the algorithm hasimportantconse-
guencedor its implementatiorin a networksetting. Thecalcu-
lationof 5; and ; depend®n X onlythroughthe()A(j)jE (k)
In anetworkedmplementatiorthiswouldenablethecalculation
to belocalizedin subtreestarepresentagie node.Thecompu-
tationaleffort ateachnodewouldbeatworstproportionato the
depthof the tree (for the nodewhich is unlucky enoughto be
the representagie for all distinct subtreego which it belongs).
The networkload inducedby the communicatiorof datacould
be keptlocal, e.g.,by scopedmulticastamongstsibling repre-
sentatves.
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V. FRAMEWORK FOR SIMULATION STUDY

We evaluatedour lossinferencealgorithmusingthens simu-
lator [19]. Thisenabledusto investigatehe effectivenesof the
estimatooverarangeof networktopologies|ink delays packet
drop policies,backgroundraffic types,andprobetraffic types.
In particularwe wereableto determinethe actualloss experi-
encedby backgroundraffic, andby probetraffic, andcompare
thesevaluegto thosepredictedoy theinferencealgorithmonthe
basisof measurementstthe leafnodes.The experimentsshov
thattheagreemenbetweerinferredandprobelossis extremely
good. Thisshavsthatthemodelof probelossandtheassociated
inferencetechniqueare quite effective in the small networks
usedin the simulation. This is encouragingsincewe expect
flow synchronizatioreffects (that would violate the model)to
bemorenoticeableamongsasmallernumberof flows. Agree-
mentbetweeninferredlossandbackgroundraffic lossis quite
reasonableglthoughnotascloseasbetweerinferredandprobe
loss. Somedifferences expecteddueto the differencein tem-
poralstatisticsof TCPflows andprobes.

A. ComparingLossProbabilities

We describeourapproacho comparingwo setsof lossprob-
abilitiesp and . For examplep couldbeaninferredprobability

onalink, thecorrespondingctualprobability. For someerror
margin 0 we definetheerror factor
r() ()
P )= Pl (16)
) 020
wherep( ) = {,p}and ()= {, }. Thus,wetreat

p and asbeingnotlessthan , andhaving donethis, the error
factoris the maximumratio, upwardsor downwards,by which
they differ. Unlessotherwisestatedwe usedthe defaultvalue

= 10~ inthispaper Thechoiceof thismetricis motivatedby
the expectationthatit is desirableto estimatethe relatve mag-
nitude of loss ratios on differentlinks in orderto distinguish

1.5Mb/sec, 10ms

*—e

5Mb/sec, 50ms

15

Fig. 3. SIMULATION TOPOLOGY: Links areof two types: “edge”links of 1.5Mb/scapacityand 10mslatency andinterior links of 5Mb/s capacityand 50ms
latency LEFT: “regular”topologywith branchingatio 2. RIGHT: “irregular” topology

thosewhich suffer higherloss. In summarizinghe relative ac-
curay of a setof lossmeasurementsye will calculatestatis-
tics of theerrorfactor, suchasmeanandquantilesof  (p, )

wherep = (p ) and () aretwo setsof lossprobabilities
(inferredand actual,say). Heretheindex runsover a setof

links, a setof measurementsn the samdink madeat different
timesor during differentsimulations,or somecombinationof

these.

B. SummarnyStatisticsof the Error Factor

In describinghe meanandvariability of theerrorfactors,we
shall usethe following summarystatistics. We shall estimate
the centerof the distribution of a setof errorfactorsz by the
two-sidedquartile-weightednedian

({z}):=( 2

where denoteghep quantileof thexz . s particularly
suitedto skewved distributions; see[29] for further detail. We
characterizéhehighvaluesof theerrorfactorsthroughthe 90
percentile Boththesesummarystatisticsaarerobust,beinginde-
pendenbf any assumptioron the distribution of the errorfac-
tors.

)/ 17)

C. Experimentalariables

We exploredthe performanceof the inferencealgorithmun-
dervariationof thefollowing quantities.

C.1 NetworkTopology

Weinvestigatedhreetopologies We usedthetwo-leafbinary
tree of Figure 1 to explore the variableslisted belowv within a
tightly controlledervironment.We alsoexploredtwo larger bi-
narytopologies:theregular 8 leaf binarytreeof Figure 3(left),
andthe irregular tree of Figure 3(right). In both of the larger
treeswe arrangedfor someheterogeneitypbetweenthe edges
andthecenterin orderto mimic thedifferencebetweerthecore
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ACCURACY OF INFERENCE VS. SAMPLE WINDOW: Meanerror factoroverall links andwindows of regulartopologyin Figure 3(left) for RED or

DropTail queueing;Poissomor CBR probes.LEFT: inferredlossvs. probeloss. RIGHT: inferredlossvs backgroundoss. Probebytesare1.8% of of total;

averageutilizationis 60%.

andedgesof a large WAN, with the interior of the treehaving
highercapacity(5Mb/sec)andlateny (50ms)thanat the edge
(1Mb/secand10ms).

C.2 PacketDiscardMethod

Eachnodehada buffer capacityof 20 packetsindependent
of packetsize. We comparethe effects of two methodsof
packetiscard:Drop from Tail (DT), anddiscardbasedn Ran-
dom Early Detection(RED) [7]. Oneof the benefitsexpected
from the deploymentof RED is increasedutilization through
the breakingof synchronizatiorthatcanoccurdueto slow start
of TCP after congestionasidentifiedin [10]. We usedthe ns
defaultparametersf REDin thesimulations.

C.3 Backgroundrraffic

Eachof thetreesvasequippedvith avarietyof flows of back-
groundtraffic. Flows wereof two types: infinite datasources
that usethe TransmissiornControl Protocol (TCP), and on-off
sourceausingthe UnreliableDatagramProtocol(UDP), the on
andoff periodshaving eithera Paretoor an exponentialdistri-
bution. In mostof the simulationson the larger treeswe used
predominantlyT CP, with a mixture of UDP. We chosethis mix
becauselCP is the dominanttransportprotocol on the Inter-
net[32].

C.4 ProbeCharacteristics

It is desirablethat probetraffic only usea small part of the
availablelink capacity For the experimentsn thelargetopolo-
gies we used40-byte probeswith a meaninterprobetime of
16ms,i.e. a 20 kbit/secstream. This is just over 1% of the
capacityof thesmallestink used;t would beafar smallerfrac-
tion of capacitiecommonlyusedn today's Internetbackbones.
We usedtwo typesof probes:constantateprobesandPoisson
probes.Theuseof thelatterhasbeenproposed24] for end-to-
endmeasurementsn the basisthat PoissonArrivals SeeTime
Averagesseee.g.[33].

C.5 Relatve Time Scales

We investigatedhe effectsof networkroundtriptime on es-
timator accurag. This is potentially important becausethe

roundtriptime determineghe time it takesTCP to responcdto
packetlosses.Thusthe relative size of this time andthe inter-
probetime determineshe numberof probepacketghatsample
congestiordueto TCPtraffic. In theseexperimentsve reverted
to auniformlink lateng of betweerlmsand100ms.

VI. SIMULATION RESULTS
A. QualitativeSamplePath Behavior

We startby illustratingsomepropertieof samplepathsof the
MLE. We shall makemaostly qualitatve obserationsinitially;
quantitatvestatisticameasuresf theaccurag of inferencewill
beappliedlater.

In theregulartopologyof Figure3(left) we conductedxper
imentsof 240 secondduration. Backgroundtraffic was gen-
eratedby 30 infinite FTP sourcesusing TCR and another30
on-off UDP sourcesmostlywith low ratesandeitherexponen-
tial or Paretodistributed. Therewasoneexperimentfor eachof
the four combinationsof DropTail or RED packetdiscardand
Poissonor CBR probes. The meantime betweenprobeswas
16ms,so about15,000probeswere usedin eachexperiment.
For eachof the experimentswe calculatedy on a maving win-
dow of agivenwidth, usingjumpsof half thewidth. We display
the meanerrorfactorasa functionof window sizein Figure4.
Ontheleft we shav the errorfactorbetweerinferredandactual
probeloss;ontheright betweerinferredandactualbackground
loss. The main pointsto obsere arethat (i) error factorsde-
creaseaswindow sizeincreases(ii) the error factor between
inferredand probelosseds smallwhencomparedvith thatbe-
tweeninferredandbackgroundossesfiii) theerrorfactorsare
reasonablyinsensitve to choiceof packetdiscardmethodand
probetype. To the extent thatthereare differencesmeanerror
factorsbetweerinferredandbackgroundossedor CBR probes
areslightly smallerthanfor Poissonprobes,at leastfor larger
window sizes(aboutl1.2 comparedwith aboutl1.5). Error fac-
torsfor RED aremanginally worsethanfor DropTail. We shall
commentuponthesedifferencedater.

B. DynamicTracking of Loss

In Figure5 we displaythe time seriesof backgroundprobe
andinferredlosson onelink overthemaving windows of a sim-
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ulation similar to that just described.However, we arrangefor

someadditionalsourcego beturnedon after 60 secondshave

elapsedWedisplayhow inferredlossedracktherealonesona

5 secondwvindow (left) anda 20 secondwindow (right). There
is considerableariability betweenheinferredandactuallossat

the5 secondvindow, notall of whichis remaredby increasing
to a 20 secondwindow. However, evenatthe5 secondvindow

it appearghatthe estimatorespondsapidly to theincreasan

actuallossthatoccursafter60 second$ave elapsed.

From Figure5 it is evident that the inferredlosstracksthe
probeloss more closely thanthe loss of backgroundpackets.
Increasinghewindow sizenarrovs someof the difference We
illustratethis for a singlewindow in Figure6. For a5 second
anda 240 secondwindow, we displayhow the orderingof the
links accordingto lossprobability differsaccordingto whether
the loss usedfor orderingis that for backgroundor probe or
inferredloss. To dothiswe have placedeachsetof probabilities
on an axis (backgroundoss on left, probelossin middle and
inferredlosson right) andjoinedthe valuesfor givenlinks. The
flatterthelines,thegreatertheaccuray; thelessthey crossthe
betterthe orderingis presered. In this example,bothaccurayg
andorderingareimprovedby usingthelargerwindow. It is clear
in this example that despiteerror factorsof about2 between
someof theinferredandbackgroundraffic lossestheinference

is sufficiently accurateo distinguishthe links with the highest
lossfor eitherprobeor backgroundackets.

C. QuantitativeStatisticalMeasuesof Acculacy

We now presentsomebroad statisticalmeasure®f the ac-
curagy of the inferencein different network configurationsin
topologieswith 15 links. We conductedLO experimentsof 240
secondslurationfor eachof the four combinationsof DropTail
or RED packetdiscardwith CBR or Poissonprobes. We then
calculatedhecenter and90 percentileof the150errorfac-
tors(10experiments 15links).

Theresultsaretabulatedfor the regulartopologywith mixed
TCPandUDP sourcesn Tablel; for the regulartopologywith
TCPsourceonly in Tablell; andfor theirregulartopologywith
mixedsourcesn Tablelll. Takingtheseasagroup,theaccurag
of inferenceof probelossis striking. Looking atthefirst pair of
columnsin eachtablewe seethatthe erroris no morethan2%
of thetruevalueon average(i.e. anerrorfactor1.02),the 90
percentileof the errorbeing17% of thetrue valueat worst(i.e.
anerrorfactor1.17).

The error factorsbetweeractualprobelossand background
traffic lossaresomavhatlarger;this differences thenthemain
contributionto errorsin inferring the backgroundraffic lossby
theprobeloss. Thecenter islessthan1.5,andthe90 per
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Discard | Probe || infvs. probe | probevs.b'grnd | inf vs.b'grnd Discard | Probe || infvs.probe | probevs.b'grnd | inf vs. b'grnd
Method | Type m m m Method | Type m m m
DT PP 1.01| 107 | 121 1.58 1.23 | 1.68 DT PP 1.02 | 1.17 | 1.34 1.83 139 | 224
DT CBR || 1.00 | 1.03 | 1.11 1.43 111 | 1.43 DT CBR || 1.02 | 1.11 | 1.24 1.66 127 | 184
RED PP 1.01| 1.04 | 114 1.54 1.15 | 1.56 RED PP 1.01| 1.13 | 1.18 1.62 1.23| 174
RED CBR || 1.00 | 1.03 | 1.10 1.36 1.09 | 1.39 RED CBR || 1.01| 1.08 | 1.13 1.54 117 | 161
TABLE | TABLE I

STATISTICSOF ERROR FACTOR VS. PACKET DISCARD AND PROBE
METHOD. TCPandUDP backgroundraffic. RegularTopology Weighted
Medianand90 percentileof errorfactoroverall links during 10 simulations
of 240secondsError maigin was . In about20%of casespneor
both probabilitiescomparedverelessthan .

Discard | Probe || inf vs. probe | probevs.b'grnd | inf vs.b'grnd
Method | Type m m m
DT PP 1.02 | 1.11 | 1.47 2.03 1.45| 2.19
DT CBR || 1.01| 1.06 | 1.31 1.82 133 | 181
RED PP 1.01| 1.06 | 1.42 1.92 143 | 191
RED CBR || 1.01| 1.03 | 1.19 1.55 1.20 | 1.53
TABLE Il

STATISTICSOF ERROR FACTOR VS. PACKET DISCARD AND PROBE
METHOD. TCPbackgroundraffic only. RegularTopology. WeightedMedian
and90 percentileof errorfactoroverall links during 10 simulationsof 240

secondsError magin was . In about15%of casespneor both
probabilitiescomparedverelessthan .

centileis lessthan2.2. PureTCP backgroundraffic hassome-
whathighererrorfactorsthanmixed TCPandUDP. Theirregu-
lar topology hassomeavhathighererrorfactorsthanthe regular
topology Theaverageutilizationin thesesimulationsvasabout
60%. We alsoconductedimulationsatup to 90%utilization on
thetwo-leafbinarytreewith approximatelythe samenumberof
probes.In mostcaseghe summarystatisticswere of the same
order

Comparinghe differentpacketdiscardmethodswe seethat
RED alwaysgivessomavhat lower valuesfor ~ andthe 90
percentilethanthe correspondindropTail. This fits with our
expectationthat the randomizatiorinducedby RED will break
correlationgnducedby TCP flow control,andhencecausepat-
ternsof lossfor backgroundraffic to morecloselyresemblehe
Bernoullilossmodel.

Comparinghedifferentpacketprobetypes,we seethat CBR
has and90 percentileconsistentlyslightly lower thanfor
Poissorprobes.Thereasorfor this smalldifferences not clear

STATISTICSOF ERROR FACTOR VS. PACKET DISCARD AND PROBE
METHOD. TCPandUDP backgroundraffic. IrregularTopology. Meanand
90 percentileof errorfactoroverall links during 10 simulationsof 240
secondsErrormamgin was . In nomorethan8% of casespneor
bothprobabilitieswerelessthan .

Link inf vs. probe | probevs.b'grnd | inf vs. b'grnd

Delay m m m

100ms || 1.00 | 1.04 | 1.07 1.45 1.07] 144

30ms || 1.00 | 1.02 | 1.17 1.54 1.17 | 1.53

10ms || 1.09 | 1.71 | 1.28 1.88 1.19 | 1.49

1ms 149 | 6.83 | 1.30 1.61 1.71| 5.07
TABLE IV

STATISTICSOF ERROR FACTOR VS. LINK DELAY. TCPandUDP
backgroundraffic. RegularTopology DropTail with PoissorProbes.
WeightedMedianand90 percentileof errorfactoroverall links during10
simulationsof 240sfor eachdelayvalue.Oneor bothprobabilitiescompared
werelessthanerrormaigin in upto 40%o0f cases.

at present. Poissonprobesseetime averages[33] and hence
yield unbiasedneasurementdt is possiblehoughthatthey ex-
hibit highervariancedor thereasorthatthepotentiallyextreme
(long or short)interarrival timesleadto worsesamplingof net-
work congestiorevents.

We examinedthe influenceof networkpropagatiordelayon
errorfactors.For DropTail packetdiscardandPoissorgueueing,
wefind (seeTablelV) thaterrorfactorsincreaseaspropagation
delaydecreasesA possibleexplanationfor this is the follow-
ing. We obsere anincreasen utilization asthe propagation
delayis decreasedhe utilization beingcloseto 100%o0n some
links whenpropagatiordelayis 1ms. Sincerecwery after TCP
losseswill becorrespondinglyjuick,any sparecapacitywill be
rapidly exploited, andcongestiommay be long lived,leadingto
temporakorrelationdetweerprobelossesWhereaghiswould
notaltertheasymptoticaccurag of the MLE, it would slow the
rateof corvergenceasthe numberof probesis increasedlead-
ing to high estimatorvariance.This hypothesiss supportedy



TablelV: at Imsfeedbackdelay mostof the erroris between
theinferredandprobeloss. 1msis far shorterthantheminimum

link propagatiordelayson thelnternet,sowe do not expectthis

phenomenoto occurin practice.We stresshowever, thatit re-

mainsto obtainafull understandingf the effectonaccurag of

theinteractiondbetweerinterprobetime, propagatiordelayand
variablessuchaspacketdiscardmethodandprobetype.

We summarizall our experimentsithertoin Figure7, where
we shav a scatterplot of pairsof (inferredloss, probeloss)on
the left, and pairs of (inferredloss, backgroundoss) on the
right. Thuseachpoint correspondgo a singlelink on a sin-
gle simulationrun. Also includedhereare points for experi-
mentsconductedvith thecombinationf traffic types,discard
method,probe distribution and topology describedabove, but
with a more variableflow duration. The flow durationswere
obtainedby choosingandombeginningandendtimesfor each
flow in a givensimulation ratherthanhaving the flows present
for the whole simulation. In theseexamples,inferredlossis a
betterpredictorof backgroundosswhenthe latter is at least
1%: for this subsetof datapointsthe meanerrorfactoris 1.20
comparedvith 1.28for thecompleteset.

VII. CONCLUSIONS

In this papemwe have analyzedheefficag/ of multicast-based
inferencein estimatingossprobabilitiesin theinterior of a net-
work from end-to-endneasurementslhe principal tool wasa
Maximum Likelihood Estimatorof the link loss probabilities.
Probesare multicastfrom a source;the datafor the MLE is a
recordof which probeswerereceved at eachleaf of the multi-
casttree. Althoughthe methodassumeshatlossesareindepen-
dent,wehave shavn in somecaseghatit is relatively insensitive
tothepresencef spatiallosscorrelationstemporalcorrelations
increasets variance sothatalongermeasuremergeriodis re-
quired;see[2].

We evaluatedthe methodby conductingns simulationsthat
usedtopologiesandtraffic flowswith quitearich structurewith
several hopsper flow andflows perlink. We comparenferred
and actualloss probabilitieson the links of the logical multi-
casttree. Theexperimentshavedthatthelossprobabilitiesfor
probepacketsvereinferredextremelycloselyby the MLE.

The probetraffic wastypically only 1% to 2% of the traffic
on eachlink. We investigatechow closelylossratesfor back-
groundtraffic wereinferred. We examinedthe effect of chang-
ing traffic mix, topology packetdiscardmethodandprobetype.
We found small differencesetweenthese,comparedvith the
inherentvariability of the estimatesVaryingthe networkfeed-
back delay also affectedthe accurag of inference. For very
shortpropagatiordelayswe believe thatthe aggressie beha-
ior of TCP slow startis a factorin decreasingaccurag. We
intendto investigatethis phenomenomorefully.

Overarangeof experimentursummarystatisticsshaw that
therelative errorof theinferredandactuallosseshada distribu-
tion whosecenternwasno greateithanaboutl.5andwhose90
percentilevasnoworsethanafactorof about2.2. If oneis lim-
ited to usinginferredprobelossto estimatebackgroundraffic
loss,this would meanthatonly in 1% of theworstcasesvould
a singleinferencefail to distinguishbetweentwo background
lossratethat separatedby a factorof 5. We believe that this is

sufficiently accuratedo identify the mostcongestedinks.
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