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Abstract

Robustmeasurementsof networkdynamicsareincreasinglyimportantto thedesignandoperationof
largeinternetworkslike theInternet.However, administrative diversitymakesit impracticalto monitor
every link onanend-to-endpath.At thesametime, it is difficult to determinetheperformancecharacter-
isticsof individuallinks from end-to-endmeasurementsof unicasttraffic. In thispaper, weintroducethe
useof end-to-endmeasurementsof multicasttraffic to infer network-internalcharacteristics.Theband-
width efficiency of multicasttraffic makesit suitablefor large-scalemeasurementsof both end-to-end
andinternalnetworkdynamics.

We develop a Maximum Likelihood Estimatorfor loss rateson internal links basedon lossesob-
servedby multicastreceivers.It exploits theinherentcorrelationbetweensuchobservationsto infer the
performanceof pathsbetweenbranchpoints in the treespanninga multicastsourceandits receivers.
Wederive its rateof convergenceasthenumberof measurementsincreases,andwe establishrobustness
with respectto certaingeneralizationsof the underlyingmodel. We validatethesetechniquesthrough
simulationanddiscusspossibleextensionsandapplicationsof thiswork.

1 Intr oduction

Background and Motivation . Fundamentalingredientsin thesuccessfuldesign,controlandmanagement
of networksaremechanismsfor accuratelymeasuringtheir performance.Two approachesto evaluating
networkperformancehavebeen:

(i) Collectingstatisticsat internalnodesandusingnetworkmanagementpackagesto generatelink-level
performancereports;and

(ii) Characterizingnetworkperformancebasedon end-to-endbehavior of point-to-pointtraffic suchas
thatgeneratedby TCPor UDP.

A significantdrawback of the first approachis that gaining accessto a wide rangeof routersin an ad-
ministratively diversenetworkcanbedifficult. Introducingnew measurementmechanismsinto therouters
themselvesis likewisedifficult becauseit requirespersuadinglargecompaniesto altertheir products.Also,
thecompositionof many suchsmallmeasurementsto form apictureof end-to-endperformanceis notcom-
pletelyunderstood.

Regardingthesecondapproach,therehasbeenmuchrecentexperimentalwork to understandthephe-
nomenologyof end-to-endperformance(e.g.,see[1, 2, 14, 19, 21, 22]). A numberof ongoingmeasurement�
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infrastructureprojects(Felix [5], IPMA [7], NIMI [13] andSurveyor [28]) aim to collectandanalyzeend-
to-endmeasurementsacrossameshof pathsbetweenanumberof hosts.pathchar [10] is underevaluation
asa tool for inferring link-level statisticsfrom end-to-endpoint-to-pointmeasurements.However, much
work remainsto bedonein thisarea.

Contrib ution. In this paper, we considerthe problemof characterizinglink-level lossbehavior within a
network throughend-to-endmeasurements.We presenta new approachbasedon the measurementand
analysisof the lossbehavior of multicastprobetraffic. The key to this approachis that multicasttraffic
introducescorrelationin theend-to-endlossesmeasuredby receivers.Thiscorrelationcan,in turn,beused
to infer the lossbehavior of the links within the multicastrouting treespanningthe senderandreceivers.
This enablestheidentificationof links with higherlossratesascandidatesfor theorigin of thedegradation
of end-to-endperformance.

Using this approach,we developmaximumlikelihood estimators(MLEs) of the link lossrateswithin
a multicasttree connectingthe senderof the probesto a set of receivers. Theseestimatesare, initially ,
derivedundertheassumptionthatlink lossesaredescribedby independentBernoulli losses,in which case
theproblemis thatof estimatingthelink lossratesgiventheend-to-endlossesfor a seriesof 
 probes.We
show that theseestimatesarestronglyconsistent(convergealmostsurelyto the truelossrates).Moreover,
theasymptoticnormalitypropertyof MLEs allows usto derive anexpressionfor their rateof convergence
to thetrueratesas 
 increases.

We evaluateour approachfor two-, four-, and eight-receiver populationsthroughsimulationin two
settings. In the first type of experiment,link lossesaredescribedby time-invariantBernoulli processes.
Herewe find rapid convergenceof the estimatesto their actualvaluesasthe numberof probesincreases.
Thesecondtypeof experimentis basedon ns [18] simulationswherelossesaredueto queueoverflows as
probetraffic competeswith othertraffic generatedby infinite datasourcesthatusetheTransmissionControl
Protocol(TCP)[24]. In thetwo- andfour- receivertopologieswith few backgroundconnectionswefind fast
convergencealthoughtherearepersistent,if small,differencesbetweentheinferredandactuallossrates.

Thecauseof thesedifferencesis that lossesin our simulatednetworkdisplayspatialdependence(i.e.,
dependencebetweenlinks), whichviolatestheBernoulliassumption.Webelievethatlargeandlong-lasting
spatialdependenceis unlikely in a realnetworksuchastheInternetbecauseof its traffic andlink diversity.
This is supportedby experimentswith aneight-receiver topologywith diversebackgroundtraffic in which
we foundcloseragreementbetweeninferredandactuallossrates.Furthermore,we believe that the intro-
ductionof RandomEarly Detection(RED) [6] policiesin Internetrouterswill helpbreaksuchdependence.

Thepotentialfor bothspatialandtemporaldependenceof lossmotivatesinvestigationinto their effect.
Our analysisshows thatdependenceintroducesinferenceerrorsin a continuousmanner:if thedependence
small, the errorsin the estimatesarealsosmall. Furthermore,the errorsarea secondordereffect: in the
specialcaseof a binary treewith statisticallyidenticaldependentlosson sibling links, theBernoulli MLE
of themarginal lossratesareactuallyunaffectedfor interior links of thetree.More generally, theMLE will
be insensitiveto spatialdependenceof losswithin regionsof similar losscharacteristics.Furthermore,the
analysisshowshow prior knowledgeof thelikely magnitudeof dependence–e.g.from independentnetwork
measurements–couldbeusedto correcttheBernoulliMLE.

Wenotethatinterferencefrom TCPsourcesintroducestemporaldependence(i.e.,dependencebetween
differentpackets)thatalsoviolatestheBernoulli assumption.Thisdependenceis apparentin oursimulated
network,whereprobelossesoften occur back-to-backdue to burstinessin the competingTCP streams.
Suchdependencehasalsobeenmeasuredin the Internet,but rarely involvesmorethana few consecutive
packets[1]. Theconsistency of theestimatordoesnot requireindependencebetweenprobes;it is sufficient
that the lossprocessbeergodic. This propertyholds,e.g.,whenthedependencebetweenlosseshassuffi-
ciently shortrange.However, the rateof convergenceof the estimatesto their true valueswill be slower.
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Figure1: PROBE METHOD, LOAD AND TOPOLOGY: �� serversexchangeprobes. For unicastprobes,
loadoncentrallink growsas ��� ; for multicastprobesit growsonly as �� .

We quantify this for Markovian lossesby applyingtheCentralLimit Theoremfor theoccupationtimesof
Markov processes.We usethisapproachto comparetheefficacy of two samplingstrategiesin thepresence
of Markovian losses.In our experiments,inferredlossratescloselytrackedactuallossesratesdespitethe
presenceof temporaldependence.

Thework presentedin this paperassumesthat the topologyof themulticasttreeis known in advance.
Wearepresentlydevelopingalgorithmsto infer themulticasttreefrom theprobemeasurementsthemselves.

We envisagedeployinginferenceenginesaspartof a measurementinfrastructurecomprisinghostsex-
changingprobesin a WAN. Eachhostwill actasthesourceof probesdown a multicasttreeto theothers.
A strongadvantageof usingmulticastratherthanunicasttraffic is efficiency. � multicastserversproduce
a networkloadthatgrows at worst linearly asa functionof � . On theotherhand,theexchangeof unicast
probescanleadto local loadswhich grow as � � , dependingon thetopology. We illustratethis in Figure1.
In thisexample,�� serversexchangeprobes.For unicastprobes,theloadon centrallink grows as � � ; for
multicastprobesit grows only as �� .

RelatedWork . Thereareanumberof measurementinfrastructureprojectsin progress,all basedon theex-
changeof unicastprobesbetweenhostsin thecurrentInternet.Two of these,IPMA (InternetPerformance
MeasurementandAnalysis)[7] andSurveyor [28], focuson measuringlossanddelaystatistics;in thefor-
merbetweenpublic Internetexchangepoints,in the latterbetweenhostsdeployedat sitesparticipatingin
Internet2. A third, Felix [5], is developinglineardecompositiontechniquesto discover networktopology,
with an emphasison network survivability. A fourth, NIMI (National InternetMeasurementInfrastruc-
ture)[13], concentrateson building a general-purposeplatformon which a varietyof measurementscanbe
carriedout. Theseinfrastructureefforts emphasizethe growing importanceof networkmeasurementsand
helpmotivateour work. We believe our multicast-basedtechniqueswould be a valuableadditionto these
measurementplatforms.

Thereis amulticast-basedmeasurementtool,mtrace [16], alreadyin usein theInternet.mtrace reports
theroutefrom a multicastsourceto a receiver, alongwith otherinformationaboutthatpathsuchasper-hop
lossanddelaystatistics.Topologydiscovery throughmtrace is performedaspartof the tracer tool [12].

However, mtrace suffersfrom performanceandapplicabilityproblemsin thecontext of large-scalemea-
surements.First, mtrace tracesthepathfrom thesourceto a singlereceiver by working backthroughthe
multicasttreestartingat thatreceiver. In orderto cover thecompletemulticasttree,mtrace wouldneedto
runoncefor eachreceiver, whichdoesnotscalewell to largenumbersof receivers.In contrast,theinference
techniquesdescribedin this papercover thecompletetreein a singlepass.Second,mtrace relieson mul-
ticastroutersto respondto explicit measurementqueries.Currentrouterssupportthesequeries.However,
Internetserviceprovidersmaychooseto disablethis featuresinceit givesanyoneaccessto detaileddelay
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andlossinformationaboutpathsin their partof the network. In contrast,our inferencetechniquesdo not
rely on cooperationfrom any network-internalelements.

We now turn our attentionto relatedtheoreticalwork on inferencemethodologies.Therehasbeen
someadhoc,statisticallynon-rigorouswork on deriving link-level lossbehavior from end-to-endmulticast
measurements.An estimatorproposedin [33] attributestheabsenceof a packetat a setof receiversto loss
on the commonpath from the source. However, this is biased,even as the numberof probes
 goesto
infinity.

For a differentproblem,someanalyticmethodsfor inferenceof traffic matriceshave beenproposed
quite recently[30, 31]. The focusof thesestudieswasto determinethe intensitiesof individual source-
destinationflowsfrom measurementsof aggregateflowstakenatanumberof pointsin anetwork.Although
thereareformalsimilaritiesin theinferenceproblemswith thoseof thepresentpaper, theproblemaddressed
by theotherpaperswassubstantiallydifferent. Thesolutionsarenot alwaysuniqueor easilyidentifiable,
sometimesneedingsupplementarymethodsto identify a candidatesolution. This wasa consequenceof a
combinationof thecoarsenessof thedata(averagedataratesin theclassof Poissoniantraffic processes)and
thegeneralityof thenetworktopologyconsidered.

Structure of the Paper. Theremainderof thepaperis structuredasfollows. In Section2 wepresenta loss
modelfor multicasttreesanddescribethe framework within which analysiswill occur. Section3 contains
thederivationof theestimatorsthemselves;thespecificexampleof thetwo-leaftreeis workedoutexplicitly .
Section4 analyzestheratesof convergenceof estimatorsasthenumberof probesis increased.In particular,
weobtainasimpleapproximationfor estimatorvariancein theregimeof smalllossprobabilities.In Section
5 wepresentanalgorithmfor computingpacketlossestimates,andtestsfor consistency of thedatawith the
model.Section6 presentstheresultsof simulationexperimentsthatvalidateourapproach.Motivatedin part
by theexperimentalresults,we continueby examiningtheeffectsof violation of theBernoulli assumption.
In Section7 we analyzethe effectsof spatialdependenceon our estimators.We show how to correctfor
themon the basisof somea priori knowledgeof their magnitude;we show that in any casethey deform
the estimatesbasedon the Bernoulli assumptiononly to secondorder. In Section8 we analyzethe effect
of temporaldependenceon thelossprocess.We show that theasymptoticaccuracy of theBernoulli-based
estimatoris unaffected,althoughit mayconvergemoreslowly. We concludein Section9 with a summary
of ourcontributionsandproposalsfor furtherwork. Someof theproofsaredeferredto Section10.

2 Model & Framework

2.1 Description of Logical Multicast Trees

Let ������������� denotethe logical multicasttree from a given source,consistingof the setof nodes� ,
includingthesourceandreceivers,andthesetof links � . A link is orderedpair �����! "��#��%$�� denotinga
link from node� to node . Thesetof childrenof anode� is denotedby &'�� "� (i.e. &(�)�"�*�,+- .#/�%0(�)�1�� "��#��2 ). For eachnode�3#/� apartfrom theroot 4 , thereis a uniquenode  .�657�)�"� , theparentof � , suchthat�)�1�� "�8#�� . We shalldefine 5:9;�� "� recursively by 5:9(�� "���<57��5:9='>-�� "�?� . We saythat � is a descendantof  
if  @�A5 9 �)�"� for someinteger 
CBD4 .

Theroot 4C#D� will representthesourceof theprobes.The setof leaf nodesEGF%� (thosewith no
children)will representthesetof receivers.The logical multicasttreehasthepropertythatevery nodehas
at leasttwo descendants,apartfrom theroot node(which hasone)andthe leaf-nodes(which have none).
On the otherhand,nodesin the full (asopposedto logical) multicasttreecanhave only onedescendant.
Thelogical multicasttreeis obtainedfrom thefull multicasttreeby deletingall nodeswhich have a single
child (apartfrom theroot 4 ) andadjustingthe links accordingly. More precisely, if H��I57�)�"�J�%5 � �K "� are
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Figure2: (a) A multicasttreewith two receivers.(b) Thecorrespondinglogicalmulticasttree.

nodesin thefull treeand L@&'�)�"�;�<M , thenweassignto thelogical treeonly thenodesH?�� andthelink ��H?�! "� .
Applying this rule to all suchH?�N� and  in thefull multicasttreeyieldsthelogicalmulticasttree.

A two receiver exampleis illustratedin Figure2. A sourcemulticastsa sequenceof probesto two
receivers, E > and E � . Theprobestraversethemulticasttreeillustratedin Figure2(a).Figure2(b) illustrates
thelogicalmulticasttree,whereeachpathbetweenbranchpointsin thetreedepictedin Figure2(a)hasbeen
replacedby a singlelogical link.

2.2 Modeling the Lossof ProbePackets

We modelthelossof probepacketson thelogicalmulticasttreeby a setof mutuallyindependentBernoulli
processes,eachoperatingon a differentlink. Lossesarethereforeindependentfor differentlinks anddif-
ferentpackets.In theintroductionwe discussedthereasonswhy networktraffic canbeexpectedto violate
theseassumptions;in Sections7 and8 we discusstheextent to which they affect theestimatorsdescribed
below, andhow theseeffectscanbecorrectedfor.

We now describethe lossmodel in more detail. With eachnode  ,#I� we associatea probabilityO*P #RQS4T�UM!V that a given probepacketis not lost on the link terminatingat  . We model the passageof
probesdown thetreeby astochasticprocessWX�I�YW P � P[Z\ whereeachW P takesa valuein +-4T�UM]2 ; W P �<M
signifiesthata probepacketreachesnode  , and 4 that it doesnot. Thepacketsaregeneratedat thesource,
so W@^@�XM . For all other  _#D� , the valueof W P is determinedasfollows. If W P �`4 then Wba@�c4 for
thechildren � of  (andhencefor all descendantsof  ). If W P �GM , thenfor � a child of  , W a �`M with
independentprobability O a , and W a ��4 with probability O a ��Med O a . (We shall write Mbdgf as f in
general).Althoughthereis no link terminatingat 4 , we shalladopttheconventionthat O ^h�RM , in orderto
avoid excludingtheroot link from expressionsconcerningthe O*P . We displayin Figures3 and4 examples
of two- andfour-leaf logicalmulticasttreeswhich weshallusefor analysisandexperiments.

2.3 Data, Likelihood, and Infer ence

In anexperiment,a setof probesis dispatchedfrom thesource.We canthink of eachprobeasa trial, the
outcomeof which is a recordof whetheror not theprobewasreceivedat eachreceiver. Expressedin terms
of therandomprocessW , eachsuchoutcomeis thesetof valuesof W P for  in thesetof leaf nodesE , i.e.
the randomquantity W3ikj;l��m�nW P � PoZ j , anelementof thespacep,�q+-4"�rM]2 j of all suchoutcomes.For a
givensetof link probabilitiesO �`� O P � PoZs\ , thedistribution of theoutcomes�YW P � PoZ j will bedenotedbyt'u

. Theprobabilitymassfunctionfor asingleoutcomevw#/p is xy�Kv;z O �7� t'u �nW3ikj;l;�{v|� .
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Figure4: A four-leaf logicalmulticasttree

Let usdispatch
 probes,and,for eachpossibleoutcomev}#}p , let 
7��v|� denotethenumberof probes
for which the outcomev obtained.The probability of 
 independentobservations v'>U�r~U~r~��!v"9 (with eachv"���I��vT�P � PoZ j ) is then

xy��v > �r~U~U~���v 9 z O �7� 9�
��� > xy��v � z O �7�

�� Z-� xy��v;z O � 9 i � l (1)

Our task is to estimatethe valueof O from a set of experimentaldata ��
7��v|��� � Z-� . We focus on the
classof maximumlikelihood estimators(MLEs): i.e. we estimateO by the value �O which maximizesxy��v > �r~U~r~?��v 9 z O � for thedatav > �U~r~U~?�!v 9 . Underverymild conditions,whicharesatisfiedin thepresentsitu-
ation,MLEs exhibit many desirableproperties,includingstrongconsistency, asymptoticnormality, asymp-
totic unbiasedness,and asymptoticefficiency(see[11]). Strongconsistency meansthat MLEs converge
almostsurely(i.e.,with probability1) to their targetparametersasthesamplesizeincreases.Thelastthree
propertiesmeanthat, if the samplesize is large, we cancomputeconfidenceintervals for the parameters
at a givenconfidencelevel, theestimatorsareapproximatelyunbiased,andthereis no otherestimatorthat
wouldgivethesamelevel of precisionwith a smallersamplesize.

Becauseof theseproperties,whena parametricmodelis available,MLEs areusuallytheestimatorsof
choice. Moreover, theconfidenceintervalsallow us to estimatetheaccuracy of theestimatesof O , andin
particulartheir rateof convergenceto thetrueparameterO asthenumberof samples
 becomeslarge.This
is importantfor understandingthenumberof probeswhich mustbesentin orderto obtainanestimateof O
with somedesiredaccuracy. Furthermore,in view of thepossibility of largetime-scalefluctuationin WANs,
e.g. Internetrouting instabilitiesasreportedby Paxson[19], theperiodover which probesaresentshould
notbeunnecessarilylong.

3 The Analysis of the Maximum Lik elihoodEstimator

In this sectionwe establishthe form of the MLE anddeterminethe rateat which it convergesto the true
valueas the numberof probesincreases;this canbe usedto makepredictionfor given models,andalso
to estimatethe likely accuracy of estimatesderivedfrom actualdata.We work this out completelyfor the
two-leaftreeof Figure3.
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3.1 The Likelihood Equation and its Solution

It is convenientto work with thelog-likelihoodfunction� � O �7���)��7xy��v > �r~U~U~���v 9 z O �7�<�� Z]� 
7��v|�T�k���yxy��v�z O �[� (2)

In thenotationwe suppressthedependenceof
�

on 
 and v > �U~U~r~?��v 9 . Since �)�� is increasing,maximizingxy��v > �r~U~r~?��v 9 z O � is equivalentto maximizing
� � O � .

We introducethe notationthat  _�R 1� for  '�� 1��#D� whenever  is a descendantof  1� or  }�c 1� and }�, � whenever  }�6 � but  ���I � . We shall saythata link  is at level �e�,���� "� if thereis a chainof �
ancestors @�A5 ^ �� "����5��K "���D5 � �� "�;~r~U~]�D5T�-�� "�7�A4 leadingbackto theroot 4 of � . Levels 4 and M have
only onenode.Wewill occasionallyuse � to denote�_��+-4�2 . Let �3�� "�7�I�K���� "�[�!���� "��� denotethesubtree
within � rootedat node  . E@�K "���,ED�3�3�� "� will bethesetof receiverswhich aredescendedfrom  . Letpe�� "� bethesetof outcomesv in whichat leastonereceiver in E@�� "� receivesapacket,i.e.,

pe�� "�7�,+-v�#/p�0X a Z j*i P l v�a¡�<M]21~ (3)

Set ¢ P ��¢ P � O ��� t'u QSpe�� "�NV . An estimateof ¢ P is£¢ P � �� Z-� i P l £xy��v:�[� where
£xy�Kv|��0S� 
7��v:�
 � (4)

is the observed proportionof trials with outcome v . We will show that O can be calculatedfrom ¢<��Y¢ P � PoZ\ , andthattheMLE �O � argmax
u Z1¤ ^[¥ >�¦k§"¨ � � O � (5)

canbe calculatedin the samemannerfrom the estimates
£ ¢ . The relationbetweenO and ¢ is asfollows.

Define © P � t QSpe�� "�JªrW�«si P l;�<M¬V . The © P obey therecursion

© P � OyP�_O*P �a Zs® i P l © a �  3#/���JEb� (6)

© P � OyP �  3#wEb~ (7)

Then ¢ P �¯© P � i P l�° � > O «r±Yi P l ~ (8)

Theorem 1 Let ²c�%+�� O*P � P[Z³ 0 OyP B6412 , ² i > l �%+�� OyP � P[Z³ 0;M@´ O*P B64�2 , and µ¶�·+��Y¢ P � PoZs³ 0"¢ P B4*¸( 'z1¢ Pe¹�º a Z® i P l ¢ a ¸( 3#C�/�;E»2 . Themap OC¼½ ¢ definedon ² i > l through(6)–(8)extendsto a bijection¾
froma subsetof ² onto µ . Moreover,

¾
and

¾ ='> arecontinuouslydifferentiable.

Theproof of Theorem1 reliesof thefollowing Lemmawhoseproof is givenin Section10.

Lemma 1 Let ¿ bethesetof ÀJ�Á�KÀ ° � ° � > ¥ � ¥ÃÂÃÂÃÂ ¥
° Ä:Å�Æ with À ° #¶��4T�UMU� and º ° À ° BAM . Theequation �ÇMJd¶v:���È ° �ÉMJd}À ° v|� hasa uniquesolution v*��À[��#¶��4"�rMU� . Moreover, v*��À[� is continuouslydifferentiableon ¿ .

Proof of Theorem 1: Clearly O #w² i > l impliestheconditionsfor µ . Let Ê P � È � i P l° � ^ O « ± i P l . From(8) we
have ¢ P �AÊ P �  3#/Eb� (9)
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while combining(6) and(8) wefindË P ��Ê P �?¢;�70S�%�ÉMJdC¢ PUÌ Ê P �7d �a Z® i P l �ÉM8dC¢ a Ì Ê P �7�A4"�  3#Í�Î�JEb~ (10)

Since
Ë P �KÊ P �?¢;�b�ÐÏ*�Y¢ P Ì Ê P �[+U¢�a Ì ¢ P 0b�A#<&'�� "�!2-� from Lemma1, thereis for each ¢I#<µ a uniqueÊ P B�¢ P which solves(10). We recover the OyP unqiuelyfrom the Ê P by takingappropriatequotients(and

setting Ê ^ � O ^ �<M ): O*P �AÊ PUÌ ÊÑ«]i P l?�  3#C��~ (11)

This constructionspecifiesthe inversemap
¾ ='> . Clearly

¾
is continuouslydifferentiable;that

¾ ='> is also
followsfrom thecorrespondingstatementfor vy�KÀ[� in Lemma1.

Candidatesfor theMLE aresolutionsof the likelihoodequationfor thestationarypoints O of
�

:Ò �Ò O*P � O �7�A4"�  3#Í�Ó~ (12)

Theorem 2 When
£ ¢/# ¾ �Y² i > l � , thelikelihoodequationhastheuniquesolution

£O 0S� ¾ =(> � £ ¢|� .
We note

¾ =(> �rÔ¢(� solves(12) for all Ô¢%#Õµ but is only a set of probabilitieswhen Ô¢I# ¾ �Y² i > l � . In
the notationwe have suppressedthe dependenceof �O and

£O on 
 and v > �r~U~r~?��v 9 . We deferthe proof of
Theorem2 to Section10. Thatdone,we mustcompletetheargumentby showing that thestationarypoint
doeshave maximumlikelihood. For this we must imposeadditionalconditions.

£O is not precludedfrom
beingeithera minimum or a saddlefor the likelihood function, the maximumfalling on the boundaryofQS4"�rM!VnÖ ³ . For somesimpletopologieswe areableto establishdirectly that

� � O � is (jointly) concave in the
parametersat O � £O , which is hencetheMLE �O . For moregeneraltopologieswe useanargumentwhich
establishesthat

£O �×�O for all sufficiently large 
 , andwhoseproof alsoestablishessomeusefulasymptotic
propertiesof

£O .
If OyP �A4 for somelink  , then W P �A4 for all �@#/E@�� "� , regardlessof thevaluesof O a for � descended

from  , andhencethesecannotbedetermined.For this reasonwe now restrictattentionto thecasethatallO P BD4 , by passingto asubtreeif necessary;seeSection5.

Theorem 3 AssumeO*P #Ø��4"�UM¬V��� b#C� , i.e., O #3² i > l .
(i) Themodelis identifiable, i.e., O � O �'#¶��4T�UM!VnÖ j and

t'u � t uÙ implies O � O � .
(ii) As 
 ½ÐÚ , �O/½�O and

£OC½ÐO ,
t(u

almostsurely.

(iii) Assumealso O P ¹ M�y �#C� . With probability1, for sufficientlylarge 
 , �O � £O .

Maximum Likelihood Estimator for theTwo-leafTree Denotethe4pointsof p_�,+-4"�rM]2 � by +-44"�!4"M�UM[4"�[M�M]2 .
Then £¢ > � £xy�ÉMMr�  £x*�ÉMU4�  £x;��4TMU�[� £ ¢ � � £xy�ÉMMU�  £xy�ÇMU4�[� £¢�ÛJ� £x*�ÉMMU�  £xy��4TMU�[~ (13)

The equations(10) for
£Ê P in termsof the

£ ¢ P canbe solvedexplicitly; combiningwith (11) we obtainthe
estimates £O > � £ ¢ � £ ¢1Û£ ¢ �  £¢1ÛJd £¢ > � � £xy��4"MU�  £xy�ÇMMU�?�U� £x(�ÉMU4��  £x*�ÉMMU�?�£xy�ÉMMr� (14)£O � � £ ¢ �  £¢1ÛJd £¢ >£¢1Û � £x*�ÉMMU�£x*��4"MU�  £xy�ÉM�MU� (15)£O Û � £ ¢ �  £¢1ÛJd £¢ >£¢ � � £x*�ÉMMU�£x*�ÉMU4�  £xy�ÉM�MU� (16)
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Note thatalthoughit is possiblethat
£O > B%M for somefinite 
 , this will not happenwhen 
 is sufficiently

large,dueto Theorem3(ii).
Thereis a simpleinterpretationof theestimatesin (15) and(16). With the

£x ’s replacedby their corre-
spondingtrueprobabilitiesx , (15) would give theprobability of receiving a probeat node1, given that it
known to bereceivedatnode2. For independentlosses,this is just themarginalprobabilitythattheprobeis
receivedatnode1. Wehavefound,however, thecorrespondingformulaswhentherearemorethan2 sibling
nodesdo not allow suchadirectinterpretation.

4 Ratesof Convergenceof LossEstimator

4.1 Large SampleBehavior of the LossEstimator

In this sectionwe examinein moredetail the rateof convergenceof
£O andtheMLE �O to thetruevalue O .

We canapplysomegeneralresultson theasymptoticpropertiesof MLEs in orderto show that Ü 
7�]�O d O �
is asymptoticallynormallydistributedas 
 ½ Ú ; somegeneralpropertiesof MLEs ensurethat the same
holdfor Ü 
7� £O d O � , andwith thesameasymptoticvariance.Wecanusetheseresultsin two ways.First,for
modelsof lossprocesseswith typical parameters,we canestimatethenumberof probesrequiredto obtain
an estimatewith a given accuracy. Secondly, we canestimatethe likely accuracy of

£O from actualprobe
dataandassociateconfidenceintervalsto theestimates.

Thefundamentalobjectcontrollingconvergenceratesof theMLE �O is theFisherInformationMatrix atO . Thisisdefinedfor eachO #¶��4T�UMU� Ö ³ asthe L.� -dimensionalrealmatrix Ý:a P � O �J0Þ�Aß'àá»â�ãUäã urå � O �o��ãUäã uæ � O �Éç .

It is straightforwardto verify that
�

satisfiesconditions(seeSection2.3.1of [27]) underwhich Ý is equal
to thefollowing moreconvenientexpressionwhichwe will usein thesequel:

Ý:a P � O ���<dhè Ò � �Ò O a Ò O*P � O � (17)

On the other hand,a direct calculationof the asymptoticvarianceof
£O follows from the CentralLimit

Theorem.Therandomvariables
£¢ areasymptoticallyGaussianas 
 ½ÐÚ with

Ü 
b� £ ¢�dé¢ê�ìëd ½Xí ��4"�!î;�[� (18)

where î1a P �c�)ïñð 9-òhó 
»ß'àá"� £ ¢aU� £ ¢ P � , for �1�� Ø#A� . Here ëd ½ denotesconvergencein distribution. Since
by Theorem1,

¾ =(> is continuouslydifferentiableon µ , thenby the Deltamethod(seeChapter7 of [27])£O � ¾ ='> � £ ¢'� is alsoasymptoticallyGaussian,so establishingthe first part of the following theorem.We
notethatthematricesô andÝ ='> � O � agreeontheinteriorof theparameterspace,but, asweshallseebelow,Ý�� O � maybesingularon theboundary. Let õ ° a � O �7� ã[ö1÷�ø±ã¬ù å � ¾ � O ��� and õ@ú denotesthetranspose.

Theorem 4 (i) WhenO P #¶��4"�rM!V��; .#C� , thenas 
 ½ÐÚ ,

Ü 
@� £O d O �Rëd ½ûí ��4T��ô"�[� where ô@�AõC� O �*üUî�üUõ ú � O �[~ (19)

(ii) WhenO P #}��4"�UMr�[�; 3#C� then Ý�� O � is non-singularand Ý =(> � O ���Aô .
(iii) WhenO*P #g��4T�UMU�[�* }#�� , Ü 
D�s�O d O � convergesin distribution as 
 ½ýÚ to a L.� -dimensional

Gaussianrandomvariablewith mean0 andcovariancematrix Ý ='> � O � .
9



Theorem4 enablesusto determine,for example,thatasymptoticallyfor large 
 , with probability M�dCþ ,
the

£O will lie betweenthepoints OyPØÿ������ � Ý ='>P�P � O �
 � (20)

where ����� � denotesthenumberthatcutsoff anareaþ Ì � in theright tail of thestandardnormaldistribution.
This is usedfor a confidenceinterval of level MÑd_þ . As we areinterestedin a 95%confidenceinterval for
singlelink measurements,we take ����� � � � .
ConfidenceIntervals for Parameters. With slight modification,the samemethodologycanbe usedto
obtainconfidenceintervalsfor theparameters

£O derivedfrom measureddatafrom 
 probes.Following [4]
weusetheobservedFisherInformation:£Ý a P � £O �7�<d Ò � �Ò O a Ò O P � £O �o� where

£O � ¾ ='> � £ ¢(�[~ (21)

Now, theproofof Theorem2 (seeparticularly(57))showsthatthe
Ò � Ì Ò OyP dependonthe 
7��v:� only through

thecombinations
 £ ¢ P . Hencethesameis truefor the
Ò � � Ì Ò O a Ò OyP . Since

t
	u QSp»�� "�NV(� ¾ � ¾ ='> � £ ¢|�?� P � £ ¢ P ,
wehave

£Ý�� £O �7�_Ý�� £O � .
Wethenuseconfidenceintervalsfor

£OyP of theform

£O P ÿ�� ��� � Ý ='>P�P � £O �
 ~ (22)

This allows us to find simultaneousconfidenceregionsfrom theasymptoticdistribution for O for a given
tree.An issuefor furtherstudyis to understandhow theconfidenceintervalschangeasthetreegrows.

Example: ConfidenceIntervals for the Two-leafTree An elementarycalculationshowsthattheinverse
of theFisherinformationmatrixgoverningtheconfidenceintervalsfor modelsin (20) is

Ý ='> � O �7�
���

u ø i u�� = u�� i >�� u�� i u ø = � lYl lu��Çu�� = u�� u��u�� = u�� u��u��= u�� u��u�� u��Çu��u ø u�� = u�� u��u ø= u�� u��u�� = u�� u��u ø

u��?u��u ø u��
����
� ~ (23)

Here,theorderof thecoordinatesis O > � O � � O Û . The inverseof theobservedFisherinformationgoverning
the confidenceintervals for datain (22) is obtainedby inserting(14)–(16)into (23). We notethat in this
caseÝ is singularat theboundariesO � �<M and O ÛJ�<M .
4.2 Dependenceof LossEstimator Varianceon Topology

The varianceof
£O determinesthenumberof probeswhich mustbe usedin orderto obtainan estimateof

a givendesiredaccuracy. Thusit is importantto understandhow the variancedependson the underlying
topology. Growth of the variancewith the sizeof the treemight precludeapplicationof the estimatorto
large internetworks. Long timescaleinstability hasbeenobserved in the Internet [19]; if the timescale
requiredfor accuratemeasurementsapproachesthatatwhichvariability occurs,theestimator’srequirement
of stationaritywouldbeviolated.In thissectionweshow thattheasymptoticvarianceô of

£O is independent
of topologyfor lossratiosapproachingzero.

Thefollowing theoremcharacterizesthebehavior of ô for smalllossratio,independentlyof thetopology
of thelogical tree.Set � O �8�Að���� P[Z³ OyP . Set þ a P �<M if �b�A and 4 otherwise.

10



�
��� �
���  
��� !
��� "
#

� ��� # �$� � �$� % ���  ��� & ��� ! �$� ' �$� " ��� ( #

)+*-,/.10-.2.

3�465

798;:�<798;=�<798 >?<798;@�<798;A�<798;B�<
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Figure 6: ASYMPTOTIC ESTIMATOR VARIANCE AND

TREE DEPTH Binary Tree of depth2, 3 or 4. Variance
increaseswith treedepth.

Theorem 5 ôoa P � O P þ�a P ba �c� O � � � as � O � ½ 4 .
Theorem5 saysthat the varianceof

£O is, to first orderin O , independentof topology. However, nothing
is said abouthigher order dependence,and in particularwhetherthe differencebetweenô a P and OyP þ a P
convergesto zerouniformly for all topologiesas OC½ 4 . For asectionof treesweusedcomputeralgebrato
calculatethemaximumasymptoticvarianceover links ð���� P ô P!P for aselectionof trees,asa functionof the
uniformBernoulli probability O*P � O . Weusethenotationd ��e > �fe � �r~U~r~��1e 9 � denotethetreeof depth
  M
(depth= maximumlevel � of any leaf) with successive branchingratios M�fe > �fe � �U~r~U~?�1e 9 , i.e. theroot node4 hasthesingledescendentnode M which has e > descendents,eachof whichhas e � descendents,andsoon.
We show thedependenceon branchingratio in Figure5 for treesof depth2. In theseexamples,increasing
thebranchingratio decreasesthevariance.In Figure6, we show the dependenceon treedepthfor binary
treesof depth2, 3 and4. In this example,estimatorvarianceincreaseswith treedepth,roughly linearly.
In all examples,estimatorvarianceis approximatelylinear for O lessthanabout0.1, and independentof
topology, in keepingwith Theorem5. For larger O it appearsfrom theseexamplesthat the changein
estimatorvarianceof moving from simpletopologiesto morecomplex onesis governedby two opposing
effects;variancereductionwith increasingbranchingratio,andvariancegrowth with increasingtreedepth.
The reasonfor this appearsto bethat increasingthe branchingratio increasesthe sizeof E@�� "� (the setof
leaf-nodesdescendedfrom  ) soproviding moredatapointsfor estimation,while increasingthetreedepth
increasescumulativeerrorperlink in estimation.

5 Data Consistencyand Parameter Computation

In this sectionwe addresscomputationalissuesassociatedwith the estimator
£O . We specifyconsistency

checkswhich mustbe appliedto the databefore
£O is computed.We describean algorithmfor computa-

tion of
£O anddiscussits suitability for implementationin a network,in particulartheextent to which it is

distributable.
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5.1 Data Consistency

In this sectionwedescribetestsfor consistency of theempiricalprobabilities
£¢ with themodel.Thevalida-

tionsof themethodologycarriedout in thispaperareall within controlledsimulations.Sowedonotaddress
heretheadditionalconsistency checkswhich wouldberequiredfor applicationsto realnetworkdata,such
astestsfor stationarity.

Therestof thissectionfocusesonrangecheckingandtreesurgery. An arbitrarydataset ��
7��v|��� � Z-� may
not give riseto

£ ¢_# ¾ �Y² i > l � . In particular, whenoneof the
£¢ P is 4 , not all of the OyP canbe inferredfrom

thedata.Thosewhichcannotmustberemovedfrom consideration.In othercases,thedatais notconsistent
with theassumptionthatlossoccursindependentlyon differentlinks. We discussthesenow.

(i) If
£ ¢ P �X4 for any  D#�� , we constructa new treeby deletingnode  andall its descendants,and

performthe analysison this prunedtreeinstead.We areunableto distinguishbetweenthe various
waysin which ¢ P maybezero,e.g. O*P �{4 , or OyP BD4 but O a �A4 for children��#/&'�� "� .

(ii) Any
£O*P B<M is a nonphysicalvalue,sincethelink probabilitiesarerequiredto lie in QÞ4"�UM!V (subjectto

(i) above). Theorem3 tells usthis will not occurfor sufficiently large 
 . Thusin implementationsof
theinferencealgorithm,this eventmaybeusedto triggerthedispatchof furtherprobes.

(iii) The condition
£ ¢ P � º a Zs® i P l £ ¢a for any  D#,�A�hE preventsthe calculationof

£Ê P andhencealso

link probabilitiesfor links that include  asa vertex, namely
£O P � £Ê P Ì £Ê «]i P l and

£O a}� £Ê�a Ì £Ê P
for �<#I&(�K "� . Instead,we estimateonly the probabilities + O*PUO a 0��<#R&(�� "�¬2 on the composite
links from 57�� "� to theelementsof &'�� "� , estimating gOyPrO a �%Ê a Ì Ê «si P l � �}#Ø&(�K "� . Thepossibility£ ¢ P B º a Zs® i P l £ ¢ P . is precludedby the relations(25) and (26) below. Equality occursonly if the
observedlossessatisfythestrongdependencepropertythateachpacketreachinga receiver in E@�� "�
reachesno otherreceiver in E@�� "� .

5.2 Computation of the Estimator on a GeneralTree

In this sectionwe describethe algorithmfor computing
£O on a generaltree. An importantfeatureof the

calculationis thatit canbeperformedrecursively ontrees.Firstweshow how to calculatethe
£ ¢ P . Denoteby� £W P ��H ��� P[Z j ¥ ° � > ¥ � ¥ÃÂÃÂÃÂ ¥ 9 themeasuredvaluesat theleafnodesof processW for 
 . Definethebinaryquantities� £h P ��HN�?� PoZs\ ¥ ° � > ¥ � ¥ÃÂÃÂÃÂ ¥ 9 recursively by £h P ��HN�Ð� £W P ��HN�[�  3#/E (24)£h P ��HN�Ð�  a Z® i P l £h a��KH �[�  .#/���JE (25)

sothat £ ¢ P � 
 ='> 9� ° � >
£h P ��H �o~ (26)

For simplicity weassumenow that
£ ¢w# ¾ �?��4T�UMU�?Ö ³ � , sothat,if necessary, steps(i) and(ii) of Section5.1

have beenperformedon the dataand/orthe logical multicasttree in order to bring it to this form. The
calculationof

£O canbedoneby anotherrecursion.Weformulatebothrecursionsin pseudocodein Figure7.
The procedurefind gamma calculatesthe

£h P and
£ ¢ P , assuming

£h P initializes to
£W P for  I#cE and 4

otherwise.Theprocedureinfer calculatesthe
£O*P . Theprocedurescouldbecombined.Thefull setof link

probabilitiesis estimatedby executingmain( M ) wherenode M is thesingledescendantof therootnode 4 .
Here,anemptyproduct(which occurswhenthefirst argumentof infer is a leaf node)is understoodto

bezero.We assumetheexistenceof a routinesolvefor thatreturnsthevalueof thefirst symbolicargument

12



procedure main ( i ) j
find gamma( i ) ;
infer ( i , C ) ;k

procedure find gamma( i ) j
foreach( lnm�oqprits ) juv�w

= find gamma( l ) ;
foreach( xymzj{C�|1}1}f}^|�~ k ) juvq�9� x_� =

uvq�t� x2�t� uv�w�� x2� ;kku � �
= ~����+������ � uvq�9� x_� ;

return
uvq�

;k
procedure infer ( i , � ) ;� � = solvefor( � � , p^C�D u� �{� � � s == � w���������� p?C�D u � w�� � � s );uE � = � ��� � ;

foreach( lnm�oqprits ) j
infer ( l , � � ) ;kk

Figure7: PSEUDOCODE FOR INFERENCE OF L INK PROBABIL ITIES

which solves the equationspecifiedin its secondargument. We know from Theorem1 that underthe
conditionsfor

£¢ auniquesuchvalueexists.

5.3 Implementation of Infer encein a Network

Therecursive natureof thealgorithmhasimportantconsequencesfor its implementationin a networkset-
ting. Observe that the calculationof

£¢ P and Ê P dependson W only throughthe � £h a¬� a Z® i P l . Put another
way, if � is a child of  , thecontribution to thecalculationof

£O*P of all datameasuredat thesetof receiversE@�)�"� descendedfrom � , is summarizedthrough
£h a . In a networkedimplementationthis would enablethe

calculationto be localizedin subtreesat a representativenode,thecomputationaleffort at eachnodebeing
at worstproportionalto thedepthof thetree(for thenodethat is the representative for all distinctsubtrees
to which it belongs).

Moreover, estimatesfrom measurementsat receivers E@�� "� descendedfrom anode  areconsistentwith
thosefrom the full setof receiversin thefollowing sense.Executingmain(  ) yields the Ê P calculatedby
main( M ) asthevaluefor

£O*P . Thusis theeffectiveprobabilitythataprobetraversea(fictitious) link from the
root 4 directly to  . But whenthefull inferencemain( M ) is performed,it is not hardto seethat the

£O obeyÊ P � È � i P l° � ^ £O «U±Yi P l , i.e theprobabilityof traversingthepathfrom 4 to  without loss.
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Figure8: CONVERGENCE OF INFERRED LOSS PROBABILITIES TO ACTUAL LOSS PROBABIL ITIES IN

MODEL SIMULATIONS. Left: Two-leaf treeof Figure3 with parametersO > �X4"~S4� ; O � � O Û �X4"~Þ4t� .
Right: Selectedlinks from four-leaf treeof Figure4, with parametersO > �R4"~S4"M ; O � �R4"~ñM ; O Û � O
� �O�� � O�� �`4"~S4TM ; O � �G4"~¡� . The graphsshow that inferredprobabilitiesconverge to within 0.01 of the
actualprobabilitiesafter2,000or fewer observations.

6 Simulation Results

We evaluatedour inferencetechniquesthroughsimulationandverified that they performedasexpected.
This work hadtwo parts: modelsimulationsandTCPsimulations. In themodelsimulations,losseswere
determinedby time-invariantBernoulli processes.Theselossesfollow the modelon which we basedour
earlieranalysis.In theTCPsimulations,lossesweredueto queueoverflows asmulticastprobescompeted
with other traffic generatedby infinite TCP sources.We usedTCP becauseit is the dominanttransport
protocolin theInternet[29]. Thefollowing two subsectionsdescribeour resultsfrom thesetwo simulation
efforts.

6.1 Model Simulations

Topology. For the model simulations,we usedad hoc softwarewritten in C++. We simulatedthe two
treetopologiesshown in Figures3 and4. Node0 senta sequenceof multicastprobesto the leaves. Each
link exhibited packetlosseswith temporalandspatialindependence.We couldconfigureeachlink with a
differentlossprobabilitythatheldconstantfor thedurationof a simulationrun. We fed thelossesobserved
by theleavesto aseparatePerlscript thatimplementstheinferencecalculationdescribedearlier.

Convergence. Figure8 comparesinferredpacketlossprobabilitiesto actuallossprobabilities. The left
graphshows resultsfor all threelinks in our two-leaf topology, while the right graphshows resultsfor
selectedlinks in thefour-leaf topology. In all cases,theinferredprobabilitiesconvergeto within 0.01of the
actualprobabilitiesafter2,000observations.

Figure9 comparesthe empiricalandtheoretical95% confidenceintervalsof the inferredlossproba-
bilities for the two-leaf topology. The empirical intervalswerecalculatedover 100 simulationrunsusing
100differentseedsfor therandomnumbergeneratorthatunderliestheBernoulli processes.Thetheoretical
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Figure 9: AGREEMENT BETWEEN SIMULATED AND THEORETICAL CONFIDENCE INTERVALS. Left:
Resultsfrom 100modelsimulations.Right: Predictionsfrom (20). Thegraphsshow two-sidedconfidence
estimatesat 2 standarddeviationsfor link 2 of the four-leaf treeof Figure4. Parameterswere O > �R4"~S4"M ;O � �A4"~ñM ; O Û�� O�� � O � � O�� �{4"~S4"M ; O6� �A4"~¡� . Simulationmatchestheoryextremelywell – thetwo sets
of curvesareindistinguishablewhenplottedin thesamegraph.

intervalsareaspredictedby (20). As shown, simulationmatchestheoryextremelywell – we show thetwo
graphsseparatelybecausethe two setsof curves are indistinguishablewhen plotted together. For 2,000
observations,theconfidenceintervalslie with within 20%of thetrueprobabilities.

It mayseemthat thousandsof probesconstitutetoo many networkresourcesto expendandtoo long to
wait for a measurement.However, it is importantto notethat a streamof 200-bytepacketsevery 20 ms
representsonly 10 Kbps, equivalentto a singlecompressedaudio transfer. Furthermore,a measurement
using 5,000suchpacketslasts lessthan two minutes. Therealreadyexist a numberof MBone “radio”
stationsthatsendlong-livedstreamsof sequencedmulticastpackets.In somecaseswecanusetheseexisting
multicaststreamsas measurementprobeswithout additionalcost. Overall, we feel that multicast-based
inferenceis a practicalandrobustwayto measurenetworkdynamics.

6.2 TCP Simulations

Topology. For theTCPsimulations,we usedthens networksimulator[18]. We configuredns to simulate
treetopologiesshown in Figures3, 4 and11. All links had1.5 Mbpsof bandwidth,10 msof propagation
delay, andwereservedby aFIFOqueuewith a4-packetlimit. Thus,apacketarriving ata link wasdropped
whenit foundfour packetsalreadyqueuedat thelink.

In eachtopology, node0 sentmulticastprobepacketsgeneratedby a sourcewith 200-bytepacketsand
interpackettimeschosenrandomlybetween2.5and7.5msec.Theleafnodesreceivedthemulticastpackets
andmonitoredlossesby looking for gapsin the sequencenumbersof arriving probes.We fed the losses
observed by the multicastreceiversto the sameinferenceimplementationusedfor the modelsimulations
describedabove. We alsohadns reportlosseson individual links in orderto compareinferredlosseswith
actuallosses.

In the two- and four-receiver topologies,eachnodemaintainedTCP connectionsto its child nodes.
Theseconnectionsusedthe Tahoevariantof TCP, sent1,000-bytepackets,andweredrivenby an infinite
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Figure10: TRACKING OF ACTUAL LOSS RATES BY INFERRED LOSS RATES IN TCP SIMULATIONS.
Left: Two-leaf tree of Figure 3. Right: Selectedlinks from four-leaf tree of Figure 4 (somepairs of
probabilitiesareoffsetfor clarity). Thegraphsshow thattheinferredlossratescloselytracktheactualloss
ratesover 10,000observations.
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Figure11: TRACKING OF ACTUAL LOSS RATES BY INFERRED LOSS RATES IN TCP SIMULATIONS

WITH DIVERSE BACKGROUND TRAFFIC. LEFT: Eight-leafbinary tree. RIGHT: Closetrackingof actual
lossratesby estimatedlossratesasnumberof observationsis increasedup to 1,000.

datasource.Links to left childrencarriedonesuchTCP stream,while links to right childrencarriedtwo
TCPstreams.Thelink betweennodes0 and1 alsocarriedoneTCPstream.

In theeight-receivertopology, thetraffic moremorediverse,with 52TCPconnectionsbetweendifferent
pairsof nodes,giving riseto approximately8 connectionsperlink on average.

Convergence. Figure10 comparesinferredlossratesto actuallossrateson selectedlinks of our two- and
four-leaf topologies.As shown, the inferredratescloselytrack the actualratesover 10,000observations.
Figure11 comparesinferredandactuallossratesin the eight-receiver topologywith diversebackground
traffic; in thiscasethetrackingis evencloser.

We note that the inferred valuesareaccurateeven thoughqueueoverflows due to TCP interference
do not obey our temporalindependenceassumption.TCP is a bursty packetsource,particularly in the
region of exponentialwindow growth duringa slow start[9]. In our simulations,multicastprobesareoften
lost in groupsas they competefor queuespacewith TCP bursts. This phenomenonis readily apparent
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Figure12: ACCURACY OF INFERENCE IN TCP SIMULATIONS. Left: Two-leaf treeof Figure3. Right:
Four-leaf treeof Figure4. The graphsshow normalizedroot meansquaredifferencesbetweenactualand
inferredlossrates,computedacross100simulations.After aninitial transient,inferredlossratessettledown
to within 8 to 15%(in thetwo-leaftree)and4 to 18%(in thefour-leaf tree)of actuallossrates,depending
on thelink. TheRMSerrorwasreducedto approximately1%by modifying theMLEs to correctfor spatial
lossdependence.

when watchinganimationsof our simulationswith the nam tool [17]. Inspectionof the autocorrelation
function of the time seriesof packetlossesfor a seriesof experimentspredominantlyshowedcorrelation
indistinguishablefrom zerobeyonda lagof 1 (i.e. greaterthanback-to-backlosses).As weexplain in more
detail in Section8, theestimator¥¦ is still asymptoticallyaccuratefor largenumbersof probeswhenlosses
have temporaldependenceof sufficiently shortrange.However, therateof convergenceof theestimatesto
their truevalueswill beslower.

Figure12 shows the Root MeanSquare(RMS) differencesbetweenthe inferredandactuallossrates
in thetwo- andfour-leaf topologies.Thesedifferenceswerecalculatedover 100simulationrunsusing100
differentseedsfor the randomnumbergeneratorthatgovernsthe time betweenprobepackets.As shown,
thedifferencescandropsignificantlyduringthefirst 2,000observations.However, at somepoint they level
off anddonotdropmuchfurther, if atall. Thispersistencerevealsasystematic,althoughsmall,errorin the
inferredvaluesbecauseof spatiallossdependence.In our simulations,thesamemulticastprobeis lost on
sibling links moreoftenthanthespatialindependenceassumptiondictates.Thesedependentlossesleadthe
inferencecalculationto underestimatelosseson thesibling links andto overestimatelosseson theparent
link.

We canquantify the spatiallossdependencepresentin the simulations.We canalsocalculatethe ef-
fect of suchdependenceon theinferredlossprobabilitiesby extendingour previousanalysis.Thusa prior
estimateof the degreeof dependencecould be usedto obtaincorrectionsto the Bernoulli inference. We
discussthis in moredetail for spatialdependencein Section7 andgive an exampleof how to apply the
correction. Applied to the inferenceson the two-leaf treesummarizedin Figure10, they reducean RMS
error of between8 and15% to oneof around1%. The key observation behindtheseanalyzesis that the
error in the inferredvaluesvariessmoothlywith thedegreeof spatialdependence.Thegreaterthedepen-
dencein the network, the larger the error. We canarrangefor correlatedlossesin a simulatednetwork,
for exampleby creatingsynchronizedinterferencestreamson sibling links. However, the resultsfor the
eight-receiver topologywith diversebackgroundtraffic supportourbelief thatlargeandlong-lastingspatial
lossdependenceis unlikely in realnetworkslike theInternetbecauseof their traffic andlink diversity.
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7 The Analysis and Corr ectionof Spatial Dependence

7.1 Analysisof Spatial Dependence

Whenspatialdependencepresentin packetlosses,the Bernoulli modelassumptionis violated. But even
with suchdependence,we canstill askwhat are the marginal lossprobabilitiesfor eachlink separately.
In this sectionwe quantify theeffectsof this dependenceandshow how they maybe correctedfor on the
basisof a priori knowledgeof them. We proposethat this knowledgeshouldbe obtainedby independent
measurementson instrumentednetworks. Moreover, we establishthat dependencedeformsthe Bernoulli
estimatescontinuouslyin the sensethat small divergencesfrom independenceof the lossesleadto small
divergenceof theestimatesof themarginal lossprobabilitiesfrom their truevalues.For binarytreeswefind
that the effect of suchdependenceon the estimatesof marginal lossprobabilitiesfor links in the interior
of the network is secondorder, andbecomenegligible in regions of the network acrosswhich lossand
dependencechangelittle.

Onemotivationfor consideringdependentlossescomesfrom thewell-known exampleof synchroniza-
tion betweenTCP flows which can occur as a result of the slow-startafter packetloss; see[9]. Flows
which have experiencedcommonlosson a link § will thenhave somedegreeof dependence.Viewed as
backgroundtraffic againstwhich theprobepacketscompete,they canbeexpectedto give riseto dependent
lossesof probepacketson links on thesubtreedescendedfrom § . However, thedependenceof probeloss
canbe expectedto decreaseon progressingdown the treefrom § . This happensif we assumethat flows
which becamedependentthoughlossesa givennode § typically have a spreadof destinationaddress;then
their pathsthroughthenetworkwill subsequentlydiverge. Thenthefractionof thetotal traffic contributed
onlinks descendedfrom § will decreaseonprogressingdownthetreefrom § ; hencethedependentinfluence
of suchflows onprobelosswill decreaselikewise.

Theforegoingdiscussionmotivatesusto capturesuchdependenceto first orderby considering,within
the classof dependentlossprocesses,thosefor which dependenceonly occursbetweenlosseson sibling
links, i.e.,betweenthosëª© and ¨ ©¬« for which 7�2®+¯��°7�2®q±²¯ . Let ³c�µ´t´1®t¶[��·�·�·�®�¸+¹�º¼»(�/§+¯[�f§¾½}�À¿ÂÁÃ¹
denotethesetof subsetsof sibling links. We characterizethejoint distributionof the �$¨ÅÄ�¯cÄÇÆtÈ throughthe
family of joint conditionalprobabilities � ¦ Ä1ÉcÊ;Ë;Ë;Ë Ê ÄcÌt¯�Í ©�É�Ê;Ë;Ë;Ë © Ì�Î ÆtÏ wherefor § �À��_®t¶f¯7�°·�·�·U�À��_®�¸9¯ ,¦ ©�É�Ê;Ë;Ë;Ë Ê © Ì�Ð �ÒÑ6Ó;¨Ô©�É7�°Õ��·�·�·?��¨ª© Ì �°Õ9Ö ¨ÅÄ8�°Õ1× (27)

(For Bernoulli loss, ¦ ©�É�Ê;Ë;Ë;Ë Ê © Ì �ÙØ ¸ÚÜÛ ¶ ¦ ©?Ý ). We now derive analogousrelationsto (6) in this case. It is
convenientto work initially with thequantitiesÞ Ä Ð �°Ñ�Ó�ße�/§+¯ÂÖ�¨ÅÄJ�°Õ1×(�ÒÑ6Ó�ß»��§+¯ÂÖ�¨Åà�á Ä1â �°Õ1×rã+Ñ�Ó;¨ÅÄJ�ÒÕäÖ�¨Åà�á Ä1â �°Õ1×(�æåyÄ�ã ¦ Ä (28)

For çéèëê�»'��§+¯ let »�¸ê��§+¯ denotethe setof subsetsof »'��§+¯ of cardinality ç . By the Inclusion-Exclusion
Principle(seee.g.Chapter5.2of [25])

Ñ�Ó�ße��§+¯^×(�ÒÑíì¡î ©fÆtï á Ä1â ß»�2®+¯�ð��¼ñ ï á Ä1âò¸ Û ¶ ��óôÕ�¯ ¸�õ
¶ òÍ ©�É�Ê;Ë;Ë;Ë Ê © Ì�Î1ö ï Ì á Ä1â ÑªÓ�ß»�2® ¶ ¯y÷ø·�·�·f÷¾ß»�2® ¸ ¯^×�� (29)

from whichwe find using(27) and(28) that

Þ ÄÑ� ñ ï á Ä1âò¸ Û ¶ ��óôÕ�¯ ¸�õ
¶ òÍ ©�ÉcÊ;Ë;Ë;Ë Ê ©/Ì Î1ö ïcÌ á Ä1â ¦ ©�ÉcÊ;Ë;Ë;Ë Ê ©?Ì Þ ©�É
·�·�· Þ ©?Ì (30)
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Reexpressedin termof the ù+Ä we obtainthefollowing analogof (10) for §z½�úû¿ÂÁ :

ü Ä���ýþÄ��ù7�fÿ ¯ Ð �æù+Ä�ã�ýþÄÂó ñ ï á Äfâò¸ Û ¶ ��óôÕ�¯ ¸{õ�¶ òÍ ©�É�Ê;Ë;Ë;Ë Ê ©?Ì Î1ö ïcÌ á Äfâ ÿ�©�É�Ê;Ë;Ë;Ë;Ê ©?Ì ù�©�É ·�·�·^ùt© Ìý ¸ Ä � � (31)

where ÿ�©�ÉcÊ;Ë;Ë;Ë Ê ©?Ì3� ¦ ©�É�Ê;Ë;Ë;Ë Ê ©?Ì9ã|� ¦ ©�É
·�·�· ¦ ©?Ì9¯ andwe write ÿA�X��ÿ�©�É�Ê;Ë;Ë;Ë Ê ©/Ì�¯ Í ©�É�Ê;Ë;Ë;Ë Ê ©?Ì Î Æ�Ï . For a givenlossmodel
onecanin principlecomputeÿ andcomputeýnÄ from ù+Ä . Ratherthando this, however, we establishsome
structuralresults.

We cancomparetheactualvaluesýþÄ��/ÿÜ¯ which solve (31) for ýnÄ , with thoseobtainedfrom (10) with
theBernoulli assumption,whichwecanwrite as ý Ä ��Õ�¯ . Thefollowing theoremshowsthatthedeformation
from ýnÄ1��ÿ ¯ to ýþÄ��¬Õ�¯ is continuousin theneighborhoodof theBernoulli valuesÿ��ÙÕ (i.e. ÿ�©�É�Ê;Ë;Ë;Ë Ê ©/Ì3� Õ
for all ´1®t¶[��·�·�·?�^®�¸+¹ä½ ³ ).

Theorem 6 Let ¦ Ä�� � . Thereexistsa neighborhoodof ÿØ�°Õ in � ñ Ï onwhich ÿ����ýþÄ"��ÿ ¯ is continuous.

Proof of Theorem 6: Theresultthenfollows from theImplicit FunctionTheorem(see[26]) providedthat�
	�� ü Ä��/ýnÄ1��Õ�¯[��ù���Õ�¯�� �
. But

ü Ä"��ýþÄ�cù7��Õ�¯�� ü Ä"��ýþÄ��ù ¯h���*�-ù+Ä�ã�ýnÄ1��´�ùt©fã�ù+Ä Ð ® ½ »'��§+¯1¹�¯ appearing
in (10) andLemma1, andso the resultfollows from

��� �*���y����¯o����¯�� �
asestablishedduring the proof of

Lemma1.

7.2 Spatially DependentLossesin Binary Trees

When � is abinarytreewecanobtainexplicit results.For §¾½�ú ¿+Á write ÿ á Äfâ�� ÿ ©^©¬« where»'��§+¯ � ´f®1�?® ± ¹
Thenfrom (31) wehave

ù Ä ��� ý Ä � §z½ Áùt©��ûù�© « �ûÿ á Ä1â ùt©fù�© « ãtýnÄ�� §z½�ú ¿ÂÁ (32)

Let ¦ ��ÿ ¯ be the true valueof ¦ , i.e. that obtainedby combining(32) with (11). ¦ ��Õ�¯ is then the value
previously obtainedusingthe Bernoulli assumption.Let § � Õ denotethe singledescendentof the root
node

�
.

Theorem 7 Let � bea binary tree.

(i) There is a bijection  �! from a subsetof " onto # such that  %$ ¶! �-ù
¯ � ¦ ��ÿ ¯ , with  ¶ �  from
Theorem1.

(ii) ¦ Ä"��ÿ ¯ � &' ( ¦ ¶-��Õ�¯cã�ÿ á ¶�â � § � Õ¦ Ä ��Õ�¯cÿ á�à�á Äfâ-â � §z½ Á¦ Ä"��Õ�¯cÿ á�à�á Äfâ-â ãtÿ á Äfâ � otherwise
(33)

Proof of Theorem 7: From(32), ýnÄ"��ÿ ¯ � �-ùt©)� ùt© « óbù+Ä�¯cã:�-ùt©cù�© « ÿ á Äfâ ¯ � ýþÄ��¬Õ�¯cãtÿ á Äfâ . The form of (ii)
thenfollowsfrom (11); this is usedasthedefinitionof  %$ ¶! for (i).

Theorem7(ii) hastheinterestinginterpretationthatin theinteriorof thenetwork(i.e. exceptfor node Õ
andtheleaf-nodes)theerrorin using ¦ Ä��/ÿÜ¯ in placeof ¦ Ä"��Õ�¯ is asecondordereffect. For theerrordepends
only ontheontherelativemagnitudeof correlationsatadjacentnodesthroughthequotient ÿ á�à�á Ä1ârâ ãtÿ á Ä1â . If
thelink probabilitiesanddependenciesare(approximately)equalateachnodeof thetree,thenthisquotient
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will be(approximately)one,andsotheBernoulli estimate¥¦ Ä"��Õ�¯ Ð �  $ ¶¶ �r¥ù�¯ will be(approximately)equal
to  %$ ¶! �r¥ù ¯ , for interior § . Thuswe seethat the presenceof dependentlossesin binary treesperturbsthe
Bernoulli-basedestimatorlittle for links within theinteriorof regionsacrosswhichthedegreeof dependence
is similar. On theotherhand,at theboundariesbetweensuchregions,a priori knowledgeof thedegreeof
dependencecan help makethe estimatesmore accurate. This motivatesfuture work both in simulation
studiesand instrumentationof heterogeneousnetworksin order to establishthe degreeof dependenceis
influencedby dynamicfactorssuchasutilization, and(comparatively) staticfactorssuchlink technology
andrelative link speeds.

It is interestingto seethattheTCPSimulationsof the4-leaftreedisplaysomeof thefeaturesonemight
expect from the above discussion.Observe in the RHS of Figure10 that for the leaf-links (6 and7) the
inferredlossrateunderestimatestheactuallossrate,while for link 1 it overestimatesit. For theinterior link
3, theinferredandactualvaluesarealmostidentical.This is consistentwith theabove discussionif ÿ Ä*�¼Õ
and ÿ%+-,¼ÿ à�á +fâ � ÿ ¶ . Notethatfor »'��§+¯ � ´f®1�?® ± ¹ ,

ÿ Ä��ÀÕ/.10 ¦ ©?©¬« � ¦ © ¦ ©¬« .10 2yÓ;¨ª©f¨ ©¬« Ö�¨zÄ � Õ1×��32yÓ;¨Ô© Ö�¨ÅÄ � Õ1×42yÓ;¨ ©¬« Ö�¨ÅÄ � Õ1×�· (34)

In otherwords, ÿ Ä1�¼Õ if f ¨ª© and ¨ © « are(conditionalon ¨ÅÄ � Õ ) positively correlated.We expectthis to
bethecasewhensynchronizedlossesoccurasdescribedat thestartof this section.

7.3 Corr ection for Spatial Dependencein Binary Trees

If someknowledgeof the degreeof dependencein the traffic is available,thenthis canbe usedto adjust
theinferredlossprobabilitiesaccordingly. Thismotivatesexperimentalstudiesof realnetworkswith instru-
mentedlinks in orderto ascertainthemagnitudeof thedependence.We intendto undertaketheseexperi-
mentsin thefuture.Hereweshow how knowledgeof dependencecanbeusedto correcttheBernoulli-based
estimatesof link probabilitiesfor non-interiornodes.We considerthesetof leaf-nodeśf®1�?® ± ¹�½�»(�/§+¯ . Let5 © have thethedistributionof ¨ª© conditionedon ¨zÄ � Õ . Supposewe know a priori anestimate¥ 6 for the
correlationof

5 © and
5 ©¬« . Now thetheoreticalvalueof thecorrelationis6 � 7�8�9 � 5 ©-� 5 ©¬« ¯: ;=<?> � 5 ©�¯ ;@<A> � 5 ©�¯ � ¦ ©?©c« ó ¦ © ¦ ©c«: ¦ © ¦ © ¦ © « ¦ © « � ÿ á Äfâ=B ÕÂóDC ¦ © ¦ ©¬«¦ © ¦ ©¬«%E (35)

Thusweexpectto improveourestimates¥¦ ©s��Õ�¯ by using ¥¦ ©s��Õ�¯ ¥ÿ á Äfâ insteadwhereÿ á Ä1â is obtainedfrom (35)
by using ¥ 6 and ¥¦ ��Õ�¯ in placeof 6 and ¦ .

To test this approach,we measuredthe lossdependencein an ns simulationof 10,000probesin the
two-leaf tree,thenconducted100 further ns simulationsof 10,000probes,andadjustedthe inferredlink
probabilitiesin this manner. Comparingtheactual,adjusted,andoriginally inferredlossratioswe seethis
providesimprovement:theroot meansquareerrorgoesdown from between8 and15%(dependingon the
link) to about1% in thiscase;seeTable1.

8 Temporal Dependenceand ConvergenceRates

8.1 Ergodicity and Asymptotic Accuracy

In this sectionwe investigatethe impactof temporaldependenceon theestimator ¥¦ . Denoteby ¨D��çy¯ ��-¨ Ä ��çy¯c¯ ÄÇÆ�È the(spatial)processof the çGFIH probe.Thefirst observationis that,if wereplacetheassumption
of independencebetweenprobesto merelyassumingthat the (temporal)process�-¨D��çy¯c¯�¸�ÆKJ is stationary
andergodic, then ¥¦ still convergesto ¦ almostsurelyasthe numberof observationsgrows to L . This is
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RMS differencefrom actualloss
adjusted original

link 1 0.012 0.142
link 2 0.009 0.114
link 3 0.007 0.089

Table1: CORRECTING FOR SPATIAL DEPENDENCE: RMS proportionaldifferenceof inferredfrom actual
lossesin nssimulationof two-leaftreein Figure3, after10,000probes.Adjustmentof inferenceto account
for dependence(left column)showsorderof magnitudeimprovementoveroriginal inference(right column)

because,by definition,theobservedprobabilities¥ù of theergodicprocessconvergealmostsurelyto thelong
termaverages.By stationarity, thesearejust the ù �  �� ¦ ¯ asbefore,wherethe ¦ arethe (time)-marginal
distributionsof the link probabilities. A simpleargumentinvolving the InverseFunctionTheorem(e.g.,
see[26]) shows that  $ ¶ is continuouson  ��?� � ��Õ�¯ ñ�M ¯ , andhence¥¦ � ¦ almostsurely. Notewe do not
rely on ¥¦ beingthemaximumlikelihood estimator, with respectto someparameterspace,for themarginal
probabilities¦ of thegeneralprocess.Rather, wehave shown thattheBernoulliestimatoris asymptotically
accuratefor stationaryergodicprocesses.

In theremainderof this sectionweexaminetherateof convergencewhen ¨ possessestemporaldepen-
dence.In anapplicationof themethodto measurementon realnetworkshowever, inherentvariability (due
do largescaleeventssuchasroutingchanges)mayimposelimits onthedurationsoverwhichwecanexpect
the lossprocessto be stationary. For this reasonit is importantto understandin moredetail the impactof
time-dependentpacketlosson convergencerates.We proposeto examinethis throughmodels.Markovian
modelsof packetlosshavebeenproposedonthebasisof observationsof theInternet(e.g.,see[1]), although
somelongerburstsof losseswerealsofound. We shallseethatthepriceof temporaldependenceis slower
convergencethanfor theBernoulli case.Onecanunderstandthisqualitatively from thefact thatburstiness
in thepacketlossprocessesmeansthatthelong-termaverageof ¥ ù takeslongerto approach.

8.2 ConvergenceRatesfor Mark ovian Congestion

Themaintool in understandingconvergenceratesis thefollowing. Let  %$ ¶Ä denotethenode § component
of  $ ¶ , so that ¥¦ Ä �  %$ ¶Ä � ¥ ùy¯ . Supposenow that the randomvariables¥ ù areasymptoticallyGaussianasçN�OL with P çb� ¥ ùÅó ù ¯RQóS��T<� � �VU
¯[� (36)

where U ©¬Ä �XWZY\[ ¸K]_^ ç 7�8�9 � ¥ ù © �¬¥ù Ä ¯ , for ®��1§¾½bú . Here QóS� denotesconvergencein distribution. Thenby
the Deltamethod(seeChapter7 of [27]), since  @$ ¶Ä is continuouslydifferentiableon # (seeTheorem1), $ ¶Ä �r¥ù�¯ is alsoasymptoticallyGaussian:P ç@�� %$ ¶Ä � ¥ ù ¯ ó ¦ Ä ¯ QóS��T<� � �V` Ä ¯[� where ` Ä �3a  @$ ¶Ä �-ù
¯cbdUeb a  %$ ¶Ä �-ù
¯�· (37)

In theremainderof this sectionwe establish(36) within thecontext of Markov lossprocesses,andperform
someexplicit calculationsfor the2-leaftree.

We expandtheclassof lossprocessesasfollows. We will definea Markov process� 5 ��çy¯c¯ ¸tÆ?J , where5 �/ç ¯ will describethestateof thenetworkencounteredby the ç FfH probe;this descriptionis usedwhether,
for example,the interprobetimesareconstant,variableor random.

5
is constructedasfollows. For each§ø½ ú let � 5 Ä��/ç ¯�¯�¸tÆ?J bean independentMarkov processon thestatespacé

� ��Õ�¹ . We think of
5 Ä��/ç ¯ as

representingthestateof link § at time ç , taking thevalue
�

if the link is congested,Õ if it is not. A probe
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thatencountersa congestedlink is lost. We representthis by theprocess̈ � �-¨ÅÄ1��çy¯c¯cÄÇÆ M Ê ¸tÆ?J definedby
letting ¨ÅÄ1��çy¯ beconditionallyindependentof �-¨ª©-��g¾¯[� 5 ©s��g¾¯�¯ Äih9©�Ê Ú-j ¸ given �-¨ à�á Ä1â ��çy¯[� 5 Ä��/ç ¯�¯ , with

�-¨zÄ���çy¯ÂÖ�¨ à�á Ä1â ��çy¯[� 5 Ä���çy¯c¯ ��� � � ¨ à�á Ä1â � �5 Ä��/ç ¯o� ¨ à�á Ä1â � Õ (38)

When
5 Ä"�kb¡¯ is Bernoulliwith probability ¦ Ä to bein thestate Õ , thenthe ¨D��çy¯ areindependentfor eachç ,

with the ¨zÄ���çy¯ distributedasdescribedin Section2.2. ¨ is not a Markov process,but ratheris a function
of theMarkov process

5
. Moreover, ¨D��çy¯ is a somefunctionof

5 ��çy¯ alone,which we denoteby l . For
each§z½�ú , let m»��§+¯ bethesetof configurationsn of

5
suchthat l���n9¯ hasoutcomelÓ��nq¯1áZo â in ße��§+¯ , i.e.,me��§+¯ � ´Kn ½�´ � ��Õ�¹ ñ%M Ð lÓ�pn9¯ áZo â ½¾ße��§+¯1¹q· (39)

Let q denotethe transitionmatrix for
5

, i.e., q �sr ÄÇÆ M q ��§+¯ is theKroneckerproductof the transition
matricesof theindividual

5 Ä . Let t"��§+¯ � ´9Õ6ó ¦ Ä � ¦ Ä ¹ andlet t �3r ÄÇÆ M t��/§+¯ bethecorrespondingproduct
distribution.

Theorem 8 With theabovenotation,assume¦ Ää½Ø� � ��Õ�¯ for all §¾½�ú . Then(37)holdswithUq©cÄ � òu ÆAv á ©¬â òw ÆAv á Ä1â-x t u ��y uzw ó{t w ¯c�}| ^òÚÜÛ ¶ �Iq Úu~w ó�t u ¯~t wV� � (40)

where q Ú denotesthe g -steptransitionmatrix.

Observe thatin theBernoulli case,thesecondtermin (79) vanishes,while thefirst dependsonly on the
marginal probabilities¦ . This meansthat thefirst term in (79) givesrise to thediagonalelementsof (23);
in what follows we canthusrestrictour attentionto theincreasein theasymptoticvarianceasspecifiedby
thesecondterm.

Weparameterizethetransitionmatrix of
5 Ä asq3��§+¯ � B Õ ó ¦ Ä �ÜÄ ¦ Ä �ÜÄ¦ Ä �ÜÄ ÕÂó ¦ Ä �ÜÄ E � (41)

where �ÜÄû½c� � ��Õ�ã [��A� ´ ¦ Ä�� ¦ Ä�¹�× . � Ä parameterizesthe burstinessof
5 Ä without changingits marginal

probabilities.
5 Ä ��g¾¯ and

5 Ä ��g�� Õ�¯ are positively (or negatively) correlatedwhen � Ä � �
(or � Ä ��

). When � Ä � �
,
5 Ä is Bernoulli. By calculationof the matrix powersof q3��§+¯ throughits spectral

decomposition,we find that q ¸ �/§+¯ u~w t w ��§+¯ is givenby thematrix

Ó�q ¸ ��§+¯ u~w × � � ¸Ä�� ��§+¯c��� �/§+¯[� where � ��§+¯ � ¦ Ä ¦ Ä B Õ óôÕóôÕ Õ E ���3��§+¯ � t"��§+¯ r t"��§+¯�· (42)

Expandingq ¸ �3r ÄÇÆ M q ¸ ��§+¯ andsummingover ç we find^òÚÜÛ ¶ ì �Iq Úuzw ó�t u ¯zt w ð � ò� ö M�� ���é¯y� r Ä�Æ � � ��§+¯c¯ r���r ÄÇÆ Mc� � � ��§+¯~�*� (43)

where� �p�t¯ � � andotherwise� ���é¯ � ��Ø ÄÇÆ � � Ä ¯cã:��Õ óøØ Ä�Æ � � Ä ¯ .
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8.3 Example: the Two-leaf Tree

Takinggradientsin (14)–(16)andreexpressingthemin termsof ¦ we finda  @$ ¶¶ �p �� ¦ ¯c¯ � ��Õ��ó ¦ +��ó ¦%� ¯¦%�f¦ + � a  @$ ¶� �p �� ¦ ¯c¯ � ��óôÕ��Õ� ¦�� ¯¦ ¶ ¦ + � a  %$ ¶+ �� �� ¦ ¯c¯ � ��óôÕ� ¦ +��Õ�¯¦ ¶ ¦%� � (44)

Usingthenotation ��������¯ , with �:���]�V� ½�´ � ��Õ�¹ , to denotea valueof
5 ��çy¯ , we have from (13):me��Õ�¯ � ´"��ÕtÕtÕ�¯o�-��ÕtÕ � ¯!�-�^Õ � Õ�¯1¹���me�p|t¯ � ´���Õ�ÕtÕ�¯[�]��ÕtÕ � ¯1¹���me�p�t¯ � ´���Õ�ÕtÕ�¯[�]��Õ � Õ�¯1¹9· (45)

For simplicity wesetthe ¦ Ä and � Ä equalto ¦ �k� . Then(43)becomes^òÚÜÛ ¶ ì �Iq Úu~w ó�t u ¯~t w ð � � +ÕÂó�� + � ��Õ�¯ r � �p|t¯ r � ���t¯ (46)� � �Õ ó�� � � � ��Õ�¯ r � ��|�¯ r � ����¯�� � ��Õ�¯ r �3��|t¯ r � ���t¯���� �¬Õ�¯ r � ��|t¯ r � ����¯c¯� �ÕÂó�� � � �¬Õ�¯ r � �p|t¯ r � ���t¯���� ��Õ�¯ r �3��|t¯ r � ����¯���� ��Õ�¯ r � �p|t¯ r � �p�t¯c¯�·
Combining(44),(45)and(46) in (37) in (46)with Theorem8  $ ¶¶�¶ � ¦ ó ¦ ��Õ=� ¦ � ¦ ó�|t¯c¯¦ � (47)  $ ¶�z� �   $ ¶+~+ � ¦¦ (48)`t¶ �   $ ¶¶c¶ � ¦ � � ¦ � � ¦ �¡� ¦ � �¡�¢� � ó ¦ � � �/| ¦ � � � ��� + ó ¦ � + � ¦ � � + ¯¦ ��Õ£�¢�Ü¯U��ÕÂó�� + ¯ (49)` � � `¤+ �   $ ¶�~� � ¦ � �?� ¦ ���Ü¯ � ��� � � ¦ � ���Ü¯c¯¦ ��Õ)�¢�Ü¯U��Õ ó¥� + ¯ (50)

From (42), � is the geometricdecayrateof correlations.We caninterpret ¦ � Õ�ã|��Õôó��Ü¯ asthe mean
correlationtimeof thelosses;¦ � Õ for Bernoulli losses.In Figure13wedisplaytheincreasein asymptotic
varianceby plottingtheratio `�¶fã   $ ¶¶c¶ of theasymptoticvariancewith Markoviancorrelationsto thatwithout.
We do this for ¦ ½ûÓ�·¨§"��Õ1× and ¦ ½ Ó�Õ���Õ � × . ` � ã   $ ¶�z� displayedvery similar behavior. Theratio is increasing
in correlationtime ¦ , andin thelink transmissionprobability ¦ .

8.4 Temporal Dependenceand Probing Methodology

An approachto avoiding theeffect of temporaldependencewouldbeto timeprobesat intervalslargerthan
the typical correlationtime of losses.Althoughthis will reducethenumberof probesrequiredfor a given
level of convergence,the absolutetime of convergencemay increasedue to the increasedtime between
probes.Increasingtheprobesspacingby a factor ¦ ± , but with all probeslying within a givenmeasurement
periodwould increasethevarianceof theestimatesby a factor ¦ ± for independentlosses.With Markovian
losses,the effect of dependencebetweenprobescould be amelioratedby taking ¦ ± ��¦ , the correlation
time. But for the two-leaf treewe seefrom (47) that when ¦ � Õ , then ` Ä ã   $ ¶Ä1Ä � Õ�ã|��Õþó��Ü¯ � ¦ for§ � Õ���|"�V� . Thusfor smalllossprobabilities,theslow-down in therateof convergenceof ¥¦ is noworsethan
thatobtainedby spacingprobesto beapproximatelyindependent.In thisexamplethen,onemayaswell use
all probesirrespectiveof their mutualdependence,ratherthantry to spacethemout to avoid dependence.
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Figure13: IMPACT OF TEMPORAL DEPENDENCE ON CONVERGENCE OF ESTIMATES: Theratio `�¶fã   $ ¶¶c¶
of theasymptoticvariancesof ¥¦ ¶ with andwithout temporaldependence.Ratiois increasingin correlation
time ¦ , andin link transmissionprobability ¦ .

Weenvisagethatdirectmeasurementof thecorrelationtimeof receivedprobescouldbeused,in combi-
nationwith calculationsof theprevioussection,to determinethenumberof probes,in anongoingmeasure-
ment,thatarerequiredin orderto infer thelink probabilitiesfor agivenaccuracy. In theexampleconsidered
we have seenthat in orderto estimatethe increasein theasymptoticvariationdueto dependencebetween
lossesof smallprobability, it is sufficient to determinethecorrelationtimeof observedlosses.Whenlosses
areheterogeneous,this will beconservative,sincetheautocorrelationwill bedominatedby thecomponent
with slowestdecay.

A relatedissueis therandomizationof interprobetimesin orderto avoid biasin theselectionof network
stateswhich are observed via the probes. Probeswith exponentiallydistributed spacingswill seetime
averages;this is thePASTA property(PoissonArrivalsSeeTime Averages;seee.g. [32]). This approach
hasbeenproposedfor networkmeasurements[23] andis underconsiderationin theIP PerformanceMetrics
workinggroupof theIETF [8]. In thecontext of theabovediscussion,lengtheningtheinterprobetime is to
beunderstoodasincreasingthemeanof theexponentialdistribution.

9 Summary and Futur eWork

In thispaper, weintroducedtheuseof end-to-endmeasurementsof multicasttraffic to infer network-internal
characteristics.We developedstatisticallyrigoroustechniquesfor estimatingpacketlossrateson internal
links, andvalidatedthesetechniquesthroughsimulation.We showedthat the inferredvaluesquickly con-
vergedto within a small error of the actualvalues. We alsopresentedevidencethat our techniquesyield
accurateresultsevenin thepresenceof moderatelevelsof temporalandspatiallossdependence.

We areextendingour work in several directions. First, we areapplyingmulticast-basedinferenceto
metricsother than packetloss. In particular, we have developedestimatorsfor link delay. We arealso
investigatingwaysto infer link bandwidthand network topologyusing multicastprobes. The ability to
determinetopologywould freeourmeasurementsfrom theassumptionof apriori knowledgeof topologyor
of a separatetopology-discoverytool.

Second,weplanto domoreextensivesimulations.Weplanto substituteREDqueueingfor FIFOqueue-
ing to studytheeffectof REDonlossdependence.WealsoplantosubstitutePoissonprobesfor CBRprobes
to avoid inadvertentsynchronizationof theprobetraffic with periodicnetworkprocesses.At thesametime,
weplanto simulatemorecomplex topologiesthanthesimpleexamplesusedthroughoutthispaper. Topolo-
giesotherthancompletebinarytreeswouldstressourMLE for generaltrees,while largertopologieswould
testtheconvergencepropertiesof our techniqueson largerprobleminstances.This will becomplemented
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by atheoreticalanalysisof thedependenceof convergenceratesontopology. Furthermore,wewouldlike to
explorehow closelylossratesexperiencedby ourprobesagreewith lossratesexperiencedby othernetwork
applicationsandprotocols,for exampleTCP. We expectthatour multicast-basedmeasurementswill yield
ambientlossratesthataremeaningfulin abroadcontext.

Third, we planto experimentwith multicast-basedinferenceon theInternet.As a preliminarystep,we
planto measureambientdependencein therealnetwork,anddeterminetheextentto whichweneedto adapt
our estimatesto their presence.We alsoplanto deployour inferencetoolsin multicast-enabledportionsof
theInternet,includingtheMBone,to testour techniqueson arealnetwork.

Finally, wewould like to integrateour inferencetoolswith oneor moreof thelarge-scalemeasurement
infrastructuresunderconstruction.NIMI seemsparticularlysuitedbecauseof its intendedroleasa general
framework wheremany typesof measurementcanbecarriedout. Thechallengewill beto adapta unicast-
basedinfrastructureto performmulticast-basedmeasurements,andin particularto schedulemeasurements,
collectresults,andperforminferencecalculationswhenlargenumbersof receiversareinvolved.

In conclusion,we feel thatmulticast-basedinferenceis a powerful approachto measuringInternetdy-
namics.Therigorousstatisticalanalysisbehindour techniquesgivesthema firm theoreticalfooting,while
thebandwidthefficiency of multicasttraffic givesthemmuchdesiredscalability. Robustandefficientmea-
surementsareincreasinglyimportantastheInternetcontinuesto grow in sizeanddiversity.

10 Proofsof Theorems

Proof of Lemma 1: Let � ¶-����¯ � �¬Õäó/��¯ , � � �p�;����¯ � � � ����¯ � Ø¥©Ç��ÕÃóD� © ��¯ . Let t © � � © ã:��Õäó/� © ��¯ .
Thenfor ��½bÓ � ��Õ�×
� ±;±¶ ����¯ � �

, � ±;±� �p��¯ � � � �p��¯�ª*��«¬©�t © ¯ � ó{«¬©�t �©® � � . Hence�y����¯ � �y¶-����¯ ó�� � �p��¯ is

strictly concave on Ó � ��Õ�× . Now �*� � ¯ � �
, �*��Õ�¯_� �

and �+± � � ¯ � óôÕ¯�¬« © � © � �
. Sosince � is concave

andcontinuouson Ó � ��Õ1× theremustbe exactly onesolution to �*����¯ � �
for � ½R� � ��Õ�¯ . Now set write�y�p�;����¯ � � ¶-����¯�ó°� � ���;�V��¯ . Let �y����¯ betheuniquesolutionto �y���*����¯[����¯ � � . Theabovederivationimplies

that � ± �p�y����¯c¯ � � � �y��������¯cã � ��¯�Ö � Û � á²± â � �
, so in particular, is different from

�
. Since � is continuously

differentiable,thenby theImplicit FunctionTheorem[26], sois �-��O�*����¯ .
Proof of Theorem 2: Theideais to split up thesum(2) into portionson which ³�´¶µ~·
¸ á � â³d¹ � is constant.These

will be ß»��§+¯ , the ße�� © �/§+¯c¯y¿Âße�� © $ ¶ ��§+¯c¯ for º � Õ��|"��·�·�·É�k»���§+¯ , and ße� � ¯ ± .
Considerfirst thecasethat ��½øße��§+¯ . Then ¦ Ä occursin ¼y�p��¯ asa factor, andhence ³½´¶µ~·
¸ á � â³¤¹ � � Õ�ã ¦ Ä .

When �¾½ ße�� © ��§+¯c¯q¿6ß»�� © $ ¶ ��§+¯c¯ for º � Õ���|"��·�·�·É�k»���§+¯ , then¼y����¯ � å àd¾\¿ É á Äfâ ÁôÄ�����¯ whereÁôÄ1����¯ doesnot
dependon ¦ Ä (or indeedon any ¦ © for ®°À  © $ ¶ ��§+¯ . Hencefor � ½ ße�� © ��§+¯c¯y¿Âße�� © $ ¶ �/§+¯c¯ ,� WZÁ�Â ¼y����¯� ¦ Ä � Õå à ¾Z¿ É á Ä1â � å àd¾Z¿ É á Ä1â� ¦ Ä (51)

Similarly, when �¾½ ße� � ¯ ± , � WÃÁ
Â ¼y����¯� ¦ Ä � ÕåcÄ � å Ä� ¦ Ä (52)

On combiningthese:�GÅ� ¦ Ä � Õ¦ Ä ò� ÆKÆ á Äfâ ç7����¯�� Õå Ä � å Ä� ¦ Ä ò� Æ?Æ á Ä âfÇ ç7����¯ (53)�¢È á Äfâò © Û ¶ &' ( Õå à ¾\¿ É á Äfâ � å à ¾\¿ É á Äfâ� ¦ Ä ò� Æ?Æ á�à ¾ á Ä1â-â � Æ á�à ¾\¿ É á Äfâ-â ç7����¯�É ÊË
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For thederivatives,somealgebrawith (7) showsthat� å Ä� ¦ Ä � ó åyÄ�ã ¦ Ä� and (54)� å àd¾-á Ä1â� ¦ Ä � ¦ àd¾-á Ä1â ó�å à¤¾ á Ä1âå à ¾Z¿ É á Ä1â � å à¤¾Z¿ É á Ä1â� ¦ Ä � ó å Ä¦ Ä
©ÌÚÜÛ ¶ ¦ à Ý á Ä1â óøå à Ý á Ä1âå à Ý ¿ É á Ä1â · (55)

Theright handtermin equation(55) followsby iteratingthemiddleterm.Observe thatò� ÆKÆ á�àd¾ á Äfâ-â � Æ á_à¤¾Z¿ É á Ä1ârâ ç7����¯ç � ¥ ù àd¾ á Äfâ ó�¥ù àd¾\¿ É á Ä1â and
ò� ÆKÆ á Ä âIÇ ç7����¯ç � ÕÂó ¥ ù Ä · (56)

Combining(53),(54), (55)and(56)weget

¦ Äç �GÅ� ¦ Ä � ¥ù Ä óøå Ä ¶�õ È á Ä1âò © Û ¶ ¥ ù à ¾ á Ä1â ó�¥ù à ¾\¿ É á Ä1âå à ¾Z¿ É á Ä1â © $ ¶ÌÚÜÛ ¶ ¦ à Ý á Ä1â óøåyà Ý á Ä1âå à Ý ¿ É á Ä1â · (57)

Herewe adoptthe conventionthat the emptyproductfor º � Õ meansÕ , andthat the symbol ¥ù+à�á Ä â that
occurswhen º � Õ£�¢»���§+¯ meansÕ .

Set ³dÍ³d¹ � for all §¾½3� . For § � � , (57) yields
� � ¥ ù Ä ó å Ä ��ÕÂó ¥ ù Ä ¯�ã å Ä , whence

¥ù Ä � å Ä � ù Ä · (58)

For any other § , combining(57) for § and® � 7��§+¯ yields

¥ ù Ä � åyÄå Ä B ¥ ù�©Üó ¥ ù+Ä)� � ¦ ©Fó�å ©�¯^¥ù�©å+© E � whence
¥ù+Ä¥ ùt© � åyÄ ¦ ©å © � ù+Äù�© · (59)

Togetherwith (58) thisgives ¥ ù Ä � ù Ä for all §z½/� .

Proof of Theorem 3: (i) By the stronglaw of large numbers,¥ù/�  �� ¦ ¯ , Ñ ¹ almostsurely, as ç�� L .
Since  is, in particular, bijective,thenthemodelis identifiable,since  �� ¦ ¯ �  �� ¦ ±�¯ implies ¦ � ¦ ± .

(ii) Convergenceof ¥ù to ù (from (i)) andcontinuity of  $ ¶ (from Theorem1) yield convergenceof¥¦ �  $ ¶ � ¥ ùy¯ to ¦ �  $ ¶ �-ù
¯ as ç���L . We now establishconvergenceof Î¦ . Fix some ¦ Ä ½,� � ��Õ�¯ ñ�M ,Ï º6� � ��Õ�¯ ñ%M , � ½ ß anddefineÐ � Ï ����¯ � Y\Ñ
Ò¹ « Æ?Ó WZÁ�Â ¼y�p�cÔ ¦ Ä ¯¼y����Ô ¦ ± ¯ �¬WZÁ�Â ¼y�p�cÔ ¦ Ä ¯ ó�Õ�Ö�×¹ «2Æ?Ó WÃÁ
Â ¼*���cÔ ¦ ± ¯�· (60)

Observe that ¼y����Ô ¦ ¯ is polynomialin the ¦ Ä , andhencecontinuous.Accordingto Lemma7.54in [27], it
sufficesto show that,for each¦ ± � ¦ Ä , thereis anopenset Ø ¹ « containing¦ ± , suchthat 2 ¹?Ù Ð �pØ ¹ « ��¨ø¯-�ó-L . (Here 2 ¹ Ù is theexpectationw.r.t. Ñ ¹ Ù ).Look at the two terms in 2 ¹?Ù Ð � Ï �c¨ø¯ for any

Ï º � � ��Õ�¯ ñ%M . The first is 2 ¹?Ù WZÁ�Â ¼y�-¨�Ô ¦ Ä ¯ �« � Æ?Æ ¼*���cÔ ¦ Ä ¯ WZÁ�Â ¼y���cÔ ¦ Ä ¯ . This is finite since¼ WZÁ�Â ¼ is boundedfor ¼¾½øÓ � ��Õ1× and ß is finite. For thesec-
ond term, note that ¼y����Ô ¦ ± ¯ è Õ 0 WZÁ�Â ¼y����Ô ¦ ± ¯ è � 0 Õ�Ö�× ¹ « Æ?Ó WZÁ�Â ¼y����Ô ¦ ± ¯ è � 0óNÕ�Ö�× ¹ «2Æ?Ó WZÁ�Â ¼y����Ô ¦ ± ¯¯Ú � 0�2 ¹ Ù Ð � Ï �c¨ø¯¯Ú32 ¹ Ù WZÁ�Â ¼y�-¨�Ô ¦ Ä ¯-�Àó-L . Finally, wenotethatalthoughit
is notmentionedthere,Lemma7.54in [27] requiresidentifiability, which weprovedin (i) above.

(iii) Now let ¦ ½6� � ��Õ�¯ ñ%M be the true setof link probabilities.From part (ii), with Ñ ¹ probability Õ ,
theMLE Î¦ � ¦ as ç���L . Hence,for eachsequenceof probeswe have that for ç sufficiently large, Î¦
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lies in theinterior of � � ��Õ�¯ ñ%M . For such ç , Î¦ mustthensolve thelikelihood equation(12). We know from
Theorem2, thatsolutionsof thelikelihoodequationareunique,andhencethis Î¦ � ¥¦ .

Proof of Theorem 4: (ii) Recall ����§+¯ � ´f®b½D� Ð ®�Àë§�¹ , Á@��§+¯ � �3��§+¯�÷øÁ and ú � �é¿Ã´ � ¹ . SetÛ � ¦ ¯ � � Û Ä�� ¦ ¯c¯�Ä�Æ M with
Û Ä�� ¦ ¯ � ³¤Í³d¹ � � ¦ ¯ (the scorevector). Then

  ©cÄ�� ¦ ¯ � 7�8�9 � Û ©r� ¦ ¯[� Û Ä� ¦ ¯c¯ �2 ¹ � Û ©s� ¦ ¯ Û Ä� ¦ ¯�¯ since 2 ¹ � Û ¹ ¯ � « � Æ?Æ ¼y����� ¦ ¯ ³³d¹ � WZÁ�Â ¼y����� ¦ ¯ � « � ÆKÆ ³³d¹ � ¼y�p�;� ¦ ¯ � � .
Supposethat

  � ¦ ¯ is singularfor some ¦ � � ¦ Ä�¯�Ä�Æ M ½Á� � ��Õ�¯ ñ%M . Thenthereexists somenonzero
vector � � ����Ä�¯�Ä�Æ M for which �-b   b?� � �

. But �-b   bK� is thevarianceof themean-zerorandomvariable�¯b Û � ¦ ¯ , sothenwewouldhave that �¯bVÜh� ¦ ¯ � � , Ñ ¹ almostsurely, or equivalentlyòÄ�Æ M � Ä � WZÁ�Â ¼y���;� ¦ ¯� ¦ Ä � � Ý � ½ ß (61)

since Ñ ¹ �^´K� ¹{¯_� �
for all � ½bß . We show that, in fact, (61) implies ��Ä � �

, first for §�½bÁ , thenfor all§¾½�ú .
Let � á Ä â ½�ß besuchthat � á Ä â© � Õ for all ® ½íÁ , andfor some§ ½øÁ let � á ¶�â© � Õ for ®�� § and

�
for® � § . Then ¼y��� á Ä â � ¦ ¯ � Ì©fÆ M ¦ © while ¼*��� á ¶�â � ¦ ¯ � ¦ Ä Ì©fÆ Mc� Í Ä Î ¦ © (62)

andsofrom (61) ò©fÆ M � ©¦ © � � while ó ��Ä¦ Ä � ò©fÆ Mc� Í Ä Î � ©¦ © � � · (63)

Combiningthelasttwo equationswefind � Ä � � .
We now proceedby induction.For §¾½ ú assumethat ��© � � for all ®NÞ § . We now prove that ��Ä � �

.
Let � á Ä â beasbefore,andset � á +1â© � � Õ ®Å½¾Áû¿ÂÁ@��§+¯� ®Å½¾Á@��§+¯�· (64)

Then ¼y��� á +fâ � ¦ ¯ � � ¦ Ä£� ¦ ÄdßyÄ�¯ Ì©1Æ�È � È á Ä1â ¦ © (65)

whereßyÄ � Ø ©fÆtï á Ä1â å © � Ñ ¹ Ó;¨ª© � �@Ý ®Å½ Á@�/§+¯ÂÖ�¨ÅÄ � Õ1× . Hencefrom (61)��Ä��pß Ä ó Õ�¯¦ Ä¯��ßyÄ ¦ Ä � ò©fÆtÈ � È á Ä1â ��©¦ © � � � (66)

recallingtheassumptionthat � © � � for all ®°Þ § . For thesamereason(61) reads��Ä¦ Ä � ò©fÆtÈ � È á Ä1â ��©¦ © � � · (67)

Combining(66) and(67), thenwe find ��Ä � �
. The equalityof ` with

  $ ¶ in the interior of thespaceof
parameters¦ is standardundertheconditionsestablishedduringtheproof of Theorem3; see,e.g.,Chapter
6.4of [11].

(iii) We refer to Theorem7.63 of [27]. Clearly
Å

is 3-timescontinuouslydifferentiableon � � ��Õ�¯ ñ�M ,
and hasboundedexpectationin someneighborhoodof ¦ . This establishesthe relation (7.64) in [27].³�´¶µz·�¸ á � Ê ¹ â³d¹¤à~¹ � � ¦ ¯ is clearly finite on � � ��Õ�¯ ñ%M . Hence

 
is finite in � � ��Õ�¯ ñ%M , so togetherwith Theorem3

andthenon-singularityof
 

establishedin (ii) above,weareableto concludetheresult.
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Proof of Theorem 5: Let ®âá�§ denotethenearestcommonancestorof ® and § , i.e. ®�á § is the Þ -least
commonupperboundof ® and § . Theproof proceedsby a numberof subsidiaryresults.Sinceprobesare
assumedindependent,it sufficesto evaluateall randomquantitiesfor ç � Õ probes.
(i) As ã ¦ ã¯� �

,� � ¯ Õ ó ýþÄ �3ä ��§+¯���å �~ã ¦ ã � ¯�Ô �pæ+¯ å Ä � å �~ã ¦ ã�¯[� �èç�¯ ÕÂó�ù Ä �3ä ��§+¯���å �zã ¦ ã � ¯[� (68)

where ä ��§+¯ � ò©Vé�Ä ¦ ©{· (69)

Therelation(a) is clearby expandingýnÄ � Ø ©Vé�Ä �¬ÕÜó ¦ ©�¯ . (b) followsby aninductiveargument.Observe
from (6) that if (b) holdsfor all §�½ø»(�_® ¯ , it alsoholdsfor ® . But since å Ä � ¦ Ä for leaf-nodes§�½øÁ , (b)
holdsfor all § . (c) thenfollowsfrom therelation ù+Ä � ýnÄ1��ÕÂóøØ ©1Æ�ï á Ä1â å © ¯ .
(ii) As ã ¦ ã¯� �

, 7�8�9 � ¥ ù�©U��¥ù+Ä�¯ �3ä �2®êá¾§+¯���å �zã ¦ ã � ¯ (70)

To seethis,we write 7�8�9 �r¥ùt©-�^¥ ù Ä�¯ � 2yÓ ¥ù�©c¥ù Ä�× ó/2yÓ ¥ù�©c×42yÓ ¥ù+Ä�× , and 2 Ó ¥ ùt©�× � ù�© by definition. If § is anancestor
of ® then ¥ù�© � Õ�0 ¥ù+Ä � Õ andso 2yÓ ¥ù�©c¥ù Ä�× � ù�© . Similarly, if ® is anancestorof § , then 2yÓ ¥ù�©c¥ù Ä�× � ù Ä .
Otherwise¥ù�© � Õ�^¥ ù Ä � Õ°0 ¥ ùt©~ë9Ä � Õ , andsowe write 2 Ó ¥ ùt©c¥ù+Ä1× � Ñ�Ó ¥ ùt© � Õ Ö ¨ª©ìëqÄ � Õ1×�Ñ6Ó ¥ ù+Ä � Õ�Ö¨ª©~ë9Ä � Õ1×�Ñ�Ó;¨ª©ìëqÄ � Õ�× � Ñ6Ó ¥ ùt© � Õ�×�Ñ6Ó ¥ ù Ä � Õ1×�ã+Ñ6Ó ¨ª©ìëqÄ � Õ1× � ù�©fù+Ä�ã�ýF©ìëqÄ . Thus,7�8
9 �r¥ùt©U��¥ù+Ä�¯ � &' ( ù Ä ��Õ óøù © ¯ ®îí §ù�©s��Õ óøù+Ä�¯ §Níø®ù�©fù Ä�¬Õ�ã�ý ©~ë9Ä ó Õ�¯ otherwise

(71)

(70) thenfollowsfrom (68)andthefact that ®ïá¾§ � ® when ®îí § .
(iii) As ã ¦ ãð� �

, ñ
� ¦ ¯ � ñ ��å �~ã ¦ ã�¯ where

ñ
©cÄôÐ � &' ( Õ § � ®óôÕ § � 7�2®+¯�

otherwise
(72)

To establishthis,notefirst that

ñ
� ¦ ¯ hasinverse

ñ $ ¶ � ¦ ¯ whoseelementsare �
ñ
� ¦ ¯ $ ¶ ¯ © © � � ù © ã � ¦ ©{· Now� ù © ã � ¦ © � ù © ã ¦ © when®îí/º . When®îÞ/º , thenfrom theproof of Theorem2� ù ©� ¦ © � ý © � å ©� ¦ © � ý © å ©¦ © È á ©¬â $ È á © âÌÚÜÛ ¶ ÌÄ�Ætï á�à Ý á ©cârâ � à Ý ¿ É á ©¬â å Ä (73)

From (68) (b), this goesto
�

as ã ¦ ãî� �
. Finally, for all other ® , ù © doesnot dependon ¦ © , andso the

derivativeis
�
. Summarizing,as ã ¦ ã¯� �

,
ñ
� ¦ ¯ $ ¶ �óòñ ��å �zã ¦ ã�¯ where òñ © © Ð � � Õ ®îí/º�

otherwise
(74)

Sincematrix inversioniscontinuousin anopenneighborhoodof thenon-singularmatrices,then(72)follows
if we canshow that òñ © © and

ñ © © areinverses.First « © ñ Ä © òñ © © � òñ Ä¬©Üó òñ à�á Äfâ_© � y�Ä¬© asrequired.Second« © òñ © © ñ ©cÄ � òñ © Ä ó�« ©1Æ�ï á Ä1â òñ © Ä . Thesecondtermis only potentiallynon-zerowhen §�ô3º . In this case

theonly termthatcontributesto thesumis when ®îí/º , giving óôÕ . Hence« © òñ © © ñ ©cÄ � y © Ä asrequired.
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(iv) By (iii), andcontinuityof finite dimensionalmatrixproducts,wehave as ã ¦ ã¯� �
that` © Ä � ò ©�Ê ©c«

ñ © © ä �2®êá ® ± ¯ ñ Ä¬©¬« ��å3�~ã ¦ ã � ¯�· (75)

It remainsto evaluateò ©�Ê ©c«
ñ © © ä �2®êá ® ± ¯ ñ Ä¬© « �õä ��ºGá¾§+¯ ó ä ��º�á 7��§+¯c¯�ó ä ��7��º^¯�á¾§+¯�� ä �/��pº?¯�á¾7��§+¯c¯�· (76)

When º � § , then º�áø§ � º , º�á 7��§+¯ � 7��º?¯=áb7��§+¯ � 7��º?¯ andso (76) yields ä ��º^¯ ó ä ��7��º?¯�¯ � ¦ © ,
All other possible º and § yield zero, as we now show. If º�Þ § then º=áû§ � ��pº?¯)áû§ � § , whileº%á 7��§+¯ � 7��º?¯=áb7��§+¯ � 7��§+¯ , andhence(76) is zero. The case§3Þöº is similar. In all othercasesº?�1§îÞ/º�á § andso ºGá¾§ � ºSá¾7��§+¯ � ��pº?¯�á § � ��pº?¯�á¾7��§+¯ .
Proof of Theorem 8: Since ¦ Ä ½ � � ��Õ�¯ , each

5 Ä �kb¡¯ is irreducible,and henceso is
5 �kb�¯ , and so t is

the uniquestationarydistribution for q , i.e. «¬w�q u~w t w � t u . For ç probes, ¥ù�© � «¬u Æ�v á ©câ ¥t u where¥t u � ç $ ¶ « Ú y uø÷ á Ú â . By theCentralLimit Theoremfor Markov processes,seee.g.Chapter17 of [15], ¥t
is asymptoticallyGaussianas çN�OL withP ç@�/¥t ó�t�¯ùQóS��T<� � � Þ ¯ (77)

where Þ u~w � WZY\[¸K]_^ ç 7�8
9 �/¥t u �c¥ t w ¯ ��WZY\[¸K]_^ ç�$ ¶ ¸òÚÜÛ ¶
¸òÚ « Û ¶ 7�8�9 �py u�÷ á Ú â �Vy w�÷ á Ú « â ¯ (78)� t u ��y uzw ó{t w ¯c�}| ^òÚÜÛ ¶ �Iq Úu~w ó�t u ¯~t w · (79)
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