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Abstract

Rohustmeasuremenisf networkdynamicsareincreasinglyimportantto thedesignandoperationof
largeinternetworkdike the Internet. However, administratve diversity makest impracticalto monitor
everylink onanend-to-engath.At thesametime, it is difficult to determingheperformanceharacter
isticsof individuallinks from end-to-endneasurementsf unicasttraffic. In this paperweintroducethe
useof end-to-endneasurementsf multicasttraffic to infer network-internatharacteristicsThe band-
width efficiengy of multicasttraffic makesit suitablefor large-scalemeasurementsf both end-to-end
andinternalnetworkdynamics.

We develop a Maximum Likelihood Estimatorfor lossrateson internallinks basedon lossesob-
senedby multicastrecevers. It exploits the inherentcorrelationbetweersuchobsenationsto infer the
performanceof pathsbetweenbranchpointsin the tree spanninga multicastsourceandits recevers.
We deriveits rateof corvergenceasthenumberof measuremeniscreasesandwe establistrobustness
with respecto certaingeneralization®f the underlyingmodel. We validatethesetechniqueghrough
simulationanddiscusgossibleextensionsandapplicationsof thiswork.

1 Intr oduction

Background and Motivation . Fundamentaingredientsin the successfutlesign,controlandmanagement
of networksare mechanismgor accuratelymeasuringheir performance.Two approaches$o evaluating
networkperformancéave been:

(i) Collectingstatisticsatinternalnodesandusingnetworkmanagemerpackageso generatdink-level
performanceaeports;and

(i) Characterizingnetwork performancebasedon end-to-endoehaior of point-to-pointtraffic suchas
thatgeneratedby TCP or UDP.

A significantdravback of the first approachis that gaining accesgo a wide rangeof routersin an ad-
ministratively diversenetworkcanbedifficult. Introducingnen measuremennechanisménto therouters
themselesis likewisedifficult becausét requirespersuadindarge companieso altertheir products.Also,
thecompositionof mary suchsmallmeasurement® form a pictureof end-to-enderformanceés notcom-
pletelyunderstood.

Ragardingthe secondapproachtherehasbeenmuchrecentexperimentalwork to understandhe phe-
nomenologyf end-to-engerformancée.g.,se€[l, 2, 14, 19, 21, 22]). A numberof ongoingmeasurement
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infrastructureprojects(Felix [5], IPMA [7], NIMI [13] andSunrweyor [28]) aim to collectandanalyzeend-
to-endmeasurementacrossa meshof pathsbetweera numberof hosts.pathchar [10] is underevaluation
asa tool for inferring link-level statisticsfrom end-to-endpoint-to-pointmeasurementsHowever, much
work remaingto be donein this area.

Contribution. In this paper we considerthe problemof characterizindink-level loss behaior within a
network through end-to-endmeasurementsWe presenta nenv approachbasedon the measuremerand
analysisof the loss behaior of multicastprobetraffic. The key to this approachs that multicasttraffic

introducescorrelationin the end-to-endossesneasuredby recevers. This correlationcan,in turn, be used
to infer the loss behaior of the links within the multicastrouting tree spanningthe senderandrecevers.
This enablegheidentificationof links with higherlossratesascandidategor the origin of the degradation
of end-to-engerformance.

Using this approachwe develop maximumlikelihood estimatorg MLES) of the link lossrateswithin
a multicasttree connectingthe senderof the probesto a setof recevers. Theseestimatesare, initially,
derivedunderthe assumptiorthatlink lossesaredescribedy independenBernoullilossesjn which case
the problemis thatof estimatingthelink lossratesgiventheend-to-endossedor a seriesof n probes.We
show thattheseestimatesarestrongly consisten{corverge almostsurelyto the true lossrates). Moreover,
the asymptoticnormality propertyof MLESs allows usto derive anexpressionfor their rateof corvergence
to thetrueratesasn increases.

We evaluateour approachfor two-, four-, and eight-recever populationsthrough simulationin two
settings. In the first type of experiment,link lossesare describedby time-invariant Bernoulli processes.
Herewe find rapid cornvergenceof the estimatedo their actualvaluesasthe numberof probesincreases.
Thesecondype of experimentis basedon ns [18] simulationswherelossesare dueto queueoverflows as
probetraffic competesvith othertraffic generatedby infinite datasourceghatusethe TransmissiorControl
Protocol(TCP)[24]. In thetwo- andfour- recevertopologieswith few backgroundonnectionsve find fast
cornvemgencealthoughtherearepersistentif small, differencedetweertheinferredandactuallossrates.

The causeof thesedifferenceds thatlossesn our simulatednetworkdisplay spatialdependencé.e.,
dependencbetweeninks), whichviolatesthe BernoulliassumptionWe believe thatlarge andlong-lasting
spatialdependences unlikely in arealnetworksuchasthe Internetbecausef its traffic andlink diversity.
This is supportedoy experimentswith an eight-recerer topologywith diversebackgroundraffic in which
we found closeragreemenbetweeninferredandactuallossrates. Furthermorewe believe thatthe intro-
ductionof RandomEarly Detection(RED) [6] policiesin Internetrouterswill helpbreaksuchdependence.

The potentialfor both spatialandtemporaldependencef lossmotivatesinvestigationinto their effect.
Our analysisshows thatdependencatroducesinferenceerrorsin a continuousmanner:if thedependence
small, the errorsin the estimatesarealsosmall. Furthermorethe errorsarea secondordereffect: in the
specialcaseof a binary treewith statisticallyidenticaldependentosson sibling links, the Bernoulli MLE
of themawginallossratesareactuallyunafectedfor interior links of thetree.More generallythe MLE will
beinsensitive to spatialdependencef losswithin regionsof similar losscharacteristicsFurthermorethe
analysisshovs how prior knowledgeof thelikely magnitudeof dependence—e.from independentetwork
measurements—coub usedto correctthe BernoulliMLE.

We notethatinterferencdrom TCP sourcesntroducegemporaldependencé.e., dependencbetween
differentpackets}hatalsoviolatesthe BernoulliassumptionThis dependencis apparentn our simulated
network, where probelossesoften occur back-to-backdueto burstinessin the competingTCP streams.
Suchdependenciasalsobeenmeasuredn the Internet,but rarely involvesmorethana few consecutre
packetd1]. Theconsisteng of the estimatordoesnotrequireindependencbetweerprobesit is sufficient
thatthelossprocesse ergodic. This propertyholds,e.g.,whenthe dependencbetweenosseshassuffi-
ciently shortrange. However, the rate of corvergenceof the estimatego their true valueswill be slower.
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Figurel: PROBE METHOD, LOAD AND TOPOLOGY: 2N senersexchangeprobes. For unicastprobes,
loadon centrallink grows as N?; for multicastprobest growvsonly as2N .

We quantifythis for Markovian lossesby applyingthe CentralLimit Theoremfor the occupationtimesof
Markov processesWe usethis approacto comparehe efficagy of two samplingstratayiesin the presence
of Markaovian losses.In our experimentsjnferredlossratescloselytrackedactuallossesratesdespitethe
presencef temporaldependence.

The work presentedn this paperassumeshatthe topologyof the multicasttreeis known in adwvance.
We arepresentlydevelopingalgorithmsto infer the multicasttreefrom the probemeasurementhemseles.

We ervisagedeployinginferenceenginesaspart of a measuremerinhfrastructurecomprisinghostsex-
changingprobesin a WAN. Eachhostwill actasthe sourceof probesdown a multicasttreeto the others.
A strongadvantageof usingmulticastratherthanunicasttraffic is efficieng/. N multicastsenersproduce
a networkloadthatgrows at worstlinearly asafunctionof N. On the otherhand,the exchangeof unicast
probescanleadto local loadswhich grow as N 2, dependingn thetopology. We illustratethis in Figurel.
In this example,2N senersexchangeprobes.For unicastprobestheloadon centrallink grows asN?; for
multicastprobesit grows only as2N .

RelatedWork. Thereareanumberof measuremernihfrastructurgorojectsin progressall basedn the ex-
changeof unicastprobesbetweerhostsin the currentinternet. Two of these JPMA (InternetPerformance
MeasuremenandAnalysis)[7] andSurwyor [28], focuson measurindossanddelaystatistics;n thefor-
mer betweerpublic Internetexchangepoints,in the latter betweenhostsdeployedat sitesparticipatingin
Internet2. A third, Felix [5], is developinglineardecompositiortechniquedo discover networktopology
with an emphasison network survivability. A fourth, NIMI (National InternetMeasurementnfrastruc-
ture)[13], concentratesn building a general-purposplatformon which a variety of measurementsanbe
carriedout. Theseinfrastructureefforts emphasizehe growing importanceof networkmeasurementand
help motivateour work. We believe our multicast-basediechniquesvould be a valuableadditionto these
measuremerntlatforms.

Thereis amulticast-basedtheasuremertbol, mtrace [16], alreadyin usein thelnternet.mtrace reports
theroutefrom a multicastsourceto a recever, alongwith otherinformationaboutthatpathsuchasperhop
lossanddelaystatistics. Topologydiscovery throughmtrace is performedaspartof thetracer tool [12].

However, mtrace suffersfrom performancendapplicabilityproblemsn thecontext of large-scalanea-
surementsFirst, mtrace tracesthe pathfrom the sourceto a singlerecever by working backthroughthe
multicasttreestartingat thatrecever. In orderto cover the completemulticasttree, mtrace would needto
runoncefor eachrecever, which doesnotscalewell to largenumbersof recevers. In contrasttheinference
techniqueglescribedn this papercover the completetreein a single pass.Secondmtrace relieson mul-
ticastroutersto respondo explicit measuremergueries.Currentrouterssupportthesequeries.However,
Internetserviceprovidersmay chooseto disablethis featuresinceit givesanyoneaccesgo detaileddelay
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andlossinformationaboutpathsin their part of the network. In contrast,our inferencetechniquesio not
rely on cooperatiorfrom ary network-internaklements.

We now turn our attentionto relatedtheoreticalwork on inferencemethodologies. Therehasbeen
someadhoc, statisticallynon-rigorousvork on deriving link-level lossbehaior from end-to-endnulticast
measurementsAn estimatomproposedn [33] attributesthe absencef a packetat a setof receversto loss
on the commonpath from the source. However, this is biased,even asthe numberof probesn goesto
infinity.

For a different problem, someanalytic methodsfor inferenceof traffic matriceshave beenproposed
quite recently[30, 31]. The focus of thesestudieswasto determinethe intensitiesof individual source-
destinatiorflows from measurementsf aggregateflowstakenata numberof pointsin a network.Although
thereareformal similaritiesin theinferenceproblemswith thoseof the presenpapertheproblemaddressed
by the other paperswas substantiallydifferent. The solutionsare not alwaysuniqueor easilyidentifiable,
sometimesieedingsupplementarynethodgto identify a candidatesolution. This wasa consequencef a
combinatiorof the coarsenessf thedata(averagedataratesin theclassof Poissoniarraffic processesind
the generalityof the networktopologyconsidered.

Structur e of the Paper. Theremaindeof the paperis structuredasfollows. In Section2 we presentaloss
modelfor multicasttreesanddescribethe framewnork within which analysiswill occut Section3 contains
thederivationof theestimatorshemseles;thespecificexampleof thetwo-leaftreeis workedout explicitly .
Sectiond analyzesheratesof corvergenceof estimatorasthenumberof probess increasedIn particular
we obtainasimpleapproximatiorfor estimatowariancan theregime of smalllossprobabilities.In Section
5 we presentinalgorithmfor computingpacketossestimatesandtestsfor consisteng of thedatawith the
model.Section6 presentsheresultsof simulationexperimentghatvalidateour approachMotivatedin part
by the experimentakesults we continueby examiningthe effectsof violation of the Bernoulliassumption.
In Section7 we analyzethe effectsof spatialdependencen our estimators.We shov how to correctfor
themon the basisof somea priori knowledgeof their magnitude;we show thatin ary casethey deform
the estimatesasedon the Bernoulli assumptioronly to secondordet In Section8 we analyzethe effect
of temporaldependencen the lossprocess We show thatthe asymptoticaccurag of the Bernoulli-based
estimatoris unafected,althoughit may corverge moreslowly. We concludein Section9 with a summary
of our contributionsandproposaldor furtherwork. Someof the proofsaredeferredto Section10.

2 Model & Framework

2.1 Description of Logical Multicast Trees

Let 7 = (V, L) denotethe logical multicasttree from a given source,consistingof the setof nodesV/,
includingthe sourceandrecevers,andthe setof links L. A link is orderedpair (7, k) € V x V denotinga
link from nodej to nodek. Thesetof childrenof anodej is denoteddy d (k) (i.e. d(j) = {k € V : (j, k) €
L}). Foreachnodej € V apartfrom theroot 0, thereis auniquenodek = f(j), theparentof j, suchthat
(j, k) € L. Weshalldefinef™ (k) recursvely by (k) = f(f"~'(k)). We saythat; is adescendanof &
if £ = f"(j) for someintegern > 0.

Theroot0 € V will representhe sourceof the probes. The setof leaf nodesk C V (thosewith no
children)will representhe setof recevers. Thelogical multicasttreehasthe propertythatevery nodehas
at leasttwo descendantsgpartfrom the root node(which hasone)andthe leaf-nodegwhich have none).
On the otherhand,nodesin the full (asopposedo logical) multicasttree canhave only one descendant.
Thelogical multicasttreeis obtainedfrom the full multicasttreeby deletingall nodeswhich have asingle
child (apartfrom theroot 0) andadjustingthe links accordingly More preciselyif i = f(j) = f?(k) are
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Figure2: (a) A multicasttreewith two recevers. (b) The correspondindogical multicasttree.

nodesn thefull treeand#d(j) = 1, thenwe assigrto thelogicaltreeonly thenodes;, £ andthelink (i, k).
Applying thisruleto all suchz, 7 andk in thefull multicasttreeyieldsthelogical multicasttree.

A two recever exampleis illustratedin Figure2. A sourcemulticastsa sequencef probesto two
recevers, Ry andR,. Theprobedraversethe multicasttreeillustratedin Figure2(a). Figure2(b)illustrates
thelogical multicasttree,whereeachpathbetweerbranchpointsin thetreedepictedn Figure2(a)hasbeen
replacedby a singlelogical link.

2.2 Modeling the Lossof Probe Packets

We modelthelossof probepacketson the logical multicasttreeby a setof mutuallyindependenBernoulli
processeseachoperatingon a differentlink. Lossesarethereforeindependentor differentlinks anddif-
ferentpackets.In theintroductionwe discussedhe reasonsvhy networktraffic canbe expectedto violate
theseassumptionsin Sections7 and8 we discussthe extentto which they affect the estimatorsdescribed
belown, andhow theseeffectscanbe correctedor.

We now describethe loss modelin more detail. With eachnodek € V we associatea probability
o € [0, 1] thata given probe packetis not lost on the link terminatingat £. We modelthe passagef
probesdown thetreeby astochastiqrocessX = (X;)rev WhereeachX, takesavaluein {0,1}; X =1
signifiesthata probepacketreachesiodek, and0 thatit doesnot. The packetsaregeneratedt thesource,
so Xy = 1. For all otherk € V, thevalueof X} is determinedasfollows. If X; = 0thenX; = 0 for
thechildrenj of £ (andhencefor all descendantsf k). If X; = 1, thenfor j achild of £, X; = 1 with
independenprobability «;, and X; = 0 with probabilitya; = 1 — a;. (We shallwrite 1 — ¢ as@ in
general).Althoughthereis nolink terminatingat 0, we shalladoptthe cornventionthatag = 1, in orderto
avoid excludingtheroot link from expressiongoncerninghe «. We displayin Figures3 and4 examples
of two- andfour-leaf logical multicasttreeswhich we shallusefor analysisandexperiments.

2.3 Data, Likelihood, and Infer ence

In an experiment,a setof probesis dispatchedrom the source.We canthink of eachprobeasatrial, the
outcomeof whichis arecordof whetheror notthe probewasreceved at eachrecever. Expressedn terms
of therandomprocessX , eachsuchoutcomeis the setof valuesof X, for k in the setof leaf nodesR, i.e.
the randomquantity X gy = (X&)rer, anelementof the space2 = {0, 1}* of all suchoutcomes.For a
givensetof link probabilitiese = (o) kev, the distribution of the outcomes X )rer Will be denotedby
P.. Theprobabilitymassfunctionfor asingleoutcomer € Q isp(z; @) = P, (X(r) = 7).



Figure3: A two-leaflogical multicasttree Figure4: A four-leaflogical multicasttree

Let usdispatchn probesand,for eachpossibleoutcomez € €, let n(z) denotethe numberof probes
for which the outcomez obtained. The probability of » independenbbserationsz!, ..., z" (with each
™ = (érzn)keR) isthen

p(a', . ama) = [ pe™s0) = [] ple; )" (1)

m=1 rEQN

Our taskis to estimatethe value of « from a setof experimentaldata (n(z)).cq. We focuson the
classof maximumlikelihood estimators(MLES): i.e. we estimatea by the value & which maximizes
p(zl, ..., 2"; «) forthedataz!, ..., z”. Undervery mild conditionswhich aresatisfiedn the presensitu-
ation, MLEs exhibit mary desirablepropertiesjncluding strong consistencyasymptoticnormality, asymp-
totic unbiasednessand asymptoticefficiency (see[11]). Strongconsisteng meansthat MLEs corvemge
almostsurely(i.e., with probability 1) to their target parameterasthe samplesizeincreasesThelastthree
propertiesmeanthat, if the samplesizeis large, we cancomputeconfidenceantervals for the parameters
at a givenconfidencdevel, the estimatorsaareapproximatelyunbiasedandthereis no otherestimatorthat
would givethe samedevel of precisionwith a smallersamplesize.

Becausef thesepropertieswhena parametrianodelis available,MLEs areusuallythe estimatorsof
choice. Moreover, the confidencentervals allow usto estimatethe accurag of the estimatef «, andin
particulartheir rateof corvergenceto thetrue parametery asthe numberof samples: becomedarge. This
is importantfor understandinghe numberof probeswhich mustbe sentin orderto obtainanestimateof o
with somedesiredaccurag. Furthermorein view of the possibility of largetime-scaldluctuationin WANS,
e.g. Internetrouting instabilitiesasreportedby Paxson[19], the periodover which probesaresentshould
notbeunnecessariljong.

3 The Analysis of the Maximum Lik elihood Estimator

In this sectionwe establishthe form of the MLE and determinethe rateat which it corvergesto the true
value asthe numberof probesincreasesthis canbe usedto makepredictionfor given models,and also
to estimatehe likely accurag of estimatesierived from actualdata. We work this out completelyfor the
two-leaftreeof Figure3.



3.1 The Likelihood Equation and its Solution

It is corvenientto work with thelog-likelihood function

L(a) =logp(z',...,2"a) = n(z)logp(;a), ()
€
In the notationwe suppresshe dependencef £ onn andz?, ..., z". Sincelog is increasingmaximizing
p(zl, ... 2"; a) is equivalentto maximizing £ («).

We introducethe notationthatk < &’ for k, k' € V wheneer k is adescendanof £’ or k£ = k£’ and
k < k' wheneverk < k' butk # k'. We shallsaythatalink £ is atlevel ¢ = ¢(k) if thereis a chainof ¢
ancestorg = fO(k) < f(k) < f2(k) ... < f‘(k) = 0 leadingbackto theroot0 of 7. Levels0 and1 have
only onenode.We will occasionallyjusel/ to denoteV \ {0}. Let7 (k) = (V (k), L(k)) denotethe subtree
within 7 rootedatnodek. R(k) = R NV (k) will bethesetof receverswhich aredescendeffom k. Let
Q(k) bethesetof outcomes: in which atleastonereceverin R(k) recevesapacketj.e.,

Qk)={ze: \/ z,=1}. (3)
JER(K)

Sety, = vi(a) = P,[Q(k)]. An estimateof 4, is

o= 3 Be), where p(r) = "), @)

n
zef)(k)

is the obsened proportionof trials with outcomez. We will show that o canbe calculatedfrom v =
(’yk)kev, andthatthe MLE

& = argmax, ¢o ;¢ rL(a) (5)
canbe calculatedin the samemannerfrom the estimatesy. The relationbetweenx and~y is asfollows.
Definer = P[Q(k) | X s = 1]. The 3, obey therecursion

By = @+a [[ B, keV\R, 6)
J€d(k)
O = o, ke€ER. (7)
Then
(k)
Yk = Bk H Qfi(k)- (8)
=1

Theorem1 LetA = {(ak)keU Lo > 0}, ./4(1) = {(ak)keU 1> ap > 0}, andG = {('ﬂc)keU LYk >
0VEk; v < Ejed(k) v; Yk € U\ R}. Themapa — definecon.A™") through(6)—(8)extendsto a bijection
I' froma subsebf.4 ontoG. MoreoverI" andI'~! are continuouslydifferentiable

Theproof of Theoreml reliesof the following Lemmawhoseproofis givenin Sectionl0.

Lemmal LetC bethesetof ¢ = (¢;)i=12,....imax With¢; € (0,1) @and}~; ¢; > 1. Theequation(1l — z) =
[1,(1 — ¢;z) hasa uniquesolutionz (c) € (0, 1). Moreoverz(c) is continuouslydifferentiableon C'.
Proof of Theorem 1: Clearlya € A(") impliestheconditionsfor G. Let A, = %) air)- From(8) we

have
Y = Ag, k €R, 9)



while combining(6) and(8) we find

Hy(Ag, )= (L=7/A) = J] 0 =2/A) =0, ke U\R. (10)
j€d(k)

Since Hy(Ag,v) = h(ye/Ak, {v;/7x + j € d(k)}) from Lemmal, thereis for eachy € G aunique
Ar >~ which solves(10). We recover the o, ungiuelyfrom the A;, by takingappropriatequotients(and
settingAg = ag = 1):

ap = Ak/Af(k), keU. (1)
This constructionspecifiesghe inversemapl'~!. Clearly I is continuouslydifferentiablethatI'~! is also
follows from the correspondingtatementor z(c) in Lemmal. g

Candidategor the MLE aresolutionsof thelikelihood equationfor the stationarypoints« of £:

oL

(@ =0, keU. (12)

Theorem 2 Whery € T'(AM), thelikelihoodequationhasthe uniquesolutiona := '~ (7).

We note I'~' (%) solves(12) for all 4 € G but is only a setof probabiliieswhen4 € T'(A™M). In
the notationwe have suppressethe dependencef & anda onn andz!, ..., z". We deferthe proof of
Theorem2 to Section10. Thatdone,we mustcompletethe agumentby shawing thatthe stationarypoint
doeshave maximumlikelihood. For this we mustimposeadditionalconditions. « is not precludedfrom
beingeithera minimum or a saddlefor the likelihood function, the maximumfalling on the boundaryof
[0, 1]#Y. For somesimpletopologieswe areableto establishdirectly that £(«) is (jointly) concae in the
parametersit « = @, whichis hencethe MLE &. For moregeneraltopologieswe usean argumentwhich
establisheshata = « for all sufficiently large n, andwhoseproof alsoestablishesomeusefulasymptotic
propertieof a.

If o = 0 for somelink &, then X = 0 for all j € R(k), regardlesof thevaluesof o for j descended
from k£, andhencethesecannotbe determined For this reasorwe now restrictattentionto the casethatall
ay > 0, by passingo a subtredf necessaryseeSection5.

Theorem3 Assumey; € (0,1],k € U,i.e, a € A1,
(i) Themodelisidentifiablg i.e., a, o’ € (0,1]#% andP, = P, impliesa = «'.
(i) Asn — o0, @ -+ e anda — «, P, almostsurely.
(i) Assumalsoay < 1, k € U. Wth probability 1, for suficientlylargen, & = a.

Maximum Likelihood Estimator for the Two-leafTree Denotethe4 pointsof Q = {0, 1}? by {00,01, 10, 11}.
Then

Y1 =p(11) +p(10) + p(01), 72 = p(11) +p(10), 73 = p(11) + p(01). (13)
The equationg10) for A in termsof the?, canbe solved explicitly; combiningwith (11) we obtainthe
estimates

o 273 (p(01) 4+ p(11))(p(10) 4 p(11))
Yo+ 93 — M1 p(11)
a, = Y2 + BN p(lll (15)
Y3 p(01) + p(11)
a; = 72+Za—71 _ p(lll (16)
2 p(10) + p(11)
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Note thatalthoughit is possiblethata; > 1 for somefinite n, this will not happernwhenn is sufficiently
large,dueto Theorem3(ii).

Thereis a simpleinterpretatiorof the estimatesn (15) and(16). With the p's replacedby their corre-
spondingtrue probabilitiesp, (15) would give the probability of receving a probeat nodel, giventhatit
known to berecevedatnode2. For independentbssesthisis justthemaiginal probabilitythatthe probeis
recevedatnodel. We have found,however, thecorrespondindormulaswhentherearemorethan2 sibling
nodesdo not allow suchadirectinterpretation.

4 Ratesof Convergenceof LossEstimator

4.1 Large SampleBehavior of the Loss Estimator

In this sectionwe examinein moredetailthe rateof corvergenceof @ andthe MLE & to thetruevaluea.
We canapply somegenerakesultson theasymptoticpropertiesof MLEs in orderto show that/n(a& — «)
is asymptoticallynormally distributedasn — oo; somegeneralpropertiesof MLES ensurethat the same
holdfor \/n(a — «), andwith the sameasymptoticvariance We canusetheseresultsin two ways. First, for
modelsof lossprocessewvith typical parametersye canestimatethe numberof probesrequiredto obtain
an estimatewith a givenaccurag. Secondlywe canestimatethe likely accuray of & from actualprobe
dataandassociateonfidencentervalsto the estimates.

Thefundamentabbjectcontrolling corvergenceratesof the MLE & is the FisherInformationMatrix at
. Thisis definedfor eacha € (0, 1)#V asthe#U-dimensionatealmatrixZ;; («) := Cov (%(a), %(a)).
J
It is straightforwardo verify that £ satisfiesconditions(seeSection2.3.10f [27]) underwhich 7 is equal

to the following morecorvenientexpressiorwhichwe will usein thesequel:

0?L
805]‘804;%

Zjr(e) = —E () (17)
On the otherhand, a direct calculationof the asymptoticvarianceof a follows from the Central Limit
Theorem.Therandomvariablesy areasymptoticallyGaussiarasn — oo with

Vi (F —v) 25 N(0,0), (18)

whereo;;, = lim,_ o, n Cov(¥;,7k), for 5,k € U. Here -2 denotesconvergencein distribution. Since
by Theorem1, I'"! is continuouslydifferentiableon G, thenby the Deltamethod(seeChapter7 of [27])
a = I'~1(¥) is alsoasymptoticallyGaussianso establishinghe first part of the following theorem. We
notethatthematricesy andZ ! (o) agreeontheinterior of the parametespacehut, aswe shallseebelow,

Z(«) maybesingularontheboundaryLet D;;(a) = 8;‘;1 (P'(a)) and DT denoteghetranspose.

Theorem4 (i) Whenay € (0,1], k € U, thenasn — oo,
Vi (@ - a) 2 N(0,v), where v=D(a)-o-D7(a). (19)

(i) Whenay, € (0,1), k € U thenZ(«) is non-singularandZ~!(a) = v.

(i) Whenay, € (0,1), k € U, \/n (& — «) corvemesin distributionasn — oo to a #U-dimensional
Gaussiarrandomvariablewith mean0 and covariancematrix Z ! («).



Theoremd enablesisto determinefor example thatasymptoticallyfor large n, with probability 1 — &,
thea will lie betweerthe points

I
on £ 22 || P, (20)

wherezs/, denoteghe numberthatcutsoff anareas/2 in theright tail of the standarchormaldistribution.
This is usedfor a confidencdnterval of level 1 — §. As we areinterestedn a 95% confidencenterval for
singlelink measurementsye takez; , ~ 2.

Confidencelntervals for Parameters With slight modification,the samemethodologycan be usedto
obtainconfidencentervalsfor the parameter& derivedfrom measuredlatafrom n probes.Following [4]
we usethe observed-isherInformation

0*L

f]k(a) = _aOA‘aOAk
J

(@), where a=TI""(®). (21)

Now, theproofof Theoren® (seeparticularly(57)) shovsthatthed L /d«ay, dependnthen(z) only through
the combinations:7;. Hencethe sameis truefor the 9L /da; . SinceP;[Q2 (k)] = T(T~1 7))k = T,
wehaeZ(a) = Z(d).

We thenuseconfidencentervalsfor a;, of theform

T, (@)

ak j: 25/2 (22)

This allows usto find simultaneougsonfidenceregionsfrom the asymptoticdistribution for « for a given
tree. An issuefor furtherstudyis to understandhow the confidencentervalschangeasthetreegrows.

Example: Confidencelntervals for the Two-leaf Tree An elementarcalculationshonsthattheinverse
of the Fisherinformationmatrix governingthe confidencantervalsfor modelsin (20)is

ai(@—as(ltas(a1=2))) —apas =00y
Q3 ag a2
I—l (Oé) — —5253 52&2 —5253 i (23)
as a1 o]
—oipQs —oipQs Qzog
a9 aq a2

Here,the orderof the coordinatess o4, oy, a3. Theinverseof the obsened Fisherinformationgoverning
the confidencentervals for datain (22) is obtainedby inserting(14)—(16)into (23). We notethatin this
cas€? is singularattheboundariesy; = 1 andas = 1.

4.2 Dependenceof LossEstimator Variance on Topology

The varianceof & determineshe numberof probeswhich mustbe usedin orderto obtainan estimateof
a givendesiredaccurag. Thusit is importantto understandow the variancedependson the underlying
topology Growth of the variancewith the size of the tree might precludeapplicationof the estimatorto
large internetworks. Long timescaleinstability hasbeenobsened in the Internet[19]; if the timescale
requiredfor accurataneasurementgpproachethatat which variability occurs the estimatorsrequirement
of stationaritywould beviolated. In this sectionwe showv thattheasymptoticvariancer of @ is independent
of topologyfor lossratiosapproachingero.

Thefollowing theorentharacterizethebehaior of v for smalllossratio,independentlyf thetopology
of thelogical tree. Set||@|| = maxyer @. Setd;, = 1if j = k and0 otherwise.
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decreasetwardslinearapproximationl —« asbranching increasesvith treedepth.

ratioincreases.

Theorem5 Vik = 5k5]‘k + O(H@H2) as|]a|| — 0.

Theoremb5 saysthat the varianceof & is, to first orderin @, independenbf topology. However, nothing
is said abouthigher order dependenceandin particularwhetherthe differencebetweenv;; andaid;;

convergesto zerouniformly for all topologiesas@ — 0. For asectionof treeswe usedcomputeralgebrato

calculatehe maximumasymptotiovarianceover links max;, vy, for aselectiorof trees,asafunctionof the
uniform Bernoulli probability o, = . We usethenotation?’(rq, g, .. ., r,) denotethetreeof depthn + 1

(depth= maximumlevel ¢ of ary leaf) with successie branchingratios1, 1, r, ..., r,, i.e. theroot node
0 hasthe singledescendemodel which hasr; descendentgachof which hasry descendentgndsoon.

We shaw the dependencen branchingratio in Figure5 for treesof depth2. In theseexamples,ncreasing
the branchingratio decreasethe variance.In Figure6, we showv the dependencen treedepthfor binary
treesof depth2, 3 and4. In this example,estimatorvarianceincreasesith treedepth,roughly linearly.

In all examples,estimatorvarianceis approximatelylinear for @ lessthanabout0.1, andindependentf

topology, in keepingwith Theorem5. For larger @ it appeardrom theseexamplesthat the changein

estimatorvarianceof moving from simpletopologiesto morecomple onesis governedby two opposing
effects;variancereductionwith increasingoranchingratio, andvariancegrowth with increasingreedepth.
The reasorfor this appeardo bethatincreasinghe branchingratio increaseshe sizeof R (k) (the setof

leaf-nodeslescendedrom &) soproviding moredatapointsfor estimationwhile increasinghetreedepth
increasesumulative errorperlink in estimation.

5 Data Consistencyand Parameter Computation

In this sectionwe addresscomputationaissuesassociatedvith the estimatora. We specify consisteng
checkswhich mustbe appliedto the databeforea is computed. We describean algorithmfor computa-
tion of @ anddiscussits suitability for implementatiorin a network, in particularthe extentto whichiit is
distributable.

11



5.1 Data Consistency

In this sectionwe describeestsfor consisteng of the empiricalprobabilitiesy with themodel. Thevalida-
tionsof themethodologycarriedoutin this paperareall within controlledsimulations.Sowe donotaddress
herethe additionalconsisteng checkswhich would be requiredfor applicationgo realnetworkdata,such
astestsfor stationarity

Therestof this sectionfocusenrangecheckingandtreesulgery An arbitrarydataset(n(z))zeq may
notgiverisetoy € T'(AM). In particular whenoneof the#; is 0, notall of the a;, canbe inferredfrom
thedata.Thosewhich cannotmustbe removed from considerationln othercasesthe datais not consistent
with theassumptiorthatlossoccursindependenthpn differentlinks. We discusghesenow.

() If 57, = 0forary k € V, we constructa new tree by deletingnode% andall its descendantsnd
performthe analysison this prunedtreeinstead. We are unableto distinguishbetweenthe various
waysin which~; maybezero,e.g.ax = 0, 0r ai, > 0 buto; = 0 for childrenj € d(k).

(i) Any a; > 1is anonphysicalvalue,sincethelink probabilitiesarerequiredto lie in [0, 1] (subjectto
(i) above). Theorem3 tells usthis will notoccurfor sufficiently large ». Thusin implementation®f
theinferencealgorithm,this eventmaybe usedto triggerthe dispatchof furtherprobes.

(iii) Theconditiony, = Ejed(k) v, forary k € U \ R preventsthe calculationof A, andhencealso

link probabilitiesfor links thatinclude k asa vertex, namelya, = Ay/A;4) anda; = A;/A,
for j € d(k). Instead,we estimateonly the probabilities{a,c; : j € d(k)} onthe composite
links from f (k) to the elementsof d(k), estimatingaxa; = A;/Asy), j € d(k). Thepossibility
Vi > Ejed(k) ~i- is precludedby the relations(25) and (26) belown. Equality occursonly if the
obseredlossessatisfythe strongdependenceropertythat eachpacketreachingarecever in R(k)
reacheso otherreceverin R(k).

5.2 Computation of the Estimator on a General Tree

In this sectionwe describethe algorithmfor computinga on a generaltree. An importantfeatureof the
calculationis thatit canbeperformedrecursvely ontrees.Firstwe shov how to calculatehe? ;. Denoteby
(X% (7)) keR,i=1,2,.,n themeasuredaluesattheleaf nodesof processX for n. Definethebinaryquantities

(Yi (1)) kev,iz12,..n recursiely by

Yi(i) = Xi(i), keR (24)
V(i) = \/ Yi(), keV\R (25)

j€d(k)

sothat .
o= 0T V(). (26)

=1

For simplicity we assumenow thaty € T'((0, 1)#V), sothat,if necessarysteps(i) and(ii) of Section5.1
have beenperformedon the dataand/orthe logical multicasttree in orderto bring it to this form. The
calculationof @ canbe doneby anotherrecursion.We formulatebothrecursionsn pseudocoden Figure?.
The procedurefind_gamma calculatesthe Y, and¥ Vi assumng;C initializes to X, for & € R and0
otherwise.The procedurdanfer calculateshea;,. The proceduregouldbe combined.Thefull setof link
probabilitiesis estimatedy executingmain(1) wherenodel is the singledescendantf therootnode0.

Here,anemptyproduct(which occurswhenthe first amgumentof infer is aleaf node)is understoodo
be zero.We assumehe existenceof aroutinesolvebr thatreturnsthevalueof thefirst symbolicargument

12



procedure main (k) {
find_gamma( k) ;
infer (k,1);

}

procedure find_gamma( % ) {
foreach(j € d(k) ) {
Y; =find_gammay(j);
foreach(i e {1,...,n}){
Velil = Yalil v Vild]

}
} N
Y =n"t 3T Vil
return Yy ;

}

procedurinfer (k, A);
Ay, =solvebr( A, (1 =7k /Ak) == [T a1 = 7/ Ax) )i

ak :Ak/A;
foreach(j € d(k)) {

infer (7, Ag);
}

Figure7: PSEUDOCODE FOR INFERENCE OF LINK PROBABILITIES

which solves the equationspecifiedin its secondagument. We know from Theoreml that underthe
conditionsfor 4 auniquesuchvalueexists.

5.3 Implementation of Infer encein a Network

Therecursve natureof the algorithmhasimportantconsequence®r its implementatiorin a networkset-

ting. Obsene thatthe calculationof 75 and A, dependson X only throughthe (}A’j)jed(k). Put another
way, if 7 is achild of &, the contribution to the calculationof &, of all datameasuredt the setof recevers

R(j) descendedrom j, is summarizedhroughf/j. In a networkedmplementatiorthis would enablethe

calculationto belocalizedin subtreest a representatie node,the computationakffort at eachnodebeing

atworstproportionalto the depthof thetree(for the nodethatis the representatie for all distinctsubtrees
to whichit belongs).

Moreover, estimatesrom measurementstrecevers Z(k) descendeffom anodek areconsistentvith
thosefrom the full setof receversin thefollowing sense.Executingmain(k) yieldsthe A, calculatedby
main(1) asthevaluefor @;,. Thusis theeffective probabilitythata probetraversea (fictitious) link from the
root 0 directly to £. But whenthefull inferencemain(1) is performedit is nothardto seethatthe & obey

Ap = Hf(:kg asi(x), 1€ the probability of traversingthe pathfrom 0 to & withoutloss.
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Figure8: CONVERGENCE OF INFERRED L0OSS PROBABILITIES TO ACTUAL LOSS PROBABILITIES IN
MODEL SIMULATIONS. Left: Two-leaftree of Figure 3 with parametergy; = 0.02; @y = @3 = 0.05.
Right: Selectedinks from four-leaf tree of Figure4, with parameter&; = 0.01; a; = 0.1; a3 = @4 =
@s = @g = 0.01; @7 = 0.5. The graphsshow that inferred probabilitiescorverge to within 0.01 of the
actualprobabilitiesafter2,0000r fewer obsenations.

6 Simulation Results

We evaluatedour inferencetechnigueghroughsimulationand verified that they performedas expected.
This work hadtwo parts: modelsimulationsand TCP simulations In the modelsimulations,Josseswere

determinedby time-invariantBernoulli processesTheselossesfollow the modelon which we basedour

earlieranalysis.In the TCP simulations |ossesveredueto queueoverflovs asmulticastprobescompeted
with othertraffic generatedy infinite TCP sources. We usedTCP becausét is the dominanttransport
protocolin thelnternet[29]. Thefollowing two subsectionslescribeour resultsfrom thesetwo simulation
efforts.

6.1 Model Simulations

Topology. For the model simulations,we usedad hoc softwarewritten in C++. We simulatedthe two
treetopologiesshavn in Figures3 and4. NodeO0 senta sequenc®f multicastprobesto the leaves. Each
link exhibited packetlosseswith temporalandspatialindependenceWe could configureeachlink with a
differentlossprobability thatheld constanfor the durationof a simulationrun. We fed thelossesobsened
by theleavesto a separatderlscriptthatimplementgheinferencecalculationdescribedearlier

Convergence Figure8 comparesnferred packetloss probabilitiesto actualloss probabilities. The left
graphshows resultsfor all threelinks in our two-leaf topology, while the right graphshows resultsfor
selectedinks in thefour-leaftopology In all casestheinferredprobabilitiesconvergeto within 0.010f the
actualprobabilitiesafter2,0000bsenations.

Figure 9 compareghe empiricalandtheoretical95% confidencentervals of the inferredloss proba-
bilities for thetwo-leaftopology The empiricalintervals were calculatedover 100 simulationruns using
100differentseeddor therandomnumbergeneratothatunderlieshe Bernoulli processesThetheoretical
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Figure 9: AGREEMENT BETWEEN SIMULATED AND THEORETICAL CONFIDENCE INTERVALS. Left:
Resultsfrom 100 modelsimulations.Right: Predictiondrom (20). The graphsshow two-sidedconfidence
estimatest 2 standarddeviationsfor link 2 of the four-leaftreeof Figure4. Parametersverea; = 0.01;
@y, = 0.1; @3 = a4 = a5 = ag = 0.01; @; = 0.5. Simulationmatchegheoryextremelywell —thetwo sets
of curvesareindistinguishablewhenplottedin thesamegraph.

intervalsareaspredictedby (20). As shavn, simulationmatchegheoryextremelywell — we shav thetwo
graphsseparatelybecausdhe two setsof curves areindistinguistablewhen plottedtogether For 2,000
obsenations the confidencdntervalslie with within 20% of thetrue probabilities.

It mayseemthatthousand®f probesconstitutetoo mary networkresourceso expendandtoo long to
wait for a measurementHowever, it is importantto notethat a streamof 200-bytepacketsevery 20 ms
represent®nly 10 Kbps, equivalentto a single compressedudio transfer Furthermorea measurement
using 5,000 such packetslastslessthantwo minutes. Therealreadyexist a numberof MBone “radio”
stationghatsendong-livedstream®f sequencecdhulticastpacketsln somecasesve canusetheseexisting
multicaststreamsas measuremenprobeswithout additionalcost. Overall, we feel that multicast-based
inferences a practicalandrobustway to measuranetworkdynamics.

6.2 TCP Simulations

Topology. For the TCP simulationswe usedthe ns networksimulator[18]. We configuredns to simulate
treetopologiesshavn in Figures3, 4 and11. All links had 1.5 Mbps of bandwidth,10 ms of propagation
delay andweresenedby a FIFO queuewith a4-packelimit. Thus,apacketarriving atalink wasdropped
whenit foundfour packetsalreadyqueuedatthelink.

In eachtopology, node0 sentmulticastprobepacketgyeneratedby a sourcewith 200-bytepacketsand
interpacketimeschoserrandomlybetweer?.5and7.5msec.Theleaf nodesrecevedthemulticastpackets
and monitoredlosseshy looking for gapsin the sequencewumbersof arriving probes. We fed the losses
obsenred by the multicastreceversto the sameinferenceimplementatiorusedfor the modelsimulations
describedhbore. We alsohadns reportlosseson individual links in orderto compareinferredlosseswith
actuallosses.

In the two- and four-recever topologies,eachnode maintainedTCP connectiongo its child nodes.
Theseconnectionsusedthe Tahoevariantof TCR sent1,000-bytepacketsandweredriven by aninfinite
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Figure10: TRACKING OF ACTUAL L0OSS RATES BY INFERRED LOSS RATES IN TCP SIMULATIONS.
Left: Two-leaftree of Figure 3. Right: Selectedinks from four-leaf tree of Figure 4 (somepairs of
probabilitiesareoffsetfor clarity). The graphsshow thatthe inferredlossratescloselytracktheactualloss
ratesover 10,0000bsenations.
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Figure11: TRACKING OF ACTUAL LOSS RATES BY INFERRED L0OSS RATES IN TCP SIMULATIONS
wITH DIVERSE BACKGROUND TRAFFIC. LEFT: Eight-leafbinarytree. RIGHT: Closetrackingof actual
lossratesby estimatedossratesasnumberof obsenationsis increasedip to 1,000.

datasource. Links to left childrencarriedonesuchTCP stream,while links to right childrencarriedtwo
TCPstreamsThelink betweemodesD and1 alsocarriedone TCP stream.

In theeight-recetertopology, thetraffic moremorediverse with 52 TCPconnectionbetweerdifferent
pairsof hodesgiving riseto approximately8 connectiongperlink on average.

Convergence Figure 10 comparesnferredlossratesto actuallossrateson selectedinks of our two- and
four-leaf topologies. As shown, the inferredratescloselytrack the actualratesover 10,0000bsenations.
Figure 11 comparednferred andactuallossratesin the eight-receier topologywith diversebackground
traffic; in this casethetrackingis evencloser

We note that the inferred valuesare accurateeven though queueoverflons dueto TCP interference
do not obey our temporalindependencassumption. TCP is a bursty packetsource,particularly in the
region of exponentialwindow growth duringa slow start[9]. In our simulationsmulticastprobesare often
lost in groupsasthey competefor queuespacewith TCP bursts. This phenomenoris readily apparent
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Figure12: ACCURACY OF INFERENCE IN TCP SIMULATIONS. Left: Two-leaftree of Figure 3. Right:

Fourleaf tree of Figure4. The graphsshon normalizedroot meansquaredifferencesbetweeractualand

inferredlossrates computedacrosslO0simulations After aninitial transientjnferredlossratessettledown

to within 8 to 15% (in thetwo-leaftree)and4 to 18%(in the four-leaftree)of actuallossrates,depending
onthelink. TheRMS errorwasreducedo approximatelyl% by modifying the MLES to correctfor spatial
lossdependence.

whenwatchinganimationsof our simulationswith the nam tool [17]. Inspectionof the autocorrelation
function of the time seriesof packetlossesfor a seriesof experimentspredominantlyshaved correlation
indistinguishabéfrom zerobeyondalag of 1 (i.e. greatethanback-to-backosses) As we explainin more
detailin Section8, the estimatora is still asymptoticallyaccurateor large numbersof probeswhenlosses
have temporaldependencef sufficiently shortrange.However, therateof corvergenceof the estimatego

theirtruevalueswill beslower.

Figure 12 shows the Root Mean Square(RMS) differenceshetweenthe inferredand actuallossrates
in thetwo- andfour-leaftopologies.Thesedifferencesverecalculatedover 100 simulationrunsusing 100
differentseeddor the randomnumbergeneratothat governsthe time betweerprobepackets.As shown,
thedifferencecandrop significantlyduringthefirst 2,0000bsenations.However, at somepoint they level
off anddo notdropmuchfurther, if atall. This persistenceevealsa systematicalthoughsmall,errorin the
inferredvaluesbecausef spatiallossdependenceln our simulations the samemulticastprobeis lost on
sibling links moreoftenthanthespatialindependencassumptiordictates. Thesedependentossedeadthe
inferencecalculationto underestimatéosseson the sibling links andto overestimatdosseson the parent
link.

We canquantify the spatialloss dependenceresentn the simulations. We canalso calculatethe ef-
fect of suchdependencen the inferredlossprobabilitiesby extendingour previous analysis.Thusa prior
estimateof the degree of dependenceould be usedto obtain correctionsto the Bernoulli inference. We
discussthis in more detail for spatialdependencin Section7 andgive an exampleof how to apply the
correction. Applied to the inferenceson the two-leaftree summarizedn Figure 10, they reducean RMS
error of between8 and 15% to one of around1%. The key obsenation behindtheseanalyzess thatthe
errorin theinferredvaluesvariessmoothlywith the degreeof spatialdependenceThe greaterthe depen-
dencein the network, the larger the error We canarrangefor correlatedlossesin a simulatednetwork,
for exampleby creatingsynchronizednterferencestreamson sibling links. However, the resultsfor the
eight-recerertopologywith diversebackgroundraffic supportour belief thatlarge andlong-lastingspatial
lossdependences unlikely in real networkslike the Internetbecaus®f theirtraffic andlink diversity.
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7 The Analysisand Corr ection of Spatial Dependence

7.1 Analysisof Spatial Dependence

Whenspatialdependenceresentin packetlosses the Bernoulli modelassumptioris violated. But even
with suchdependenceye canstill askwhat are the marginal loss probabilitiesfor eachlink separately
In this sectionwe quantify the effects of this dependencandshon how they may be correctedfor on the
basisof a priori knowledgeof them. We proposethat this knowledgeshouldbe obtainedby independent
measurementsn instrumentechetworks. Moreover, we establishthat dependencdeformsthe Bernoulli
estimateontinuouslyin the sensethat small divergencesrom independencef the lossesleadto small
divemgenceof the estimate®f themaginallossprobabilitiesfrom their truevalues.For binarytreeswe find
that the effect of suchdependencen the estimatesof maginal loss probabilitiesfor links in the interior
of the networkis secondordet and becomenggligible in regions of the network acrosswhich loss and
dependencehangdittle.

Onemotivationfor consideringdependentossescomesfrom the well-known exampleof synchroniza-
tion betweenTCP flows which can occuras a result of the slow-startafter packetloss; see[9]. Flows
which have experiencedcommonlosson alink & will thenhave somedegreeof dependenceViewed as
backgroundraffic againswhich the probepacketompetethey canbe expectedto give riseto dependent
lossesof probepacketson links on the subtreedescendedrom k. However, the dependencef probeloss
canbe expectedto decreasan progressinglown the treefrom k. This happensf we assumehat flows
which becamedependenthoughlossesa givennodek typically have a spreadof destinatioraddressthen
their pathsthroughthe networkwill subsequentlyiverge. Thenthefraction of thetotal traffic contributed
onlinks descendettom & will decreasen progressinglownthetreefrom &; hencethedependeninfluence
of suchflows on probelosswill decreasdikewise.

The foregoing discussiormotivatesusto capturesuchdependenceo first orderby consideringwithin
the classof dependentossprocesseshosefor which dependencenly occursbetweernlosseson sibling
links, i.e., betweerthoseX; and X ;: for which f(5) = f(j'). Let A = {{j1,...jn} C d(k),k € V \ R}
denotethe setof subset®f sibling links. We characteriz¢hejoint distribution of the (X)xev throughthe
family of joint conditionalprobabilities(ax, ... x, ) ji....;.1ea Wherefor k = f(j1) = ... = f(jn),

Oéj17...7jn = P[)(]1 — 17 .. '71Y4n — 1|1¥k — 1] (27)

(For Bernoulliloss, a;, ..., = I _, «;,.). We now derive analogouselationsto (6) in this case. It is
corvenientto work initially with the quantities

& = PR | Xi = 1] = PIO(K) | Xp = 1/PXe = 1| Xy = 1] = fifox  (28)

Forn < #d(k) letd, (k) denotethe setof subsetwf d(k) of cardinalityn. By the Inclusion-Exclusio
Principle(seee.g.Chapters.2 of [25])

#d(k)
PIQK)] =P [UjeanyQ()] = D (=)™ Y PRG)N...NQWI, (29)
n=1 {71,--sdn }Cdn(k)

from whichwe find using(27) and(28) that

& = (-1t > @y inbin o (30)

n=1 {]177]n}cdn(k)
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Reexpressedn termof they; we obtainthefollowing analogof (10)for k € U \ R:

#d(k) L
Hi( Ak 7y ) = /A= 30 (1™ 3 gy, i = (31)
n=1 {d1s0emdn } il (k) k

wherey;, i, = ajy ./ (@) - .aj,) andwewrite ¥ = (¥, ;. )0, i.1ea- FOragivenlossmodel
onecanin principle computey> andcomputeA; from ~;. Ratherthando this, however, we establisrsome
structuralresults.

We cancomparethe actualvaluesAg () which solve (31) for Ay, with thoseobtainedfrom (10) with
theBernoulliassumptionwhich we canwrite as A (1). Thefollowing theoremshawvsthatthe deformation
from Ay () to Ax(1) is continuousin the neighborhooaf theBernoullivaluesy) = 1 (i.e. ¥, .., =1
forall {71,...,7,} € A).

Theorem6 Leta; > 0. Therexistsa neighborhooaf = 1inR#2 onwhich ) — Ay (<) is continuous.

Proof of Theorem 6: Theresultthenfollows from the Implicit FunctionTheorem(see[26]) providedthat

8Aka(Ak(1)7771) # 0. But H(Ag,v,1) = Hig(Ag,v) = h(7k/Ak7{7j/7k : J € d(k)}) appearing
in (10) andLemmal, andso theresultfollows from d,h(z(c), c) < 0 asestablishealuring the proof of
Lemmal. m

7.2 Spatially DependentLossesn Binary Trees

WhenT is abinarytreewe canobtainexplicit results.For & € U\ R write v(*) = .., whered(k) = {j, j'}
Thenfrom (31) we have

Ag, keR
m:{ ; (32)

i+ + ¥ Wy /Ay, ke U\R

Let a(v) bethetrue valueof «, i.e. thatobtainedby combining(32) with (11). «(1) is thenthe value
previously obtainedusingthe Bernoulli assumption.Let £ = 1 denotethe single descendentf the root
node0.

Theorem7 Let7 beabinarytree

(i) Thee is a bijectionI’y, from a subsetof .4 onto G sud that F;l(')/) = a(y), with 'y = T' from

Theoeml.
(ii)
al(l)/llzb(l% k=1
ay () = { ay (1)U E), keR (33)
ar (1)U ®) k) - otherwise

Proof of Theorem 7: From (32), A (¥) = (v; 4+ vir — )/ (vivi0™®) = Ar(1)/2*). Theform of (i)
thenfollowsfrom (11); thisis usedasthe definition of F;l for (i). 1

Theorem7(ii) hastheinterestingnterpretatiorthatin theinterior of the network(i.e. exceptfor nodel
andtheleaf-nodes}heerrorin usingay (1) in placeof oy (1) is asecondrdereffect. For theerrordepends
only ontheontherelative magnitudeof correlationsat adjacennodesthroughthe quotients)(f (%)) /45(%) _|f
thelink probabilitiesanddependencieare(approximatelyequalat eachnodeof thetree,thenthis quotient
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will be (approximatelyne,andsothe Bernoulli estimaten, (1) := I';7! (7) will be (approximately)equal
to F;l(ﬁ), for interior k. Thuswe seethatthe presencef dependentossesin binary treesperturbsthe
Bernoulli-basedstimatotittle for links within theinteriorof regionsacrossvhichthedegreeof dependence
is similar. Onthe otherhand,atthe boundariedbetweersuchregions,a priori knowledgeof the degreeof
dependencean help makethe estimatesmore accurate. This motivatesfuture work both in simulation
studiesand instrumentatiorof heterogeneousetworksin orderto establishthe degree of dependencés
influencedby dynamicfactorssuchas utilization, and (comparatiely) staticfactorssuchlink technology
andrelative link speeds.

It is interestingo seethatthe TCP Simulationsof the4-leaftreedisplaysomeof the featuresonemight
expectfrom the above discussion.Obsenre in the RHS of Figure 10 that for the leaf-links (6 and 7) the
inferredlossrateunderestimatethe actuallossrate,while for link 1 it overestimate#f. For theinteriorlink
3, theinferredandactualvaluesarealmostidentical. Thisis consistentvith theabove discussiornif ¥, > 1
andyz = 13y = ¥1. Notethatfor d(k) = {7,5'},

P > 1 <— Qi > 00 E[X]‘)(j/ | X, = 1] > E[)(j | X, = 1]E[1 I | X = 1]. (34)

In otherwords,;, > 1iff X; and X, are(conditionalon X, = 1) positively correlated We expectthis to
bethe casewhensynchronizedossesoccurasdescribedat the startof this section.

7.3 Correctionfor Spatial Dependencen Binary Trees

If someknowledgeof the degreeof dependencen the traffic is available,thenthis canbe usedto adjust
theinferredlossprobabilitiesaccordingly This motivatesexperimentalstudiesof realnetworkswith instru-
mentedlinks in orderto ascertairthe magnitudeof the dependenceWe intendto undertakeheseexperi-
mentsin thefuture. Herewe shav how knowledgeof dependenceanbeusedto correctthe Bernoulli-based
estimate®f link probabilitiesfor non-interiornodes.We considerthe setof leaf-nodes{ j, j'} € d(k). Let
Y; have thethedistribution of X ; conditionedon X, = 1. Supposeve know a priori anestimates for the
correlationof Y; andY;,. Now thetheoreticalvalueof thecorrelationis

TR0 N Rl TR (1 —1/@) (35)
v/ Var(Yj)Var(Y;) ;o a;a
Thuswe expectto improve ourestimatesi; (1) by using@; (1)5(* insteadwvherey (*) is obtainedrom (35)
by usingk anda(1) in placeof x anda.
To testthis approachwe measuredhe lossdependencen anns simulationof 10,000probesin the
two-leaftree, then conductedl00 further ns simulationsof 10,000probes,and adjustedthe inferredlink
probabilitiesin this manner Comparingthe actual,adjusted andoriginally inferredlossratioswe seethis

providesimprovement:theroot meansquareerror goesdown from betweerB and15% (dependingon the
link) to aboutl%in this caseseeTablel.

8 Temporal Dependenceand ConvergenceRates

8.1 Ergodicity and Asymptotic Accuracy

In this sectionwe investigatethe impactof temporaldependencen the estimatora. Denoteby X (n) =
(X&(n))rev the(spatial)proces®f then'" probe. Thefirst obsenationis that,if wereplacetheassumption
of independenceetweenprobesto merelyassuminghatthe (temporal)process( X (n)),¢n is stationary
andemodic, thena still corvergesto o almostsurelyasthe numberof obsenationsgrowsto co. This is
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RMS differencerom actualloss
adjusted original

link 1 0.012 0.142

link 2 0.009 0.114

link 3 0.007 0.089

Tablel: CORRECTING FOR SPATIAL DEPENDENCE: RMS proportionaldifferenceof inferredfrom actual
lossesn ns simulationof two-leaftreein Figure3, after 10,000probes Adjustmentof inferenceto account
for dependencé@eft column)shows orderof magnitudémprovementover original inferencg(right column)

becausehy definition,theobseredprobabilitiesy of theemgodicprocessonvergealmostsurelyto thelong

termaverages. By stationarity thesearejustthey = I'(a) asbefore,wherethe o arethe (time)-maginal

distributionsof the link probabilities. A simple agumentinvolving the InverseFunction Theorem(e.g.,
see[26]) shavsthatT'~! is continuouson I'((0, 1)#Y), andhencea — « almostsurely Notewe do not

rely on & beingthe maximumlikelihood estimatorwith respecto someparametespacefor the maginal

probabilitiesa of the generalprocessRatherwe have shavn thatthe Bernoulli estimatoris asymptotically
accuratdor stationaryergodic processes.

In theremaindeof this sectionwe examinetherateof corvergencewhenX possessegmporaldepen-
dence.Iln anapplicationof the methodto measurementn real networkshowever, inherentvariability (due
dolargescaleeventssuchasroutingchangesjnayimposelimits onthedurationsover whichwe canexpect
thelossprocesdo be stationary For this reasornit is importantto understandn more detailthe impactof
time-dependemnpacketlosson corvemgencerates.We proposego examinethis throughmodels.Markovian
modelsof packetosshave beenproposednthebasisof obsenationsof thelnternet(e.g.,se€1]), although
somelongerburstsof losseswverealsofound. We shall seethatthe price of temporaldependences slower
cornvergencethanfor the Bernoullicase.Onecanunderstandhis qualitatively from the fact thatburstiness
in the packetossprocessemeanghatthelong-termaverageof 5 takeslongerto approach.

8.2 ConvergenceRatesfor Mark ovian Congestion

The maintool in understandingorvergenceratesis the following. LetF,;1 denotethe nodek component
of I'"!, sothata, = F;l(%. Supposenow thatthe randomvariablesy are asymptoticallyGaussiaras
n — oo with

Vi (F —v) 25 N(0,0), (36)

whereo;;, = lim, o, nCov(¥;, %), for j, k € U. Here 25 denotescorvergencein distribution. Thenby
the Deltamethod(seeChapter7 of [27]), sinceF,:1 is continuouslydifferentiableon G (seeTheoreml),
I';'(7) is alsoasymptoticallyGaussian:

V(TN @) = ag) 25 N(0,0), where v, = VI (7). 0 - VI (7). (37)

In theremaindeof this sectionwe establish(36) within the context of Markov lossprocessesandperform
someexplicit calculationgor the 2-leaftree.

We expandthe classof lossprocesseasfollows. We will definea Markov procesyY (n)),.en, where
Y (n) will describethe stateof the networkencounteredy the nth probe;this descriptionis usedwhether
for example,the interprobetimesare constantyariableor random.Y is constructedasfollows. For each
k € U let (Yi(n))nen beanindependenMarkov processon the statespace{0, 1}. We think of Yj(n) as
representinghe stateof link £ attime n, takingthevalue0 if thelink is congested] if it is not. A probe
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thatencountersi congestedink is lost. We representhis by the processX = (Xj(n))krev,nen definedby
letting X (n) beconditionallyindependendf (X;(m), Y;(m)), .. ., 9iven(Xx)(n), Yi(n)), with

0 Xy =20
Xi(n) | X Yy : F(F) 38
(el | X V) = { 32 0 2 (39)
WhenY}(-) is Bernoulliwith probability ;. to bein thestatel, thenthe X (n) areindependentor eachn,
with the X (n) distributedasdescribedn Section2.2. X is nota Markov processbut ratheris a function
of theMarkov processy’. Moreover, X (n) is asomefunctionof Y (n) alone,which we denoteby x. For
eachk € U, let ®(k) bethesetof configurationgs of Y suchthat x(y) hasoutcomey(y) g, in 2(k), i.e

O (k) = {y € {0, 1}*: x(y)(m) € QUK)}. (39)

Let @) denotethe transitionmatrix for YV, i.e., Q@ = ®rey@ (k) is the Kroneckerproductof the transition
matricesof theindividualYy. Let¢(k) = {1 — ax, ax } andletq = ®@rerrq(k) bethecorrespondingroduct
distribution.

Theorem 8 With theabovenotation,assumey; € (0, 1) for all £ € U. Then(37) holdswith

Ojk = Z Z 0y (3y: — ¢ +QZ yz_Qy ) (40)

yED(j) 2€D(k)

whee Q™ denoteghem-steptransitionmatrix.

Obsenethatin the Bernoulli case the secondermin (79) vanisheswhile thefirst depend®only onthe
maiginal probabilitiese. This meanghatthefirst termin (79) givesriseto the diagonalelementsof (23);
in whatfollows we canthusrestrictour attentionto the increasen the asymptoticvarianceasspecifiedby
theseconderm.

We parameterizé¢he transitionmatrix of Y, as

. 1 — ooy, LW
auy = (1w B, (a1)
wherew;, € (0,1/ max{ag, @ }]. wr parameterizeshe burstinessof Y}, without changingits mawginal
probabilities. Y (m) andYy(m + 1) are positively (or negatively) correlatedwhenw;, > 0 (or wi <
0). Whenw; = 0, Y; is Bernoulli. By calculationof the matrix powersof ¢)(k) throughits spectral
decompositionye find thatQ" (k),,.¢. (k) is givenby the matrix

[Q"(K),.] = Wl F(k) + G(k), where F(k) :akak( _11 —11 ) G(k) = q(k) © q(k).  (42)

Expandingl™ = Qe Q™ (k) andsummingover n we find

Y@ —a)e] = D 9V) @kew F(k) @ (QpernwG (k) (43)
m=1 wcU

whereg(0) = 0 andotherwiseg(W) = ([T,cw wr)/(1 = [Trew @)
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8.3 Example: the Two-leaf Tree

Takinggradientsn (14)—(16)andreexpressinghemin termsof « we find

v () = LB gy = ELLR) S gpo ) = LD )
2¢k3 163 1642
Usingthenotation(abc), with @, b, c € {0, 1}, to denotea valueof Y (n), we have from (13):
®(1) = {(111), (110), (101)}, @(2) = {(111), (110)}, @(3) = {(111), (101)}. (45)
For simplicity we setthe a;, andw;, equalto o, w. Then(43) becomes
(@5~ a)ee] = = F() @ F(2) © F3) (46)
m=1
2
+—— (F(1) @ F(2) @ G(3) + F(1) © G(2) & F(3) + G(1) & F(2) & F(3))
+— (F() @ G2) 8 GB3) + G1) 0 G(2) © F(3) + G(1) © F(2) © G(3)).
Combining(44), (45) and(46) in (37) in (46) with Theorem8
Il_ll _ a— ol +aa(a - 2))7 7)
Ly o= I =1 (48)
o Ew(ozz + aw + 2w+ w? — aw? + 2020w + WP — awd + a2w3)
mo= In a(l+w)(l-w?) “9
aw((a+w)? 4+ w?(a? +w
v = =T34 (a4 w)* +wi(a” +w)) (50)

a(l +w)(1 —w3)

From (42), w is the geometricdecayrate of correlations. We caninterpretr = 1/(1 — w) asthe mean
correlatiortime of thelosses; = 1 for Bernoullilossesln Figure1l3we displaytheincreasen asymptotic
varianceby plottingtheratior; /Iﬂl of theasymptotiovariancewith Markovian correlationgo thatwithout.
We dothisfor a € [.5,1] andr € [1,10]. v, /Z;; displayedvery similar behaior. Theratiois increasing
in correlationtime 7, andin thelink transmissiomprobability «.

8.4 Temporal Dependenceand Probing Methodology

An approactto avoiding the effect of temporaldependenceiould beto time probesatintervalslargerthan
the typical correlationtime of losses.Althoughthis will reducethe numberof probesrequiredfor a given
level of corvergence,the absolutetime of corvergencemay increasedue to the increasedime between
probes.Increasinghe probesspacingby afactor 7/, but with all probeslying within a givenmeasurement
periodwould increasehe varianceof the estimatesy a factorr’ for independenlkosses.With Markovian
losses the effect of dependencbetweenprobescould be amelioratedby taking 7/ > 7, the correlation
time. But for the two-leaf treewe seefrom (47) thatwhena — 1, theny;/Z;;! — 1/(1 — w) = 7 for
k = 1,2, 3. Thusfor smalllossprobabilities theslow-down in therateof corvergenceof @ is noworsethan
thatobtainedby spacingorobesto beapproximatelindependentln this examplethen,onemayaswell use
all probedrrespectve of their mutualdependenceaatherthantry to spacethemoutto avoid dependence.
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Figure13: IMPACT OF TEMPORAL DEPENDENCE ON CONVERGENCE OF ESTIMATES: Theratiov; /Z;!
of theasymptoticvarianceof oy with andwithouttemporaldependenceRatiois increasingn correlation
time , andin link transmissiorprobability c.

We envisagethatdirectmeasuremertf the correlationtime of receved probescouldbe used,in combi-
nationwith calculationsof theprevioussection to determinghe numberof probesjn anongoingmeasure-
ment,thatarerequiredn orderto infer thelink probabilitiesfor agivenaccurag. In theexampleconsidered
we have seenthatin orderto estimatethe increasdan the asymptoticvariationdueto dependenceetween
lossef smallprobability; it is sufficientto determinghe correlationtime of obsernedlossesWhenlosses
areheterogeneoushis will be consenrative, sincetheautocorrelatiorwill be dominatedoy the component
with slowestdecay

A relatedssueis therandomizatiorof interprobetimesin orderto avoid biasin the selectiorof network
stateswhich are obsenred via the probes. Probeswith exponentially distributed spacingswill seetime
averagesthisis the PASTA property(PoissonArrivals SeeTime Averagesseee.g. [32]). Thisapproach
hasbeenproposedor networkmeasuremen{23] andis underconsideratiorin thelP Performancé/etrics
working groupof the IETF [8]. In the contet of theabove discussion|engtheningheinterprobetimeis to
beunderstoodsincreasinghe meanof the exponentialdistribution.

9 Summary and Futur e Work

In thispaperweintroducedheuseof end-to-endneasurementsf multicasttraffic to infer network-internal
characteristicsWe developedstatisticallyrigoroustechniquedor estimatingpacketlossrateson internal
links, andvalidatedthesetechniqueghroughsimulation. We shoved thatthe inferredvaluesquickly con-
vergedto within a small error of the actualvalues. We also presentedvidencethat our techniquesyield
accurataesultsevenin the presencef moderatdevelsof temporalandspatiallossdependence.

We are extendingour work in several directions. First, we are applying multicast-basednferenceto
metricsother than packetloss. In particular we have developedestimatorsfor link delay We are also
investigatingwaysto infer link bandwidthand network topology using multicastprobes. The ability to
determingopologywould free our measurementsom theassumptiorof a priori knowledgeof topologyor
of aseparateopology-disceerytool.

Secondwe planto do moreextensive simulations We planto substituteRED queueingor FIFO queue-
ing to studytheeffectof RED onlossdependencalle alsoplanto substitutePoissorprobesor CBR probes
to avoid inadwertentsynchronizatiorof the probetraffic with periodicnetworkprocessesAt thesametime,
we planto simulatemorecomplex topologieghanthe simpleexamplesusedthroughouthis paper Topolo-
giesotherthancompletebinarytreeswould stressour MLE for generakreeswhile largertopologiesvould
testthe corvergencepropertiesof our techniqueson larger probleminstances.This will be complemented
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by atheoreticabnalysisof thedependencef cornvergenceratesontopology Furthermorewe wouldlike to
explorehow closelylossratesexperiencedy our probesagreewith lossratesexperiencedy othernetwork
applicationsandprotocols,for exampleTCR We expectthat our multicast-basedheasurementwill yield
ambientiossratesthataremeaningfulin abroadcontext.

Third, we planto experimentwith multicast-basethferenceon the Internet. As a preliminarystep,we
planto measurembientdependencim therealnetwork,anddetermingheextentto whichwe needto adapt
our estimatego their presenceWe alsoplanto deployour inferencetoolsin multicast-enableg@ortionsof
the Internet,includingthe MBone, to testour technique®n arealnetwork.

Finally, we would like to integrateour inferencetools with oneor moreof thelarge-scaleneasurement
infrastructuresunderconstructionNIMI seemgarticularlysuitedbecausef its intendedrole asa general
framevork wheremary typesof measuremertanbe carriedout. The challengewill beto adapta unicast-
basednfrastructurego performmulticast-basetheasurementgsndin particularto schedulaneasurements,
collectresults, andperforminferencecalculationsvhenlarge numbersof receversareinvolved.

In conclusionwe feel that multicast-basethferenceis a powerful approachto measuringnternetdy-
namics.Therigorousstatisticalanalysisbehindour techniguegjivesthema firm theoreticafooting, while
the bandwidthefficiengy of multicasttraffic givesthemmuchdesiredscalability Rolustandefficient mea-
surementgreincreasinglyimportantasthe Internetcontinuego grow in sizeanddiversity.

10 Proofsof Theorems

Proof of Lemma 1: Let hy(z) = (1 — ), ho(x,¢) = ho(z) = [[;(1 — ¢z). Letqg = ¢;/(1 — ¢iz).
Thenfor z € [0, 1] A{(z) = 0, hY(z) = ha(z) {(Zi %) -3 qf} > 0. Henceh(z) = hy(z) — ho(z) is
strictly concare on [0, 1]. Now A(0) = 0, A(1) < 0 andh’(0) = —1+ >, ¢; > 0. Sosinceh is concae
and continuouson [0, 1] theremustbe exactly one solutionto ~(z) = 0 for = € (0,1). Now setwrite
h(z,c) = hqi(z) — hy(z, c). Letz(c) betheuniquesolutionto A (z(c), ¢) = 0. Theabove derivationimplies
thath'(z(c)) = (0h(z,c)/0z)|,=0() < 0, soin particulay is differentfrom 0. Sincen is continuously
differentiablethenby the Implicit FunctionTheorem[26], sois ¢ — z(c). g

Proof of Theorem 2: Theideais to split up the sum(2) into portionson which %i(r) is constantThese
will beQ(k), the Q(f4(k))\ Q(f=1(k)) fori=1,2,...,£(k), andQ(0)".

Considefirst thecasethatz € (k). Thenay occursin p(z) asafactor, andhencem%i(””) = 1/ay.
Whenz € Q(f (k) \ QS (k)) fori = 1,2,..., £(k), thenp(z) = B ji-1(y R () whereR (z) doesnot
dependbn oy, (or indeedonary «; for j < fi=1 (k). Hencefor z € Q(f4(k)) \ Q(f=1(k)),

dlog p(z) 1 3Bfi—1(k)

= — 51
8ak ﬁfé_l(k) aOék ( )
Similarly, whenz € Q(0)¢, _
Ologp(z) _ 1 9Py (52)
day, By Oy
Oncombiningthese:
oL 1 1 95,
= = = Z n(z) + =—— Z n(z) (53)
Dok k zeQ(k) Bo Otk zeQ(0)°
£(k) 3
1 0Bfi—(x
+Z{ﬂzlk day, ; Z ; n(x)
i=1 fiml(k) z€Q(fH(R)\Q(S = (K))
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For the derivatives,somealgebrawith (7) shovsthat

9By _
Doy —Pr/ax,  and (54)
8_ 7 7 - z 8_ i—1 : m m
Brw _ i = Briw s _ P TT 2o ﬂf (55)
day, ﬁfi—l(k) Jay, Ok ﬁfm 1(
Theright handtermin equation(55) follows by iteratingthe middleterm. Obsenre that
n(z) . ~ n(z) .
‘ Z ‘ n = P)/fl(k.) — ’)/fz—l(k) and Z n =1- Yo- (56)
c€Q(f (RN (R)) z€Q(0)¢

Combining(53), (54), (55) and(56) we get

1+£4(k) ~ ~ i—1
ap 0L Yri(k) = Vi-1(k) pm(gy — Bym(r)
— o =% — Bk = (57)
n oy, ; Bi-1(k) };[1 5fm (k)

Here we adoptthe corventionthatthe empty productfor : = 1 meansl, andthatthe symbol7 g that
occurswhen: = 1 4 ¢(k) meansl.
SetZ= forall k € V. Fork = 0, (57) yields0 = 5o — fo(1 — Fo)/ 8o, whence

Yo = Bo = Yo (58)
For ary otherk, combining(57) for k andj = f(k) yields
?k _ & (a] . ?k + (Oéj - ﬁj)7j) ., whence ﬁ _ ﬁk@] — ﬁ (59)
B Bi i B v
Togethemwith (58) thisgivesy, = v forallk € V. g

Proof of Theorem 3: (i) By the stronglaw of large numbersy — I'(a), P, almostsurely asn — oc.
Sincel is, in particular bijective, thenthe modelis identifiable,sincel' (o) = T'(¢) impliesa = /.

(i) Con/ergenceof ? to v (from (i)) andcontinuity of '~' (from Theoreml) yield cornvergenceof
a=I"13)toa=T"1(y)asn — co. We now establishcorvergenceof &. Fix somea® € (0,1)#Y,
M C (0,1)*Y, 2 € Q anddefine

.0
Z(M,z) = algw log p(($,002’)) = log p(z; ) — CYsllég\)glog p(z;a). (60)
Obsere thatp(z; «) is polynomialin the a;,, andhencecontinuous.Accordingto Lemma7.54in [27], it
sufficesto shaw that,for eacha’ # of, thereis anopenset N, containinge’, suchthatE o Z (N, X) >
—o0. (HereE, o istheexpectationw.r.t. P o).

Look at the two termsin EoZ(M, X) for ary M C (0,1)#Y. Thefirstis E o log p(X;a®) =
> eeap(z;a®) log p(z; a°). Thisis finite sincep log p is boundedor p € [0, 1] and is finite. For the sec-
ond term, note that p(z;a') < 1 = logp(z;a/) < 0 = supyeplogp(z;a’) < 0 =
— supyrearlogp(z; o) > 0= E o Z(M, X) > E o log p(X; ) > —oo. Finally, we notethatalthoughit
is notmentionedhere,Lemma7.54in [27] requiresdentifiability, which we provedin (i) above.

(i) Now leta € (0,1)#Y bethe true setof link probabilities. From part (i), with P,, probability 1,
theMLE & — « asn — oo. Hence,for eachsequencef probeswe have thatfor n sufficiently large, &
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lies in theinterior of (0, 1)#Y. For suchn, & mustthensolve the likelihood equation(12). We know from
Theorem?, thatsolutionsof thelikelihood equatiorareunique,andhencethis@ = . g

Proof of Theorem 4: (ii) RecallV (k) = {j € V : j < k}, R(k) = V(k)n RandU = V \ {0}. Set
S(a) = (Sk(a))keU with Sk(a) = %(Oz) (the scorevector). Theank(a) = COV(S]‘(OA),S]C(O()) =
Eo(Sj(a)Sk(a)) SINCEE, (S1) = 3, ¢q (2, ) 52 log p(z, 0) = 3, cq 52-p(x, @) = 0.

Supposehat Z(a) is singularfor somea = (ax)rer € (0,1)#Y. Thenthereexists somenonzero
vectorc = (cx) ke for whiche - Z - ¢ = 0. Butc - 7 - ¢ is the varianceof the mean-zeraandomvariable
c- S(a), sothenwewould havethatc - S(«) = 0, P,, almostsurely or equivalently

Ez%ﬂﬁﬂﬂﬁzo\WEQ (61)
Jday,
keU

sinceP,({z}) > 0 for all z € Q. We shaw that,in fact, (61) impliesc; = 0, first for £ € R, thenfor all
kelU.

Letz(® € Q besuchthatxgo) = 1forall j € R, andfor somek € R let mgl) = 1for j # k and0 for
j = k. Then

p@®,a)=[o; whie peM.0)=a ] « (62)
jeU JEUN{k}
andsofrom (61) 4 .
Y S0 while -4 Y Hog (63)
jev % o jervm Y

Combiningthe lasttwo equationsve find ¢, = 0.
We now proceedby induction.For £ € U assuméhatc; = 0 for all 7 < £. We now provethatc; = 0.
Let 2(9) beasbefore,andset

@ _ [ 1 jeR\R(K)
" —{ 0 jeR(k). (64)
Then
p(a® 0) = @ +artr) [ (65)
JEVAV (k)

wheregy, = [Tcax) B; = PalXj = 0Yj € R(k) | X}, = 1]. Hencefrom (61)

ck(@bk—l)_l_ Z C_j:07 (66)

A O eV
recallingtheassumptiorthatc; = 0 for all ;7 < k. For thesamereason(61) reads

Ey Yy doo (67)

o o
Bojevivie

Combining(66) and (67), thenwe find ¢, = 0. The equalityof v with Z=! in theinterior of the spaceof
parameters is standardinderthe conditionsestablishedluring the proof of Theorem3; seee.g.,Chapter
6.40f [11].

(iii) We referto Theorem7.63 of [27]. Clearly £ is 3-timescontinuouslydifferentiableon (0, 1)#Y,
and has boundedexpectationin someneighborhoodof «.. This establisheghe relation (7.64) in [27].
Alogrlr2) (o) is clearly finite on (0,1)#U. HenceZ is finite in (0,1)#V, so togetherwith Theorem3

dayay

andthenon-singularityof 7 establishedh (ii) abose, we areableto concludetheresult.g
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Proof of Theorem 5: Let 5 Vv k& denotethe nearescommonancestonof j andk, i.e. j V k is the <-least
commonupperboundof ;7 andk. The proof proceedsy a numberof subsidiaryresults.Sinceprobesare
assumedndependentit sufficesto evaluateall randomquantitiesfor n = 1 probes.

(i) As ||| — 0,

(a) 1= Ap = s(k) + O([@*);  (b) By =O([al)), (c) 1 -y =sk)+O(a*),  (68)

where
s(k) =) a@;. (69)

Therelation(a) is clearby expandingA;, = HjH‘c(l — @;). (b) follows by aninductive algument.Obsere
from (6) thatif (b) holdsfor all £ € d(j), it alsoholdsfor j. But sinces, = «y for leaf-nodes: € R, (b)
holdsfor all k. (c) thenfollows from therelationy;, = Az (1 — Hjed(k) Bj).
(i) As ||@|| — 0,

Cov(3;,7k) = s(j V k) + O(|[a|?) (70)

To seethis, we write Cov(¥;,7x) = E[¥;7x] — E[7;]E[7x], andE[¥;] = v, by definition. If £ is anancestor
of j theny; = 1 = 7, = 1 andsoE[y,;7%] = ~;. Similarly, if j is anancestoof &, thenE[7;7] = v&.
Otherwisey; = 1,7, = 1 = F,vx = 1, andsowe write E[7,9x] = P[¥; = 1| Xjvx = 1]JP[Fx = 1 |
Xjve = 1P[Xjvi = 1] = P[y; = 1P[3x = 1]/P[Xjvr = 1] = 7j7k/Ajvi- Thus,

Te(1 = ;) J=k
Cov(¥;,7k) = ¢ v (1 —7k) k=3j (71)
Y1/ Ak — 1) otherwise
(70) thenfollowsfrom (68) andthefactthat; vV k = 7 whenj > k.
(iii) As @l — 0,
1 k=j
D(a) = D+ O(||a]]) where Dj;:=< -1 k= f(j) (72)
0 otherwise

To establistthis, notefirst that D («) hasinverseD~! («) whoseelementare(D(a)~1);; = dv;/da;. Now
0v;/0a; = vi/a; whenj > i. Whenj < ¢, thenfrom the proof of Theorem2

£5)—L(x)
i 0 i 3
L YCA | I1 3, (73)

da; 9 Y m=t ked(m(O\G)

From (68) (b), this goesto 0 as||@|| — 0. Finally, for all otheryj, v, doesnot dependon «;, andsothe
deriativeis 0. Summarizingas||&|| — 0,

1 j=i

0 otherwise (74)

D(@)™' =D+ 0O(|a]) where Dy := {

Sincematrixinversionis continuousn anopenneighborhooaf thenon-singulamatricesthen(72) follows
if we canshow that D;; andD;; areinversesFirst) . Dy, D;; = Dy; — Dy = dr; asrequired.Second
S DiiDjg = Dy — Y iedth) D;i.. Thesecondermis only potentiallynon-zerowhenk = i. In this case
the only termthatcontributesto thesumis whenj > ¢, giving —1. Hence}_, f)iijk = &;;, asrequired.
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(iv) By (iii), andcontinuity of finite dimensionamatrix productswe have as||@|| — 0 that

vie = Dijs(j V §') Diyr + O(|[a@]]?). (75)
54!

It remaingo evaluate

D Dijs(3V ) Dijr = s(iV k) = s(iV f(R) = s(f(i) V k) + s(f(0) V f(R)). (76)
53!
Wheni = k,theni vk = 4,iV f(k) = f(i) V f(k) = f(i) andso (76) yields s(:) — s(f(7)) = @;,
All otherpossible: and & yield zero,aswe now shav. If 7 < ktheni Vv k = f(i) V k = k, while

iV f(k) = f(i) v f(k) = f(k), andhence(76) is zero. The casek < 1 is similar. In all othercases
i,k<iVkandsoivVk=1tV f(k)=f(i)Vk=f(i)V f(k).n

Proof of Theorem 8: Sincea;, € (0,1), eachYy(-) is irreducible,andhencesois Y (-), andso ¢ is
the uniquestationarydistribution for Q,i.e. Y Qy.q- = q,. Forn probesy; = Eyeq)( )qy where

gy=n"'>_ 8yy (m)- By theCentralLimit Theoremfor Markov processesseee.g. Chapter7 of [15], ¢
is asymptotlcaIIyGaussiaraSn — 0o With

Vi (G- q) 25 N(0,8) (77)
where
& = hm n Cov(qy,q.) = hm n- Z Z m)s 02 Y (m)) (78)
= ( - —I_ 2 Z yz - Qy (79)
| |
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