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Abstract

Performanceneasurementsn individuallinks in alarge networksuchasthe Internetareexpectedo suffer from
poorscalingproperties Furthermoretheresultsof measurement@renotguaranteedb be availableto endusers.To
overcometheseproblemwe developstatisticatechniquedor estimatingpacketossratesandothercharacteristicsf
internallinks basedn obsenationsat theendpointof atreeconnectingasourceandmultiple recevers.We consider
aspecificmodelfor packetransmissiorthroughthetree,shaw thatit is identifiable determinghe MLEs for thelink
lossrates,andshav themto be asymptoticallynormalandconsistentThe methodsareillustratedwith examplesof
simulatedhetworktraffic.

1 Introduction

Two approache® evaluatingperformancén largecommunicationsetworks suchasthelnternet have beerto use(i)
networkmanagemergackageso collectdataatinternalnodesandreporton link-level performanceand(ii) endpoint
measuremenisf point-to-ponttraffic behaior to characterizeetworkperformance.

Thefirst approactsuffersfrom the dravbackthatit may be difficult to gainaccesdo a wide rangeof routersin
a large network,andintroducingnen measuremertbolsinto the routerswould requirecompaniego makechanges
in their products.Moreover, the problemof integratinglink-level informationto obtaina picture of overall network
performances not completelyunderstood.

The secondapproacthis anareaof continuinginvestigation.pathchar [3] is underevaluationfor inferring link-
level statisticsfrom end-to-engoint-to-pont measurementSeveralmeasuremennfrastructureprojectsin progress
arebasedon the exchangeof unicastprobepacketson a meshof network pathsbetweermeasuremergeners; see
[1, 2, 4,10]). mtrace reportsper hop statisticsfrom a multicastsourceto a recever. For differing reasonsthese
approachepotentially suffer from poor scaling propertiesin large networks,due to the volume of measurement-
relatedtraffic requiredto obtaina comprehense pictureof networkperformance.

In this papeywe consideta new approactto link-level lossbehaior in a networkbasedn multicastprobetraffic,
thatis, traffic betweerasourceandseveralrecevers.Whena probeis multicast,only onecopyof it traversesachlink
on thetreethatdescribeghe paththroughthe networkfrom the sourceto the recevers. (With unicastmeasurement,
therewould beoneprobefor eachrecever). Multicastintroducesdependencien thelossesneasurettherecevers,
which can,in turn, beusedto infer thelossratesat links in the routing treespanninghe senderandrecevers. Apart
from theanalyticpossibilitiesof multicast-basetheasurementsheuseof multicastprobesntroducedesstraffic that
unicastprobes:it hasbetterscalingpropertiesfor large networks. We ervisageimplementatiorof our methodon
infrastructurabprojectssuchasthosecitedabove.

The resultspresentedchereare asfollows. We derive maximumlikelihood estimatorg MLES) of the link loss
ratesbasedon a sequencef n independenprobes,underthe assumptiorthat lossesare independentbn different
links. Theseestimatorsare shovn to be strongly consistentand asymptoticallynormal as the numberof probes
tendsto infinity. We presentwo simpleexamplesbasedon simulatednetworktraffic. In the first, the assumptiorof
independenibssess built into themodel,andconvergenceof theMLEs to theirtargetparameterss rapid. Thesecond,
morerealistic,example,illustrateslossesdueto queueoverflows, in which casetherearedependenciebetweerthe
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links which causea slightasymptotidiasin the MLEs. The extentof this biasandsomeapproache® overcomingit
arediscusseattheendof thepaper

Beforecontinuing,we drav the readers attentionto two articleson differentproblemin networkinference;that
of inferring source-destinatiomaffic intensitiesrom a setof link-aggreyatedratesin a network;see[12, 13].

2 Description of the Basic M odel

Let 7 = (V, L) denotethelogical (asopposedo physical)multicasttree,consistingof the setof nodesl, including
the sourceandrecevers,andthe setof links I, which are orderedpairs(j, k) of nodes,ndicatinga (directed)link
from j to k. The setof children of nodej is denotedby d(j); thesearethe nodeswith a link comingfrom j. For
eachnodej, otherthantheroot0, thereis a uniquenodef (), the parentof j, suchthatj € d(f(j)). Eachlink can
thereforebeidentifiedby its “child” endpoint. We define“ancestors’(grandparentandthe like) in anobviousway,
andlikewise “descendants”.The differencebetweena logical and a physicaltreeis that, whereast is possiblefor
a nodeto have only one child in the physicaltree,in the logical tree eachnodemusthave at leasttwo children. A
physicaltreecanbe corvertedinto a logical treeby deletingall nodes,otherthanthe root, which have anonly child
andadjustingthelinks accordingly

Theroot0 € V representshe sourceof theprobesandthe setof leaf nodesk C V (i.e., thosewith no children)
representsherecevers.

A probepackets sentdown thetreestartingattheroot. If it reachesnode;j acopyof thepacketis producedand
sentdown thelink towardeachchild of j. As apacketiraversesalink & (recallk denotegheendpoint),it is lostwith
probability oy = 1 — ay andarrivesat k with probabilitya;. We shallusethenotationa = 1 — « for ary quantity
a (with or without subscriptspetween0 and1. Thelosseson differentlinks areassumedo be independenandto
occurwith the probabilitiesa;, asdescribedLaterwe discusshow realisticthis modelis andhow it canbe corrected
if therearedependencielsetweerthelosses.

We describehepassagef probesdown thetreeby a stochastiprocessX = (X )xev WhereeachX;, equals or
1: X = 1 signifiesthata probepacketreachesiodek, and0 thatit doesnot. The packetsaregenerate@tthesource,
s0 Xy = 1. Forall otherk € V, thevalueof X, is determinedasfollows. If X, = 0 thenX; = 0 for thechildren;
of k£ (andhencefor all descendantsf k). If X = 1, thenfor j achild of £, X; = 1 with probabilityc;, and.X; = 0
with probability@;, independentlyor all the childrenof k. We write oy = 1 to simplify expressionsoncerninghe
QL.

3 Resultson Maximum Likelihood Estimators

If aprobeis sentdown the treefrom the source the outcomeis a recordof whetheror not a copy of the probewas
receved at eachrecever. Expressedn termsof the processX, the outcomeis a configurationX gy = (X&)rer
of zeroesand onesat the recevers (1 = receved, O = lost). Notice that only the valuesof X at the receversare
obsenable;thevaluesattheinternalnodesareinvisible. Thestatespaceof the obserations X g, is thusthesetof all
suchconfigurations2 = {0, 1}*. For agivensetof link probabilitiesa = (a4 )rev, thedistribution of Xz onQ
will bedenotedy P,,. The probabilitymassfunctionfor asingleoutcomer € Q isp(z; a) = Po(X(r) = z).

Let usdispatchn probesand,for eachz € Q, let n(z) denotethe numberof probesfor which the outcomez is

obtained Theprobability of n independentbsenationsz?, . .., z" (with eache™ = (27" )xcr) is then
P!, 2% a) = I pa™;a) = ] pla; )" @)
m=1 z€Q

We estimatea using maximumlikelihood basedon the data (n(z))scq, andwe find that the usualregularity
conditionsthatimply goodlarge-sampléehaior of the MLE aresatisfiedn thepresensituation.Thiswill be useful
for theapplicationsve have in mind becauséa) we will wantto assesshe accurag of our estimatewia confidence
intervals, and (b) it will be importantto determinethe smallestnumbern of probesneededo achiese the desired
accurag. We wantto minimizen becausealthoughsendingout probess inexpensve in itself, networksaresubject
to variousfluctuations(e.g.,[7]) which can perturbthe model,andthe measurementrocesstself ties up network
resources.



We begin with asummaryof ourmainresultsontheexistenceanduniquenessf theMLE. Anotherquestionwhich
we shallnottreathere,but which is importantfor applicationsis thefeasibility andorganizatiorof the computations.
We work with thelog-likelihood function

L(a) =logp(x',... 2" a) = Zn(r) log p(z; ). 2
el
In the notationwe suppresshedependencef £ onn andz?, . . ., z™. For eachnodek, letQ(k) bethesetof outcomes

z € Q suchthatz; = 1 for atleastonerecever j € R whichis adescendantf k£, andlet v, = vx (o) = P,[Q(k)].
An estimateof v is

Be= > pla), (3)
z€eQ (k)
wherep(z) := n(z)/n is the obsered proportionof trials with outcomez. We will shav thata canbe calculated
from~ = (v&)kev, andthatthe MLE
& = argmax, ¢ s £(a) (@)
canbecalculatedn the samemannerfrom theestimatesy. Therelationbetweeny and~ is asfollows. We useU to
denotethe setof nodesotherthantheroot.

Theorem 1 Let A = {(ag)kev : ax > 0}, andG = {(vk)kev : & > 0VE; 45 < Zjed(k) v; Yk € U\ R}. Thee
is a bijectionT from.4 to G which is differentiableandhasa differentiableinverse

Candidategor the MLE aresolutionsof thelikelihoodequation

ac

Gas(@) =0, keU. (5)

Theorem 2 Whery € G, thelikelihoodequationhastheuniquesolutiona := T=1(5).

The proofdepend®n adetailedanalysisof £ onthesetsQ(k).

We completethe pictureby shaving thatthe solutionof the likelihood equatioractuallymaximizeshelikelihood
functionundersomeadditionalconditions.The set.A containsall positive o, includingthe possibilitya, > 1. Let
usnow restrictour attentionto link probabilitiesa € B = (0, 1)# c A. Beingasolutionof thelikelihood equation
doesnot precludea from beingeithera minimum or a saddlepoinfor the likelihood function, with the maximum
falling on the boundaryof B. For somesimple topologieswe are able to establishdirectly that £(«a) is (jointly)
concae in theparameterata = @, whichis hencethe MLE &. For moregeneratopologieswe usegenerakesults
on maximumlikelihoodto shaw thata = & for all suficiently large n.

Theorem 3

(i) Themodelis identifiablein B, i.e., «, o’ € B andP, = P, impliesa = o'. Thus,distinctlink probabilitiesa
producedistinctstatisticalbehaviorofthey asn — oo.

(i) Asn — oo, @ — a, with P,- probability 1, i.e., the MLE is stronglyconsistent.

(iii) With probability 1, for suficientlylargen, & = a, i.e., the solutionof the likelihood equationmaximizeshe
likelihood.

Thisis provenusinglarge sampletheoryfor MLE, suchasin [8]. Finally we have aresulton asymptoticnormality of
theMLE. TheFisherInformationMatrix at o basecbn X gy is thematrixZ; (a) := Cov (%(a) oL (a)).

> Doy

Theorem 4 WhenZ(«) is non-singulaythenasn — oo, underP,, /n(a@ — «) corvegesin distribution to a
multivariatenormalrandomvectorwith meanvector0 and covariancematrixZ —*(«).



Figurel: A two-leaflogical multicasttree Figure2: A four-leaflogical multicasttree

This alsoinvolvesverifying the standaraconditionsfor asymptoticnormality. We have shaowvn thattheinformation
matrix is nonsingulain severalspecialcasesandnaturallyconjecturethatit is alwaysso.

As an example, we exhibit the MLEs for the tree, consistingof a root node (¥ = 0), its onechild (¢ = 1),
andtwo grandchildrenk = 2, 3) correspondindo two recevers; seeFigure 1 The statespaceis now written as
Q ={00,01,10,11}. Then

Y1 =p(11) +p(10) + p(01), F2 = p(11) +p(10), 75 = p(11) + p(01), (6)
and
S F273 _ (p(01) + p(11))(p(10) 4+ p(11))
@1 = = = ~ = = (7)
Y2+ 73— N1 p(11)
G = niBcom_ PO ®)
Y3 p(01) + p(11)
N Yo + 93 — 1 p(11)
(8% = - f— - — 9
? Yo p(10) 4+ p(11) ©)

Notethata; canbegreateithanl for afixedn, but notasn tendsto infinity.

4 Simulation Results

Weillustrateour resultshroughsimulationsontwo typesof examples.Thefirstis simplythebasicmodelof section?,
andtheseshaw thatthe MLESs behae asexpected.The secondype consistof simulationsn which lossesof probes
arecausedy queueoverflows asprobetraffic competesvith othertraffic generatedy sourcegshatuseTCP (Trans-
missionControl Protocol),whichis thedominanttransporfprotocolin the Internet[11]. Herethemodelassumptions
arenotsatisfiedanda biasis introducednto the MLEs. Thisis discussedurtherin thenext section.

4.1 Basic Modd Simulations

We simulateda simplebinarytreeswith two andfour recevers,underthe basicmodelassumptionsln the 4 recever
tree,eachnode,otherthantheroot, hasexactly two children,andthelearesarethegreat-grandchildreof theroot; see
Figure2. In all thesimulationruns,the estimatedink probabilitiesconvergedto within 0.010of theactualprobabilities
within 2,0000bsenations; seeFigure 3(Left). Notethat a streamof two thousand200-bytepacketsoneevery 20
ms.,movesatarateof 10 Kb/sandtakes40 secondgo transmit,the equivalentof a singlecompressedudiotransfer
Therealreadyexist a numberof MBone“radio” stationsthatsendong-livedstreamsf sequencedhulticastpackets.
In somecaseghesecouldbe usedasmeasuremergrobeswithout additionalcost.
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Figure3: CONVERGENCE OF INFERRED L0OSS RATES TO ACTUAL LOSS RATES IN SIMULATIONS. For 2-leaftree
of Figurel. LEFT: modelsimulationdrom Sectiord.1; RIGHT: TCPsimulationsof Sectiord.2. Pairsof inferredand
actuallossratesfor the 3 links, somepairsoffsetfor clarity. Theinferredlossratescloselytrackthe actuallossrates
over 10,0000bsenations.

4.2 TCP Simulations

For the TCP simulationswe usedthens networksimulator[6] on 4 recever tree. All links had1.5Mb/s bandwidth,
10 msof propagatiordelay andweresened by a FIFO queuewith a 4-packetimit. Thus,a packetarriving atalink
wasdroppedwhenit foundfour packetsalreadyqueuedatthelink.

Eachnode maintainedTCP connectiongo its children, sending1,000-bytepacketsdriven by an infinite data
source Links to left childrencarriedonesuchTCPstreamwhile links to right childrencarriedtwo TCP streamsThe
link betweertheroot 0 andits only child alsocarriedone TCP stream.Probepacketsveregeneratedy a Constant
Bit Rate(CBR) sourcewith 200-bytepacketsandinterpacketimeschoserrandomlybetweer?2.5and7.5msec.

The actuallossrateson individual links were comparedwith ratesestimatedusingthe basicmodelMLEs, the
purposebeingto stresshe model. Although the estimatedatestrackedthe actuallossratesover a spanof 10,000
obsenations,therewasanasymptotidbiasof betweem and 18% estimatedn the basisof 100 simulationruns;see
Figure3(right). Thisis dueto spatialdependencef thelossesthesameprobeis lost on sibling links moreoftenthan
the independencassumptiordictates. This causeghe basicmodelMLE to underestimatéosseson the child links
andto overestimatehemon the parentiink.

It is possibleto reducethebiasin thepresencef suchspatialdependencdJsingthe methoddiscussedh the next
section,it wasreducedo about1%. We believe, however, that strongspatialdependencis unlikely in realnetworks
like thelnternetbecausef theirtraffic andlink diversity Elsavherewe considethequestiorof temporaldependence.

5 Spatial Dependence

If we expandthe basicmodelslightly, we canallow for dependencamongthelossesn sibling links andcancorrect
for thebiasin the MLEs of section3 if we have a prior estimateof the correlationbetweerosseson sibling links. In
this expandedmodel,it canbe shavn thatthe MLEs are continuousunctionsof a parametethatgovernsthe degree
of spatialdependence.

For simplicity we consideronly the 2 recever tree.We introduceanadditionalparameter andprobabilitieson
asfollows:

p(11; a,v) = a1 (azas + vasas) (20)
p(10; a,v) = a1 (as@s — vasas) (11)
p(01; a,v) = ay (@23 — vasas) (12)



p(00; a,v) = @1 + a1 (@2@s + vasas) (13)

Whenv > 0, thecorrelationbetweerthelossesattheleavesis positive.

Now considersendingn probesthrougha networkwith lossesdescribedyy theseprobabilities.As n — oo, the
proportionp(z) corvergesto p(z; a, v). To seehow the estimatora interpretsthis, we inserttheselimit valuesin
placeof p(z; ) in eqs.(7)—(9). Theresultingestimatesre
T4
For v — 0 we obtaintheoriginal estimates.

If prior knowledgeof thelosscorrelationds available,we canadjustthe estimatesn thefollowing way. Suppose
thatx, theconditionalcorrelationbetweenX, and X3, giventhat X; = 1 is known. A calculationshovsthat

a1 (v) azs(v) = (1 +v)az, az(v)=(1+v)as. (14)

Q3

(15)

V=K .
Qo3

The MLEs from section3 will yield estimatesz(v), wherev = x\/(1 — @»)(1 — a3)/asas, following (15).
Insertinga(7) andv into (14)in placeof a(v) andv yieldsanestimateof thetruelink probabilitiesthe« of (14). As
mentionedabore, this methodreducedhe biasin our simulationsfrom betweer8 and15%to about1%. We intend
to undertakexxperimentson realnetworksto ascertairthe magnitudeof thesecorrelations.

6 Discussion

We have introducedheuseof end-to-endneasurementsf multicasttraffic to infer internallink lossprobabilitiesand
have shavn thatmaximumlikelihood estimationis feasiblewhenthelossesareindependentWe alsopresentedyvi-
dencethatourtechniqueyield accurateesultsevenin the presencef moderatespatialdependenceA corresponding
discussionnotincludedhere,pertaingo temporaldependence.

We areextendingourwork in severaldirections First, we areapplyingmulticast-baseahferenceto othernetwork
characteristics For instance we have developedestimatordor link delays,and are investigatinginferenceon link
bandwidthandnetworktopologyusingmulticastprobes.

Further we planto experimentwith multicast-basethferenceonthelnternet.We alsoplanto deployourinference
toolsin multicast-enablegortionsof theInternet,includingthe MBone,to testour techniqgue®n arealnetwork,and
eventuallyintegratethemwith oneof thelarge-scaleaneasuremennfrastructuresinderconstruction.
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