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Abstract

Performancemeasurementson individual links in a largenetworksuchastheInternetareexpectedto suffer from
poorscalingproperties.Furthermore,theresultsof measurementsarenotguaranteedto beavailableto endusers.To
overcometheseproblemwedevelopstatisticaltechniquesfor estimatingpacketlossratesandothercharacteristicsof
internallinks basedonobservationsat theendpointsof atreeconnectingasourceandmultiplereceivers.Weconsider
aspecificmodelfor packettransmissionthroughthetree,show thatit is identifiable,determinetheMLEs for thelink
lossrates,andshow themto beasymptoticallynormalandconsistent.Themethodsareillustratedwith examplesof
simulatednetworktraffic.

1 Introduction

Twoapproachesto evaluatingperformancein largecommunicationsnetworks,suchastheInternet,havebeento use(i)
networkmanagementpackagesto collectdataat internalnodesandreporton link-levelperformance,and(ii) endpoint
measurementsof point-to-point traffic behavior to characterizenetworkperformance.

Thefirst approachsuffers from thedrawbackthat it maybedifficult to gainaccessto a wide rangeof routersin
a largenetwork,andintroducingnew measurementtools into therouterswould requirecompaniesto makechanges
in their products.Moreover, theproblemof integratinglink-level informationto obtaina pictureof overall network
performanceis not completelyunderstood.

The secondapproachis anareaof continuinginvestigation. �����
	��
	���� [3] is underevaluationfor inferring link-
level statisticsfrom end-to-endpoint-to-pointmeasurements.Severalmeasurementinfrastructureprojectsin progress
arebasedon the exchangeof unicastprobepacketson a meshof networkpathsbetweenmeasurementservers; see
[1, 2, 4, 10]). �����
����� reportsper hop statisticsfrom a multicastsourceto a receiver. For differing reasons,these
approachespotentially suffer from poor scalingpropertiesin large networks,due to the volume of measurement-
relatedtraffic requiredto obtaina comprehensive pictureof networkperformance.

In thispaper, weconsidera new approachto link-level lossbehavior in a networkbasedonmulticastprobetraffic,
thatis, traffic betweenasourceandseveralreceivers.Whenaprobeis multicast,only onecopyof it traverseseachlink
on the treethatdescribesthepaththroughthenetworkfrom thesourceto thereceivers. (With unicastmeasurement,
therewouldbeoneprobefor eachreceiver). Multicastintroducesdependencein thelossesmeasuredat thereceivers,
which can,in turn,beusedto infer thelossratesat links in theroutingtreespanningthesenderandreceivers.Apart
from theanalyticpossibilitiesof multicast-basedmeasurements,theuseof multicastprobesintroduceslesstraffic that
unicastprobes: it hasbetterscalingpropertiesfor large networks. We envisageimplementationof our methodon
infrastructuralprojectssuchasthosecitedabove.

The resultspresentedhereareas follows. We derive maximumlikelihood estimators(MLEs) of the link loss
ratesbasedon a sequenceof � independentprobes,underthe assumptionthat lossesare independenton different
links. Theseestimatorsare shown to be strongly consistentand asymptoticallynormal as the numberof probes
tendsto infinity. We presenttwo simpleexamplesbasedon simulatednetworktraffic. In thefirst, theassumptionof
independentlossesis built into themodel,andconvergenceof theMLEs to theirtargetparametersis rapid.Thesecond,
morerealistic,example,illustrateslossesdueto queueoverflows, in which casetherearedependenciesbetweenthe�
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links whichcauseaslightasymptoticbiasin theMLEs. Theextentof thisbiasandsomeapproachesto overcomingit
arediscussedat theendof thepaper.

Beforecontinuing,we draw thereader's attentionto two articleson differentproblemin networkinference;that
of inferringsource-destinationtraffic intensitiesfrom asetof link-aggregatedratesin a network;see[12, 13].

2 Description of the Basic Model

Let 9;:=<?>A@
BDC denotethe logical (asopposedto physical)multicasttree,consistingof thesetof nodes> , including
the sourceandreceivers,andthe setof links B , which areorderedpairs <FE�@HGIC of nodes,indicatinga (directed)link
from E to G . The setof children of node E is denotedby JK<FE�C ; thesearethe nodeswith a link comingfrom E . For
eachnode E , otherthantheroot L , thereis a uniquenode M7<NEOC , theparentof E , suchthat EQPRJK<(M�<FE�C�C . Eachlink can
thereforebeidentifiedby its “child” endpoint.We define“ancestors”(grandparentsandthe like) in anobviousway,
andlikewise “descendants”.The differencebetweena logical anda physicaltreeis that, whereasit is possiblefor
a nodeto have only onechild in the physicaltree,in the logical treeeachnodemusthave at leasttwo children. A
physicaltreecanbeconvertedinto a logical treeby deletingall nodes,otherthantheroot,which have anonly child
andadjustingthelinks accordingly.

Theroot LSPT> representsthesourceof theprobesandthesetof leaf nodesUWVX> (i.e., thosewith no children)
representsthereceivers.

A probepacketis sentdown thetreestartingat theroot. If it reachesanodeE acopyof thepacketis producedand
sentdown thelink towardeachchild of E . As a packettraversesa link G (recall G denotestheendpoint),it is lostwith
probability YZ7[ :]\�^ Z�[ andarrivesat G with probability Z�[ . We shallusethenotation YZ :_\�^ Z for any quantityZ (with or without subscripts)between0 and1. The losseson differentlinks areassumedto be independentandto
occurwith theprobabilities YZ�[ asdescribed.Laterwe discusshow realisticthis modelis andhow it canbecorrected
if therearedependenciesbetweenthelosses.

Wedescribethepassageof probesdown thetreeby astochasticprocess̀a:W<b` [ C [�c�d whereeach̀ [ equals0 or
1: ` [ :W\ signifiesthataprobepacketreachesnodeG , and L thatit doesnot. Thepacketsaregeneratedat thesource,
so `�ef:;\ . For all other GgPT> , thevalueof ` [ is determinedasfollows. If ` [ :XL then `fhi:XL for thechildren E
of G (andhencefor all descendantsof G ). If ` [ :=\ , thenfor E a child of G , `fhj:=\ with probability Z h , and `khf:lL
with probability Z h , independentlyfor all thechildrenof G . We write Z em:_\ to simplify expressionsconcerningtheZ [ .
3 Results on Maximum Likelihood Estimators

If a probeis sentdown the treefrom thesource,theoutcomeis a recordof whetheror not a copyof the probewas
received at eachreceiver. Expressedin termsof the process̀ , the outcomeis a configuratioǹQnpo7qr:s<b` [ C [�c o
of zeroesandonesat the receivers (1 = received, 0 = lost). Notice that only the valuesof ` at the receivers are
observable;thevaluesat theinternalnodesareinvisible. Thestatespaceof theobservations̀Qnpo7q is thusthesetof all
suchconfigurations,tl:_uvL�@-\�w o . For a givensetof link probabilitiesZ :_< Z [ C [�c�d , thedistributionof `xnyo7q on t
will bedenotedby zj{ . Theprobabilitymassfunctionfor a singleoutcome|QP}t is ~�<(|�� Z C�:�zj{�<b`Qnpo7qD:�|KC .

Let usdispatch� probes,and,for each|�P�t , let ��<(|KC denotethenumberof probesfor which theoutcome| is
obtained.Theprobabilityof � independentobservations|���@��-���
@
|�� (with each|��l:=<�|��[ C [�c o ) is then

~�<(| � @-���-�
@H| � � Z C�: ��
����� ~�<(| � � Z C�:

�� cv� ~7<�|7� Z C � n � q (1)

We estimateZ usingmaximumlikelihood basedon the data <(��<�|�C
C � cv� , andwe find that the usualregularity
conditionsthatimply goodlarge-samplebehavior of theMLE aresatisfiedin thepresentsituation.Thiswill beuseful
for theapplicationswe have in mind because(a) we will wantto assesstheaccuracy of our estimatesvia confidence
intervals, and(b) it will be importantto determinethe smallestnumber � of probesneededto achieve the desired
accuracy. We wantto minimize � because,althoughsendingout probesis inexpensive in itself, networksaresubject
to variousfluctuations(e.g., [7]) which canperturbthe model,andthe measurementprocessitself ties up network
resources.
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Webeginwith asummaryof ourmainresultsontheexistenceanduniquenessof theMLE. Anotherquestion,which
weshallnot treathere,but which is importantfor applications,is thefeasibilityandorganizationof thecomputations.
We work with thelog-likelihoodfunction� < Z C�:��F���7~�<(| � @��-�-�H@
| � � Z C7:;�� c�� ��<(|KC&�F���5~7<�|7� Z C�� (2)

In thenotationwesuppressthedependenceof
�

on � and |���@��-�-�H@
|I� . For eachnodeG , let tf<�G�C bethesetof outcomes|�P�t suchthat |�hj:]\ for at leastonereceiver E�PTU which is a descendantof G , andlet � [ :l� [ < Z C�:Xzj{5�/tf<�G�C�� .
An estimateof � [ is � � [ : �� c�� n [ q

�~7<�|�C8@ (3)

where
�~7<(|KCr�/:]��<(|KC���� is the observedproportionof trials with outcome| . We will show that Z canbecalculated

from �x:W<b� [ C [�c�d , andthattheMLE �Z : argmax{ c�� e�  ��¡p¢�£ � < Z C (4)

canbecalculatedin thesamemannerfrom theestimates
� � . TherelationbetweenZ and � is asfollows. We use ¤ to

denotethesetof nodesotherthantheroot.

Theorem 1 Let ¥¦:¦u§< Z [ C [�c�¨ � Z [�© Lªw , and «�:Wu&<b� [ C [�c�¨ �&� [Q© L�¬­G��&� [Q®°¯ h c�± n [ q ��h�¬­GgP�¤³²�U´w . There
is a bijection µ from ¥ to « which is differentiableandhasa differentiableinverse.

Candidatesfor theMLE aresolutionsof the likelihoodequation:¶ �¶ Z [ < Z CD:�LI@·GQP¸¤2� (5)

Theorem 2 When
��}P¹« , thelikelihoodequationhastheuniquesolution

�Z �/:�µ»º7��< � �­C .
Theproofdependsonadetailedanalysisof

�
on thesetstf<�G�C .

We completethepictureby showing thatthesolutionof thelikelihoodequationactuallymaximizesthelikelihood
functionundersomeadditionalconditions.Theset ¥ containsall positive Z�[ , includingthepossibility Z�[ © \ . Let
usnow restrictourattentionto link probabilitiesZ P}¼³:W<(LI@�\-C�½ o V¾¥ . Beinga solutionof thelikelihoodequation
doesnot preclude

�Z from beingeithera minimum or a saddlepointfor the likelihood function,with the maximum
falling on the boundaryof ¼ . For somesimple topologieswe areable to establishdirectly that

� < Z C is (jointly)
concave in theparametersat Z : �Z , which is hencetheMLE

�Z . For moregeneraltopologieswe usegeneralresults
onmaximumlikelihoodto show that

�Z : �Z for all sufficiently large � .

Theorem 3

(i) Themodelis identifiablein ¼ , i.e., Z @ Z�¿ P}¼ and z { :lz {&À implies Z : Z7¿ . Thus,distinctlink probabilitiesZ
producedistinctstatisticalbehaviorof the

� � as �QÁsÂ .

(ii) As �QÁsÂ ,
�Z Á Z , with zj{ - probability1, i.e., theMLE is stronglyconsistent.

(iii) With probability 1, for sufficiently large � ,
�Z : �Z , i.e., the solutionof the likelihoodequationmaximizesthe

likelihood.

This is provenusinglargesampletheoryfor MLE, suchasin [8]. Finally wehave aresultonasymptoticnormalityof

theMLE. TheFisherInformationMatrix at Z basedon ` npo7q is thematrix Ã�h [ < Z C��/:�Ä���ÅQÆmÇ�ÈÇ {�É < Z C8@2Ç�ÈÇ {�É < Z C$Ê .

Theorem 4 WhenÃË< Z C is non-singular, then as �;Á Â , under zj{ , Ì ��< �Z ^ Z C converges in distribution to a
multivariatenormalrandomvectorwith meanvector0 andcovariancematrix Ã�º���< Z C .
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Figure2: A four-leaf logical multicasttree

Thisalsoinvolvesverifying thestandardconditionsfor asymptoticnormality. Wehaveshown thattheinformation
matrix is nonsingularin severalspecialcases,andnaturallyconjecturethatit is alwaysso.

As an example,we exhibit the MLEs for the tree, consistingof a root node( Gl:sL ), its onechild ( Gl:Í\ ),
and two grandchildren( G�:ÏÎ�@�Ð ) correspondingto two receivers; seeFigure1 The statespaceis now written ast¾:luvL�L�@
L�\�@�\-L�@-\�\-w . Then�� � : �~7<�\�\�C5Ñ �~7<�\-L�C5Ñ �~5<(LI\�C8@ ��§Òm: �~7<
\�\-C5Ñ �~7<
\�L�C�@ � ��Óm: �~7<
\�\-C5Ñ �~5<�L�\-C�@ (6)

and �Z � : � � Ò �� Ó� �§Ò�Ñ ���ÓÔ^ � � � : < �~7<�L�\�C5Ñ �~�<�\�\-C�C8< �~7<
\�L�C5Ñ �~7<
\�\-C�C�~�<�\�\�C (7)�Z Ò : �� Ò Ñ �� Ó ^ � � ����Ó : �~7<�\�\�C�~�<(LI\�C5Ñ �~7<
\�\�C (8)�Z Ó : �� Ò Ñ �� Ó ^ � � ���§Ò : �~7<�\�\�C�~�<�\-L�C5Ñ �~7<
\�\�C (9)

Notethat
�Z � canbegreaterthan1 for a fixed � , but notas � tendsto infinity.

4 Simulation Results

Weillustrateourresultsthroughsimulationsontwotypesof examples.Thefirst is simplythebasicmodelof section2,
andtheseshow thattheMLEs behave asexpected.Thesecondtypeconsistsof simulationsin which lossesof probes
arecausedby queueoverflows asprobetraffic competeswith othertraffic generatedby sourcesthatuseTCP(Trans-
missionControlProtocol),which is thedominanttransportprotocolin theInternet[11]. Herethemodelassumptions
arenotsatisfiedanda biasis introducedinto theMLEs. This is discussedfurtherin thenext section.

4.1 Basic Model Simulations

We simulateda simplebinarytreeswith two andfour receivers,underthebasicmodelassumptions.In the4 receiver
tree,eachnode,otherthantheroot,hasexactly two children,andtheleavesarethegreat-grandchildrenof theroot;see
Figure2. In all thesimulationruns,theestimatedlink probabilitiesconvergedto within 0.01of theactualprobabilities
within 2,000observations;seeFigure3(Left). Note that a streamof two thousand200-bytepackets,oneevery 20
ms.,movesata rateof 10Kb/sandtakes40secondsto transmit,theequivalentof a singlecompressedaudiotransfer.
Therealreadyexist a numberof MBone“radio” stationsthatsendlong-livedstreamsof sequencedmulticastpackets.
In somecasesthesecouldbeusedasmeasurementprobeswithoutadditionalcost.
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Figure3: CONVERGENCE OF INFERRED LOSS RATES TO ACTUAL LOSS RATES IN SIMULATIONS. For 2-leaftree
of Figure1. LEFT: modelsimulationsfrom Section4.1;RIGHT: TCPsimulationsof Section4.2.Pairsof inferredand
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4.2 TCP Simulations

For theTCPsimulationsweusedthe ÖI× networksimulator[6] on 4 receiver tree.All links had1.5Mb/s bandwidth,
10msof propagationdelay, andwereservedby a FIFO queuewith a 4-packetlimit. Thus,a packetarriving at a link
wasdroppedwhenit foundfour packetsalreadyqueuedat thelink.

EachnodemaintainedTCP connectionsto its children, sending1,000-bytepacketsdriven by an infinite data
source.Links to left childrencarriedonesuchTCPstream,while links to right childrencarriedtwo TCPstreams.The
link betweentheroot L andits only child alsocarriedoneTCPstream.Probepacketsweregeneratedby a Constant
Bit Rate(CBR)sourcewith 200-bytepacketsandinterpackettimeschosenrandomlybetween2.5and7.5msec.

The actuallossrateson individual links werecomparedwith ratesestimatedusingthe basicmodelMLEs, the
purposebeingto stressthe model. Although the estimatedratestrackedthe actuallossratesover a spanof 10,000
observations,therewasanasymptoticbiasof between4 and18%estimatedon thebasisof 100simulationruns;see
Figure3(right). This is dueto spatialdependenceof thelosses:thesameprobeis lostonsibling links moreoftenthan
the independenceassumptiondictates.This causesthebasicmodelMLE to underestimatelosseson thechild links
andto overestimatethemon theparentlink.

It is possibleto reducethebiasin thepresenceof suchspatialdependence.Usingthemethoddiscussedin thenext
section,it wasreducedto about1%. We believe,however, thatstrongspatialdependenceis unlikely in realnetworks
like theInternetbecauseof their traffic andlink diversity. Elsewhereweconsiderthequestionof temporaldependence.

5 Spatial Dependence

If weexpandthebasicmodelslightly, wecanallow for dependenceamongthelossesonsibling links andcancorrect
for thebiasin theMLEs of section3 if wehave a prior estimateof thecorrelationbetweenlossesonsibling links. In
this expandedmodel,it canbeshown thattheMLEs arecontinuousfunctionsof a parameterthatgovernsthedegree
of spatialdependence.

For simplicity weconsideronly the2 receiver tree.We introduceanadditionalparameterØ andprobabilitieson t
asfollows: ~7<
\�\�� Z @HØKC5: Z � < Z Ò Z ÓDÑ�Ø Z Ò Z Ó�C (10)~7<
\�L�� Z @HØKC5: Z � < Z Ò Z Ó ^RØ Z Ò Z Ó C (11)~7<�L�\�� Z @HØKC5: Z � < Z Ò Z Ó�^RØ Z Ò Z Ó�C (12)
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~�<(L�L�� Z @
ØKC5: Z � Ñ Z � < Z Ò Z Ó2Ñ�Ø Z Ò Z Ó�C (13)

When Ø © L , thecorrelationbetweenthelossesat theleavesis positive.
Now considersending� probesthrougha networkwith lossesdescribedby theseprobabilities.As �TÁÙÂ , the

proportion
�~7<(|KC convergesto ~7<�|7� Z @HØKC . To seehow the estimator

�Z interpretsthis, we insert theselimit valuesin
placeof

�~�<(|�� Z C in eqs.(7)–(9).TheresultingestimatesareZ � <�Ø�C�: Z �\DÑ�Ø @ Z Ò <(ØKC�:X<�\�Ñ�ØKC Z Ò @ Z Ó <(ØKC�:X<�\�Ñ�ØKC Z Ó � (14)

For Ø�ÁsL weobtaintheoriginalestimates.
If prior knowledgeof thelosscorrelationsis available,wecanadjusttheestimatesin thefollowing way. Suppose

that Ú , theconditionalcorrelationbetweeǹÛÒ and `rÓ , giventhat ` � :W\ is known. A calculationshowsthat

Ø�:�Ú�Ü Z Ò Z ÓZ Ò Z Ó � (15)

The MLEs from section3 will yield estimates
�Z < � ØKC , where

� Ø�:ÝÚ7Þ <�\�^ �Z Ò C�<
\�^ �Z Ó C
� �Z Ò �Z Ó , following (15).
Inserting

�Z < � Ø�C and
� Ø into (14) in placeof Z <�Ø�C and Ø yieldsanestimateof thetruelink probabilities,the Z of (14). As

mentionedabove, this methodreducedthebiasin our simulationsfrom between8 and15%to about1%. We intend
to undertakeexperimentson realnetworksto ascertainthemagnitudeof thesecorrelations.

6 Discussion

Wehaveintroducedtheuseof end-to-endmeasurementsof multicasttraffic to infer internallink lossprobabilities,and
have shown thatmaximumlikelihood estimationis feasiblewhenthelossesareindependent.We alsopresentedevi-
dencethatourtechniquesyield accurateresultsevenin thepresenceof moderatespatialdependence.A corresponding
discussion,not includedhere,pertainsto temporaldependence.

Weareextendingourwork in severaldirections.First,weareapplyingmulticast-basedinferenceto othernetwork
characteristics.For instance,we have developedestimatorsfor link delays,andare investigatinginferenceon link
bandwidthandnetworktopologyusingmulticastprobes.

Further, weplanto experimentwith multicast-basedinferenceontheInternet.Wealsoplanto deployourinference
toolsin multicast-enabledportionsof theInternet,includingtheMBone,to testour techniquesona realnetwork,and
eventuallyintegratethemwith oneof thelarge-scalemeasurementinfrastructuresunderconstruction.
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