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Abstract

The useof multicastinferenceon end-to-endneasurement

hasrecentlybeenproposedchsa meango infer networkin-
ternal characteristicsuchas packetlossrate and network
topology In this paperwe proposeandevaluatenew algo-
rithms for multicasttopology inferencebasedon measure-
ment of end-to-endoss. We comparetheir accurag and
commenion their computationatompleity.

1 Intr oduction

Inferenceof network-internaktharacteristicérom the end-
to-end behaior of multicasttraffic hasbeenproposedn
recentpapers. Probesare multicastfrom the sourceto re-
ceiers; the recordof which probesreachedeachrecever
is usedto infer internalloss probabilities. Probeloss is
assumedo occurindependentlyacrosslinks and between
probes.n[1, 2] theMaximumLikelihood EstimatoMLE)
of link lossprobabilitieswasdeterminedor generalogical
multicasttrees. It wasshawn that the estimatoris reason-
ably robust with respectto violations of this assumption,
atleaston the scalefoundin realisticnetworksimulations.
In arelatedpaper[5], the focuswasto groupmulticastre-
ceversthatsharethe samesetof networkbottleneckgrom
the source. This usedthe specialcaseof the estimatorfor
binarytreesin [1] in orderto estimatdosson thecommon
portion of the pathfrom the sourceto eachrecever. An ex-
tensionof the binary approacho treat more generaltrees
wasalsoproposed.

The contritutionsof the presenpaperareasfollows:

(i) We proposethreealgorithmsfor topologyidentification;
thesegeneralizethe grouping algorithmsof [5]. Two of
theseusebinarygroupingasanintermediatestageof iden-
tification; the otherusesthe approactof [1, 2] to estimate
the losson the commonportion the pathsfrom the source
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to anarbitrarysetof recevers(i.e. not necessarilya binary
set).

(i) We proposeanalgorithmthatuseshe MLE from [1] di-

rectly. In this approachfor eachpossibletree built upon
thegivensetof recevers,the MLE for its link probabilities
is foundandthecorrespondindjkelihoodfunctionis calcu-
lated. Thetreethat maximizesthe this likelihood function
is selectedstheestimator We establistthatthe probability
of selectingthe actualtreecorvergesto 1 asthe numberof
probesgrows to infinity.

(iif) We compareheperformancef thealgorithmsanddis-

cusstheinteractionsdbetweerparametechoicesandunder
lying topologythatdetermineheir accurag

The useof end-to-endneasuremenhasthe adwantageof
not requiringcooperatiorfrom networkmanagementThe
use of multicast probeshas the adwvantageover unicast
probeghatthe networkload dueto probesscaleshetterfor
large trees. For a more detaileddiscussiorof implementa-
tional issuesthe potentialfor deploymenbn emeging In-
ternetmeasuremerihfrastructuresanda comparisorwith
otherapproachesye referthereaderto [1].

2 Description of the LossInferenceMethodology

We identify the physicalmulticasttreeascomprisingactual
networkelementgthe nodes)andthe communicatiorinks
than join them. The logical multicasttree comprisesthe
branchpointsof the physicaltree,andthe logical links be-
tweenthem. Thelogical links compriseoneor morephysi-
callinks. Thuseachnodein thelogicaltree,excepttheleaf
nodesandpossiblythe root, musthave 2 or morechildren.
We canconstructthe logical treefrom the physicaltreeby
deletingall links with onechild andadjustingthe links ac-
cordinglyby directlyjoining its parentandchild.

LetT = (V, L) denotea logical multicasttreewith nodes
V andlinks L. We identify onenode,theroot 0, to bethe
sourceof probes,and R C V to be the setof leaf nodes
(identified asthe set of recevers). The setof children of
node;j € V is denotedby d(j). Eachnode,k, apartfrom
theroothasaparentj = f(k) suchthat(j, ¥) € L. Wesay
J is descendeffom k, andwrite j < k, if £ = f™(j) for
somen € N,wheref” = fo f*~Landf! = f. a(S) will

denotethe <-leastcommonancestoof all nodesn V C S.

p.1



We assumea Bernoullilossmodelin which probesarein-

dependenandeachprobeis successfullyransmittecacross
thelink (f(k), k) with probability ox,. Thusthe progress
of eachprobedown the treeis describedby an indepen-
dentcopyof astochastiprocessX = (Xj)xecv asfollows.
X = 1if theprobereachesiodek € V and0 otherwise.
If Xx =0,thenX; = 0,Vj € d(k). Otherwise,P[X; =

1|Xk = 1] = aj andP[Xj = 0|Xk = 1] =1- Q. We

adoptthe corventionay = 1. Last,leta = (a;)iev. We

assumehat0 < o < 1,Yk € V. P, will denotethe
distributionof X underthelink probabilitiesa.

When a probeis sentdown the tree from the root 0, we
cannotobsene the whole processX, but only the outcome
(Xk)ker € @ = A0, 1} thatindicateswhetheror not the
probereachedeachrecever. In [1] it wasshavn how the
link probabilitiescanbeinferredfrom the measuredlistri-
bution of outcomeslueto asetof independenprobesvhen
thetopology?' = (V, L) is known. Let R(k) C R denote
the setof receversdescendeétom anodek € V. Set

Y (k) _jénlg)é) X;, and (k) =P[Y(k)=1]. (1)
Y (k) = 1if aprobereachestleastonereceverdescended
from k. Forj € V setA(j) = ajay;) . . . ag, theprobabil-
ity thata probereacheghe nodej. It canbeshavn thatthe
A andthe~ satisfy

(L=y(k)/AR) = TT A =~G)/AR). @)

jed(k)

It wasshavnin Lemmal of [1] that A (k) is theuniquesolu-
tionto (2) in (v(k), 1] providedthaty(k) < >, c ) v(9)-
Thus the collection of A(k), and hencealsothe oy, =
A(k)/A(f(k)), canbe determinedfrom the y(k). At a
nodek with two offspring {3, j'}, (2) reduceso A(k) =

Y@@/ (v(G) + (") = v(k)).

In orderto estimatehe A(k) from measurements, probes
are multicast from the source, giving rise to outcomes
XM ., X, Defined(k) astheproportionof outcomes
in which a packetwasseenat a recever descendeérom £,
andestimateA (k) by A(k), the solutionto (2) thatresults
from usingthe in placeof ~. Thelog-likelihood function
L(T, «;v) is the log-probabilty of obtainingthe frequen-
cies+, givena setof link probabilitiesa in atopology 7.
With measuredrequenciesy, the MLE of thelink proba-
bilities is the a thatmaximizesC (T, «; 7).

Theorem1 (i) Themodelis identifiable,.e. P, = P,
impliesa = .

(i) with probability 1, for suficiently large n, A is the
MaximumLikelihoodEstimatorof A.

As aconsequencef theMLE propertyﬁ is (strongly)con-
sistent(A "=3" A with probability 1), andasymptotically
normal(v/n(A — A) "=5° G for somemultivariateGaus-

sianrandomvariableG); see[6].

3 TopologyInferenceby Grouping

Theuseof the estimateof losseson the commonportionof
thepathbetweerreceversin binarytreeshasbeenproposed
recentlyin orderto groupmulticastreceversthatsharethe
samesetof bottleneckson the pathfrom the source[5]. In
thisandthesucceedingectionwe shallinvestigatehe ana-
lytic andexperimentapropertie®f thisalgorithmandsome
generalizationghatinfer generakrees(i.e. thosewhich are
notnecessarilpinary).

We shallwork exclusively with canonicallosstrees aloss
treeconsistof a tree-lossrate combination(7), ). A loss
treeis saidto be in canonicalform if o, < 1,Vk € V
exceptfor £ = 0. Any tree (7, a) notin canonicalform
canbe reducedto a losstree, (T", '), in canonicalform
suchthatthedistribution of (X} )x¢r is thesameunderthe
correspondingprobabilitiesPr , andPrp: 4.

Considetthe classof mapsof theform

Q— Q' =(Q\S)U{S}, with SCQ,#S>1, (3)

onfinite sets(). Startingwith ) astherecever setR, such
an operationrepresentsdentifying the elementsf S asa
maximalsibling set, groupingthemtogetherand identify-

ing the set S with their parent. This operationresultsin

the set@’ comprisingthe parentnode.S andall remaining
nodesin @ \ S. By composinga numberof suchmaps
we canbuild up alogical multicasttree;the problemof re-
coveringthe actualtree canthenbe re-expressedasthat of

finding an appropriatesetof groupingmaps.Theinference
algorithmsdescribedbelov dependon choosingas S the
subsein whichthe estimateof commonloss(i.e. lossrates
on the sharedportion of the pathfrom the sourceto the re-
cewers)is greatest.For generalsubsetss C V' we define
Y(S) = maxges Y (k) andy(S) = P[Y(S) = 1]. Let
A(S) denotethe solutionof equation(2) whenthe product
extendsoverall j € S.

3.1 Inferenceof Binary Trees

The methodis simplestto explain when the tree to be
inferred is known to be binary. Pick ary two nodesj

and k. According to Section2 abore, A({j, k}) :=

5()7(k)/ (3 (k) +3 (k) =3 ({4, k}) istheMLE of theprob-
ability of successfutransmissiorfrom the root to the low-

estcommonancestomodea({j, k}) of the receversj, k.

But obsere now thatin generalsinceeachA(i) canbe ex-

pressedsa productof link probabilitiesover eachlink on
achainfrom therootnodeto i, thenthequantity A(:) is de-
creasingdown thetreein thesensehat A(i) > A(i') isi' is
adescendantodeof i. (This assumeshatall thelink prob-
abilitiesay, arestrictly lessthan1). HenceA({j, £}) should
beminimizedwhen; andk aresiblings,atleastasymptoti-
cally asthenumberof probegyrowsto infinity. Theiteration
of thisprocedurdo infer thecompletdogical multicasttree
is formalizedasthebinary losstree(BLT) classificatioral-

gorithm;seeFigurel. (We notethatthedefinitionof 5 and
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1. Input ReceversR andreceiertraces(X}),cp” "
2. RR:=R, V=0, L=0;

3. while |R'| > 1do

4, selectS = {51,552} C R’ thatminimizesﬁ();
5. V:i=VU{S}h R = (R'\S)U{S}h

6. foreachS’ € S do

7. a(S') = A(S)JA(S"), L := LU{(S,5")};
8. enddo

9. enddo

1

0. Output losstree((V, L), a)

Figure 1: Binary LossTreeClassificationAlgorithm (BLT).

A extendsfrom subsebf nodesof theactualtreeto thoseof
ary potentialtreein a straightforwardnanner).

Considemalosstree(T, ). Let A beanalgorithmthattakes
atraceof lengthn, {(Xx i)rer}i=; asaninputandreturns

~

alosstree(f, a). Let Pj; = P(T # T) betheprobability
that.4 misclassifieshetree.

Theorem?2 (i) A canonicallosstreeis identifiable,i.e.,
PT,oc = PT’,oc’ implieS(T, Oz) = (T/, O/).

(if) Foranybinarycanonicallosstree(7', «), ngT =0
asn — oo.

Sketchof Proof: Considerthe deterministicalgorithmob-
tainedby replacingA with A in line 4 of Figurel. Thenthe
treeis correctlyidentified,essentiallypbecause

a({i, j}) < a({i,k}) = A({i,j}) < A({i k}). (4)

By the Strong Law of Large Numbers¥(S) corvemes
v(S)), almostsurelyasn — oo; by continuity E(S)
corverges likewise to A(S). Hence,by (4), A({i,j}) <
E({i, k}) for all n sufiiciently large, where{i, j} C R’ is
ary binary setthat minimizes A in the deterministicalgo-
rithm. Thus P}, , — 0 asn — occ. u

3.2 Inferenceof General Treesby Grouping

In this sectionwe describeextensionf thebinarylosstree
classificationalgorithmto treat generaltrees;the descrip-
tion herewill besomavhatinformal. TheBinary LossTree
Pruning(BLTP) andthe Binary Loss Tree Clique (BLTC)
ClassificatiorAlgorithmsestimatdossonthecommonpor-
tion of thepathto pairs of nodestheformeris inspiredby a
proposain [5]. TheGeneralossTree(GLT) Classification
Algorithm usesthe estimatefrom (2) of loss on the com-
mon portion of the pathto arbitrary setsof nodes.All the
algorithmsaregovernedby athreshold: > 0 whichis the
smallestink lossprobabilitythatcanbeinferred. Whenall
link lossprobabilitiesaregreatethane, the probabilitythat
thetreeis incorrectlyclassifiedgoesto zeroasthe number
of probeggrowsto infinity. We comparehe performancef
thesealgorithmsin Section5.

4a. selectS(®) = {S;,S,} C R/ thatminimizesﬁ(-);

4b. m := 2; done:=false;

4c. while notdonedo

4d. U:={U=5S"US,11|Smy1 € R\ S,
(1—e)A(U) < A(S@N};

de. if ¢4 = @ then {S := S(™); done:= true;}
4f. elseselectS(™+1) ¢ ¢/ thatminimizesA(-);
4g. enddo

Figure 2: GeneralossTreeClassificationAlgorithm (GLT): ad-
ditional stepsto be substitutedor line 4 of Figurel.

3.2.1 Binary Loss Tree Pruning Classification:
Foreache > (0 we defineBLTP() by atwo stepprocess{i)
applyingBLT to therecevertracegesultingin abinaryloss
tree((V, L), a); then(ii) for eachnodek with lossproba-
bility 1 — ax < ¢, remove thelink (f(k), k) from L and
identify theendpointsn V.

3.2.2 Binary Loss Tree Clique Classification: In
BLTC(e), we grouptogetherpairsof nodeswhoselosson
thecommonpathportionis closeto themaximumcommon
lossover all pairs. This amountgo replacingline 4 in Fig-
ure 1 with the following steps: (i) selectS’ = {57, 5%}
thatminimizesﬁ(); (i) constructhe graphG of all links
(S, 5Y4) suchthat (1 — &) A({S},SY4}) < A(S); (iii)
groupasthe next node S the elementsof the largestcon-
nectedcomponendf G thatcontainsS’. Note thatif the
groupingis donecorrectly thenthe deterministiccommon
loss A({S;, S2}) takesthe samevaluefor all binary sub-
sets{.Sy, S»} of S. For finite but largen, thecorresponding
randomﬁ({Sl,Sg}) will differ slightly. Choosings > 0
enablegyroupingof thesenodesfor finite n. However, this
canalsoleadto theinclusionof nodeswhich areseparated
by links with lossprobabilitylessthanaboute.

3.2.3 General Loss Tree Classification: GLT(¢) is
essentiallyan extensionof BLT in which the minimization
in line 4 of Figurel extendsover arbitrary subsetof R’.
Sinceall subset®f a setof siblingshave the samevalueof
A, weemployathresholc to performthegrouping,similar
to BLTC(). In practice,we build up the minimizing set
S by finding (approximately)minimizing setsof increasing
cardinality More preciselytherule to selectthe next node
S in line 4 of Figure 1 is replacedby the lines shovn in
Figure?2.

4 Maximum Likelihood Classificationof General Trees

A secondapproactto topologyinferenceis to usethe like-
lihoodfunctionitselffor classificationLet 7 denoteheset
of logical multicasttreesthat can be laid out betweenthe
rootandthe setof recevers. Thetopologyr of a multicast
treeis determineddy the setU, of non-rootnodesandthe
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links betweerthem.

Let &, € [0,1]Yr denotethe MLE for the link probabili-
tiesa if thetopologywerer € T let7, denotethe setof
measuregbrobabilitiesy (k) at nodesk of 7.

The maximum-likelihoodML) classifierassignghe topol-

ogy 7 thatmaximizes((r, a-,v,). We now show that, if

the link probabilitiesare boundedaway from 0 and 1, the
ML-classifieris consistentn the sensdhat,w.p. 1, it iden-
tifies the correcttopologyasthe numberof probestendsto

infinity. Let AS = [¢, 1 — €]V, wheres > 0, andconsider
treeswith link probabilitiese € A<.

Theorem 3 For ead topologyr, andlink probability vec-
tor ag € AZ,

lim Pr, oo (T=m) =1 (5)

n— 00

Proof: It suficesto show that,for eachr # m,

lim P, o, (T=7)=0. (6)
n— 00
Let p(z; 7, @) denotethe density (i.e., probability mass
function)for the configurationz dueto a singleprobeand
let E; denotesxpectatiorwith respecto P, .,. Underour
assumptionsf T # g, theKullback-Leiblerinformation

Io(@) = Eo(log(p(X; 70, ) /p(X;7,2)))  (7)

is a continuoudunctionof o € A, and/y(«) > 0 (identi-
fiability). Thusthereis anumbers > 0 suchthatly(a) > ¢
forall o € A3. Now

PTDVOCD(? = T) S

Pryoo(Jo € A : — Zl X7 0) g g

XZ7 TO, ao) -
Sincea € A%, thedensityp(z; 7, «) is boundedaway from

zero,hencethe conditionsof Jennrich$ [3] uniform strong
law of large numbersaresatisfied. Thus

_Zl

uniformly in « € A, whencethelastdisplayedorobability
tendsto zeroasn — co. |

p(Xi; T, a)

P(Xs: 70, o0) — —ly(a) <=0 (9)

5 Algorithm Comparisonand Evaluation

The topology classificationalgorithms describedabore
were evaluatedthroughsimulation. The ns [4] simulator
was usedin orderto provide a realistic simulationof the
occurrenceof packetiossedn a network.

° ° o0
1Mb/sec, 10ms

*———o
5Mb/sec, 50ms

Neo
(¢}
(o]

©oe
[EEN
o
=
[N
[N
N

Figure 3: Simulation Topology: Links are of two types: edge
links of 1MB/s capacityand10mslateng, andinterior
links of 5Mb/s capacityand50mslatengy.

5.1 Comparison of Grouping Algorithms

We reportresultsobtainedin the networktopology shavn
in Figure3. Links in theinterior of thetreehave higherca-
pacity (5Mb/sec)andlateny (50ms)thanthoseatthe edge
(1Mb/secand 10ms)in orderthe capturethe heterogene-
ity betweenthe edgesand core of a Wide Area Network.
Probesaregeneratedrom nodeO asa Poissorprocesswith
meaninterarrival time 16ms.Backgroundraffic comprised
a mix of infinite datasourceTCP connectiongFTP) and
exponentialon-off sourcesusingUDP. Packetlosseswere
dueto overflow from 4 packetbuffersat eachnode. Since
thelossesnverenot generatedxplicitly from a model,they
could potentiallyviolate the Bernoulli assumptionsHow-
ever, we have foundin previouswork [1] thatthe discrep-
ang betweeractualandinferredprobelosseds very small.
(The discrepang with backgroundraffic losseds greater
althoughstill quite small). Eachevaluationcomprised100
simulationseachof 300sduration.Individuallink lossrates
rangedrom aslittle as0.6% to ashighas41%. Meanlink
lossratesrangedirom slightly belov 1% to 12%.

In Figures4-9 we plot the proportion of experimentsin
which the topologywas correctlyidentified asfunction of
thenumberof probesfor thethreealgorithms for valuesof
the thresholds between).025% and5%. In summaryac-
curay is bestfor intermediates, decreasindor larger and
smallere. In moredetail, considerfor example,the BLT
Pruningalgorithmwith 1000 probes. The topologyis in-
correctlyidentified45 timesfor ¢ = 0.25%, 14 timesfor
¢ = 0.5% andonly 5 timesfor ¢ = 1%. To obtainthe
sameincreasein accurag at ¢ = 0.25% would require
about 6000 probes. The explanationfor this behaior is
thatsmallervaluesof ¢ leadto strictercriteriafor grouping
nodes.Finitely mary samplesfluctuationsof the A below
their meancanleadto erroneousexclusion of nodesfrom
groups. Increasinge leadsto errorswhen links with loss
probabilities] — «y, < ¢ areeffectively ignored,sothatthe
groupsarechosertoo large; obsene the probability of suc-
cessfulidentificationdecreasedramaticallyase increases
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beyond2%.

We now comparethe relative performanceof the algo-
rithms. We focuson ¢ < 1%; for this rangereasonable
accurag canbe obtainedfor sufficiently largen. We find
thatthe generallgorithmGLT hasalmostuniformly better
performancen this region. We believe thatthis is because
GLT makesa more direct inferenceon non-binarygroups
thanthe otheralgorithms. The accurag of the BLT Prun-
ing algorithmis closeto that of GLT. However, the com-
putationalcompleity is lessthanGLT in severalways. A
is givenexplicitly for binary groups,but generallyrequires
numericalroot finding for GLT. In GLT the thresholde is
appliedthroughoutthe algorithm. In BLT Pruningit is ap-
plied only attheend;thiswill facilitateadaptve selectiorof
¢. BLT Clique hasthe worstperformance We believe this
is becausét hasa stricterconditionfor groupingnodeghat
involves checkingall the possiblepairs amongthe candi-
datenodesfailure of a singletestamongsimary canresult
in exclusionfrom a group.

5.2 Comparisonof ML Classifierand Grouping

For identificationof generatreestheML classifierhasthe
apparenadwantageover the groupingalgorithmsthatthere
is noexplicit parametet thatdemarcateheminimumloss
ratesatwhich maybeclassified However, theML classifier
remainssubjectto the effectsof samplingnoisewheniden-
tifying links with low lossprobabilities. Thisis becaus¢he
likelihood function £(r, a7, ,) dependsonly weakly on
whetherlinks with low ratesarepresenor absenfrom the
topology . Samplingvariationdueto usingfinitely mary
probescanswampsuchdependence.

In Figure 10 we comparethe performancef the ML clas-
sifier with the BLTP Classifier This was performedon 5-
recever treeswith link lossrateschoseruniformly between
0% and10%. We displaythe probabilitythatlinks with loss
ratesgreatethanor equalto agivenlevel e aremisgrouped.
In this contet, to correctlygroupalink meando placeit as
an ancestoof the samesetof receversin theinferredtree
asin the actualtree. Thefigure shavs thatthe accurag of
the ML and BLTP are very similar acrossa rangeof link
lossrates.

TheML classifiewasimplementedisanexhaustve search
on the set of trees. The rapid growth in the number of
suchtreesmakesthis approachcomputationallyunattrac-
tive; we believe that more sophisticateaptimizationtech-
niguesmay reducethe computationatostof the ML Clas-
sifier.

6 Conclusions

We have describedand evaluatedtwo classef algorithm
for the identificationof logical multicasttrees. Grouping
algorithmsusean estimateof losson the commonpathto

a setof recevers, and selectas siblings that set of nodes
for whichthelossis greatestin this class threealgorithms

General Topology: random loss rate] [0,0.1]

—— BLTloss=0
BLT loss= 2.5%
BLT loss= 5%
BLT loss= 7.5%
ML loss=0

ML loss = 2.5%
ML loss = 5%
ML loss =27.5% [

Pr. of misgrouping

o

N . . . .
150 200 250 300 350 400
no. of probes

Figure 10: Comparisorof ML andBLT classifierin 5-leaftree:
probability to misclassifylinks with give lossratee
or greater

wereexamined;Binary LossTreeClique,Binary LossTree
PruningandGeneral ossTree. Thelasttwo werefoundto
be the mostaccurate BLT Pruningis the leastcomplex in
implementatiorandexecution.

The Maximum Likelihood classifierusesthe propertythat
the link loss estimatorsare Maximum Likelihood Estima-
tors; the topology with the highestlikelihood for the ob-
seneddatais selectedasthe estimator Accuray wasclose
to thatof the groupingalgorithms but executiontimeswere
larger due to the implementationas an exhaustie search
throughthe spaceof possibletrees. More sophisticated
searchtechniquesnayreducethis, however, therewould be
no gainin accurag over the groupingalgorithms.In sum-
mary, we believetheBLT Pruningalgorithmsoffersthebest
combinationof accurag andperformanceFurtherwork to
bereportedn anextendedversionof this paperincludesthe
analyticestimatiorof failure probabilities.
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